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1 MNepevyeHb NPUHATLIX 0003HA4YEeHUN N COKpaLLEHUN

APDU
ASDU
JSON

Lua

SCL

XML
ABP
AlB
APM
ACY TI
AT

AY
A3C
BA

B

Bakan

BN
ar
b
3rc
KA

KButupoBaHue

KB
KNP
KC

JIBC
JIKM

Application Protocol Data Unit — NpoToKonbHbIN 610K AaHHbIX NPUKNAAHOIO YPOBHSI
Application Service Data Unit — Bnok gaHHbIX NpUKNagHoro ypoBHS

JavaScript Object Notation — TtekctoBbIi (bopmaT oOMeHa LaHHbIMKW, OCHOBAaHHbIA Ha
JavaScript

CKpUNTOBBII A3bIK NPOrpaMMMpPOBaHMS

Substation Configuration description Language — ocHoBaHHbIn Ha XML, a3blk onucaHus
KoHGurypauum noactaHumn. [lossonser dopMarnbHO onucatb B3aMMOCBS3U  MEXAy
cucTeMon aBToMaTm3auumn 1 NepBuMYHbLIM NpPoLEeCccoM (NoacTaHUMen, pacnpenenuTerbHbIM
ycTtponctBom). Ha npuknagHom ypoBHe ¢ ucnomnb3oBaHnem SCL  moxeT ObITb
onMcaHa Kak TOMonorusi pacrnpeaenuTenbHOro YCTpPOWCTBa camoro no cebe, Tak u
B3aMMOCBS3b MEXAY CTPYKTYPOWN pacnpenenmnternibHOro yCTpoucTea U (PyHKLMAMMU CUCTEMBI
aBToMatum3auumn nogctaHumn. Asbik SCL onucbiBaeT nepapxuio gannos KOHPUIypupoBaHus,
KOTOpble MO3BOMSAT ONUCbIBaTb pasnU4YHble YPOBHW CUCTEMbI B OOHO3HAYHbIX W
cTaHgapTusnpoBaHHbIx ¢hannax XML

eXtensible Markup Language — paclumpsieMbI S3bIK pasmMeTku
ABTOMaTNYECKNIA BBOS, pe3epBa

ABTOMaTN4YeCcKoe NOBTOPHOE BKIOYEHMe

AsTOMaTU3MpoBaHHOe paboyee MecTo

ABTOMaTU3MPOBaHHas cUCTEMA YNpaBneHns TEXHONOrMYeCKNM NpoLeccoM
ABTOTpaHchopmaTop

ABapuiiHas ycTaBka

ATOMHasi anekTpocTaHuus

Basa gaHHbIX

BnaHkn nepekntoveHni

(aHrn. backup) npouecc co3gaHus KonuK AaHHbIX, NpeaHa3Ha4YeHHbIN Ans BOCCTAHOBIIEHNUS
AaHHbIX B OPUMMHANbHOM UM HOBOM MECTE UX PacriofIOKEHUs1 B Criy4ae UX NMOBPEXOAeHUs
Unn paspyLueHus

BosaywHasa nuHua
Ouncnetyepcknii rpadomk
MHdopmaLumoHHasa 6e3onacHoOCTb
3amkHyTasi nporpamMmHas cpefa
KommyTaumnoHHbIM annapat

Onepauusi, Npou3BoAMMasi onepaTopomM AJsi NoATBepXaeHus dakTa npuema nHgpopmMaumm
OT CUCTEMBI

KoHTponnepbl MHAMBMAYanbHOro BOAOCHabXeHMs
KoHTponb napameTpoB cetu

KoMMyHMKaLWOHHLIN cepBep

JlokanbHag BbluMCNUTENbHAsS CETb

JleBas KHoOMKa MbILLN
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MKA
MKL{
MmcC
MoHUTOPUHT
HMPY
omn
OoC
onpry
nA
neP
nar

MepeTtackmBanue (Drag-
and-Drop)

MK
MKM
MKy
rnrspP

MpencraeneHne

MpoekT

MpokpyTka (Scrolling)
nc
ny

Pabouas cTtaHums

PAC

Pennukaumns

P3
P3A
PIMH
Cyb[

Cxema

MaHaaTHbIN KOHTpONb A0CTyNna

MaHOaTHbIN KOHTPOSb LIENTOCTHOCTH

MunnuncekyHaa

OTobpakeHne faHHbIX B pEXUME pearibHOro BpeMeHM
HopmuposaHHoe NepsuyHoe PerynuposaHue YactoThbl
OnpepgeneHve mecTa NoBpexaeHus

OnepauunoHHas cucrema

Ob6wee lMNMepBuyHoe PerynuposanHne YactoTbl
lMpoTBOaBapunHas asTomaTuka

MnaH 6anaHcupyoLLero pbiHka

lMnaHoBLIV AncneTYepCKkUn rpadmk

MocnepoBaTenbHOCTL AeNCTBMIA, obecneynBalollas nepeMelleHe aIeMeHTOB: HaBeauTe
Kypcop Ha HeoGxoauMbIi anemeHT, HaxkmuTe JIKM, n yaepxusasi ee, nepeMecTmTe arieMeHT
B HY>KHO€ MECTO, OTMYCTUTE KHOMKY MbILLK

MporpaMMHbIN KOMMNNEKC

MpaBas kHOMKa MbiLn

[MporpamMMHbIN KoY ynpasneHns
MpenBapuTenbHbIA NNaH 6GanaHCUpPYHOLLETO pbiHKa

OnemeHT ycnoBHoro obo3HayeHns obopygoBaHus (Hanpumep, obMoTka TpaHcdopmartopa),
COCTOSALLAs U3 NPOCTbIX rpachmyecknx 06 LEKTOB. ABNAETCA KOMMIOHEHTOM OTOBpaXeHust 4ns
co3faHus wabnoHa obopyaoBaHus

COBOKyI'IHOCTb OObeKTHOM Mopgenu, cxeM OObekTa aBTOMaTu3auuw, NPUBA30K CUTrHanoB
060pyp,OBaHVIﬂ HWXHEro YypoBHA K [OaHHbIM JIOTM4ECKUX Yy35oB MoAesrnun, onucaHuA
TOMOMOrM4YEeCKOn pacKkpacKkmn n ncnorib3dyembiX B NMpOeKTe LwabrnoHoB n I'Ipe,EI,CTaBJ'IeHVIﬂ

[elicTBME NPOKPYTKM COOAEPKMMOIO OKHA KONECUKOM MbILLIN
MopctaHumsa
MpenynpeoutensHas yctaBka

CepBepHoe Unn KnnMeHTCckoe pa6oqee MeCTO. CO,El,ep)KI/ITZ KOMMNbOTEP UIN KOMFIbPOTeprIVI
TepMUHarn, Ha6op Heobxoammoro N0, BcnomoraTenbHoe O60pyﬂ,OBaHMe

PerncTtpaumsa aBapunHbIX coObITUI

(aHrn. replication) konupoBaHMe cogepXuMoro ¢ opgHoro cepepa B[l Ha pgpyron wnm
HECKOITbKO OpYrnX

PenenHas 3awuTa

PeneiHas 3awmra n aBTomatuka
PerynupoBaHue nog Harpyskom
Cucrema ynpaeneHus 6a3oi faHHbIX

HarnagHoe rpacmyeckoe n3obpaxeHue YHKLNOHANBHON CXembl
yrnpaBnsieMoro/KOHTponMpyemMoro obbekta aBTOMaTU3auuK, BbIMONHEHHAs Kak KOMMEeKC
CUMBOIJ10B, V|306pa>+<arou.w|x ANeMeHTbl CUCTEMbI UK npoLuecc C X B3aMMHbIMU CBA3AMMU
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Ter

yar

Y3en

YIMACK
YPOB
®OJ

LLlabnoH

WnT
LICH

EovHuua paHHbIX (TeneuamepeHue, TenecurHan unu komaHza TteneynpasneHus) B [1K
Redkit ¢ npucsavBaembiM HanmeHoBaHueM cornacHo ctaHgapty IEC 61850. Hanpumep,
«MMXU1.MX.A.phsB.cVal.mag.f»

YTOYHEHHbIV ANCNETYEPCKMI rpadmk

CKOHGUrypupoBaHHbIN Habop NogkntvYaeMbiX MOAyIeNn, KOTOPbIA MOXET ObiTb 3anyLleH Ha
ofHON 13 pabounx CTaHUUIN, BXOASLWMUX B MporpaMMHo-annapaTHbii komnnekc Redkit

YCTPONCTBO Nepefayn aBapunHbIX CUrHANoB U KOMaHg
YCTPOWNCTBO pe3epBUPOBaHUSA OTKa3a BbIKNoYaTerns
dukcaunst OTKINYEHUS NUHUN

3akoH4YeHHOe ycrnoBHoe 0003HadyeHue obopynoBaHusA (TpaHcdopmaTtop, BbIKMYaTenb U
npoyune), paccMaTtpuBaemMoe Kak euvHoe Lierioe N cocTosiliee U3 OOHOrO MU HEeCKOMNbKMX
npeacraBneHnin, Todek npmBaAskM U cBonctB SCL ¢ AMHAMWYECKMM UMK CTaTUYECKUM
noBedeHnemM, peanuaoBaHHOM Ha ckpuntax LUA. Kaxgbii WwabnoH npuHagnexut
onpepeneHHomy Tuny obopygoBaHusa. LLUabnoH, pasMelleHHbIi Ha CXeMme, SABMSETCS
3K3emnnsipom obopynoBaHUs

LLnT nocTosiHHOro ToKa

LT cobCTBEHHBIX HYXA
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2 BBepgeHue

PykoBoacTtBo npeaHasHadveHo ans udydeHus npunoxeHus Redkit Configurator (nanee MNporpamma).

OCHOBHble BO3MOXHOCTM [Nporpammbi:

HacTpowka cuctembl Redkit SCADA;

co3aHune nonb3oBaTenbCKUX anropuTMoB;

CO3[aHne n HacCTporika KoHurypaumm paboTtsl cepBepHon n knveHTckon Yactu Redkit SCADA,;
AKCMOPT KOHdUrypaumm B chann,

co3gaHve 1 HacTPOWiKa XKypHaroB cobbITUN;

HaCcTpoWKa npas 4OCTyna U NaponbHOW NOMUTUKN;

CO3[aHNe YYETHbIX 3anucen;

HacTpoOKMKa OTYETOB.

10
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3 OnucaHune komnoHeHTOB Redkit

MK Redkit cogepxuT gBa TMNa KOMMNOHEHTOB:

1. OCHOBHbIE KOMIMOHEHTHI.
2. BcnomoratenbHble KOMMOHEHTHI.

3.1 OCHOBHbIE KOMMNOHEHTbI

Redkit Workstation

KomnoHeHT Redkit Workstation (APM) BbinonHseT ponb cpeactsa Ans rpaduyeckoro npeacraBrieHnss COCTOSHUS
CUCTEMBI M YNpaBneHus eto.

Redkit Configurator

KomnoHeHT Redkit Configurator (KoHdurypatop) BbINONHAET PyHKUMIO KOHpUrypmuposaHusa cucteMbl Redkit. Redkit
Configurator moxeT pacnonaratbcs Ha cepBepe, a MOXeT noAkntovaTees K cryoe Redkit System Service no nokansHowm
cetu.

Cnyx6a Redkit System Service

KomnoHeHT «Cnyx6a Redkit System Service» BbinonHaeT doyHKUuMIO Npuema, nepegaydm n obpaboTkn LaHHbIX.

3.2 BcnomMmoraTtenbHbIe KOMMNOHEHTbI

Ytunura Deployer

Ytunuta Deployer — macTtep KoHdurypmpoBaHus cuctembl Redkit.

Cnyx6a ynpaBneHusi 6azamu aaHHbix u cnyxx6amum MK Redkit (cnyx6a Redkit Keeper Service)

Cnyxba ynpaeneHus 6azamu gaHHbix u cnyxbamu MK Redkit (cnyx6a Redkit Keeper Service) BoinonHsaeT dyHkumm:

- onpoc cepsepoB B[] Ha Hanu4ne nnn OTCYTCTBUE COEOUHEHNS;
- pennukaumsa CUCTEMBI,
- OoCTaHoBKa/3anyck cepepoB B[l.

Cnyx6a gnarHoctuku komnoHeHToB K Redkit (cnyx6a Redkit Diagnostic Service)
Cnyx6a gnarHoctuku komnoHeHToB 1K Redkit.
Cnyx6a KoHBepTUpoBaHuA ocuunnorpamm (cnyxb6a Redkit Oscconverter Service)

Cnyx6a koHBepTepa ocuunnorpamm mn3 dopmara STO B popmat COMTRADE anst yctponcts P3A EMP3 OO0
«MexaHOTpoHUKa».

Ytunuta dbctl

YTtunuta dbctl paboTtaet B cBsizke co cnyx6on ynpaeneHusi knactepoM (cnyx6on Redkit Keeper Service). BoinonHsiet
dYHKUMN:

- rpadguyeckoe otobpaxeHue coctosHum cepsucos bl n Redkit;

- py4HOe co3faHue pesepBHOro cepsepa b[;

- co3gaHue pesepBHou konuu B.

YTunurta configdeployer

YT1unuta configdeployer — mactep HacTponku koHgUrypaumnoHHbix dparnos Redkit. 3anuceiBaeT WndpoBaHHbIE aHHbIE
BXOAa Nnonb3oBaTens B KOHpUrypaumMoHHbIA dhann ang obecneyveHns yHKUMM aBTOMaTUYECKOro Bxoda nonb3oBarenen
B CHUCTEMY.

11
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4 YcTaHOBKa nporpamMmbl

4.1 YctaHoBKka CYB/[l Postgres

B Redkit ucnonbayetcsa CYB[ PostgreSQL Bepcuii 13.1-13.9.

;x BHumaHue: [lepen Hauyanom yctaHoBku CYB[ Postgres ybeantech, uto onst B[ BblAeneH >XeCTKUM OUCK,

/= "y XapaKTepuCTMKM KOTOPOro COOTBETCTBYIOT cucTEMHbIM TpeboBaHusam Redkit (noapobHee B pasgene CucmemHsie
mpebosaHusi pykoBoacTBa «Redkit SCADA 2.0. OnucaHue cuctembl. 2.0.2110. RU.76499597.62.01.29-01 31
01»). Mo ymonuaHuio pacnonoxeHo B C:\Program Files\Prosoft-Systems\Redkit\documentation).
Cospganite nanky data B crneyuanbHO OTBEAEHHOW OMPEKTOPMM Ha BbIAENEHHOM XECTKOM AMCKE ON1si XPaHEHWS

Bl (Hanpumep, D:\DATABASE\data).
Mpouenypa ycraHoBkmn CYB/[ Postgres:

1. 3anyctute dann-yctaHoBLmK Postgres.
2. BbibepuTte s3bIk ycTaHoBKM — Russian (PucyHok 1).

Installer Language >
% Please select a language.
=
Russian e
Cancel

PucyHok 1 - Bbi6op si3blka yCTaHOBKU
3. B okHe npusetcTBus Haxmute fanee (PucyHok 2).

Yeranoeka PostgreSQL 13 (B4bit) — =

Bac npueeTcTByeT Mactep
ycTaHoBkM PostgreSQL 13 (64bit)

3T& NporpaMMa yoTaHoBuT PostareSOL 13 (G4bit) Ha Baw
KOMMBIOTED,

Mepeq HEYanoM YCTEHOBKM PEKOMEHLYETCA 3aKPLITE BCE
pEDOTAOWME NPMNGHEHMA, ITO NOSEONMT NPOrPaEMHE
YCTEHOBKM 00HOBMTE CMCTEMHEIE halinkl Des nepesarpysmm
KOMMBKOTEPA.

HammuTe kHonky “[lanee” Ana NpoaomKeHs,

PucyHok 2 - YctaHoBka PostgreSQL
4. O3HaKOMLTECH C JIMLEH3NOHHbLIM cornaleHnemM n Haxmute NMpuHumaro (PucyHok 3).

12
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¥Yetanoeka PostgreSCL 13 (64bit) —

IMersuonHoe cornawexHwe
off FROFESSIONAL

PO S g res Mepen ycTaHoBKoM PostareS0QL 13 (64bit) ozHaKoMbTECE ©

NAUEHZHMOHHEIM COrNalWeHuEN,

[nA NEPEMELLEHMA MO TEKCTY MCNONL3YIATE Knasmwm Pagellp™ u "PageDown”™,

*

PostareSQL is released under the PostgreSQL License, a liberal Open Source
license, similar to the BSD ar MIT licenses.

PostgreSQL Database Management System
(formerly known as Postgres, then as Postgres3s)

Ecnu Bbl MPMHAMEETE YCMOBMA COMNALWEHMA, HEMMUTE KHOMKY TIpMHUM&KD ", HTobbl
YCTEHOBWTE NPOrPaMMy, HEBX0AMMO MPUHATE COrNEWEHME.

< Hazan OTHEHa

Portions Copyright (c) 1996-2020, The PostgreSQL Global Development Group ]

PucyHok 3 - YctaHoBka PostgreSQL

5. Bbibepute BCce KOMMOHEHThI MpOrpammbl AN YCTaHOBKK U HaxkmuTe Oanee (PucyHok 4).

¥Yetanoeka PostgreSCL 13 (64bit) —
) P KomMnoHeH T ycTaHaBiMBaeMoii NporpamMmMe

PO S g res BribepuTe KomMnoHeHTel PostgreSQL 13 (64bit), koTopkie Bol

XOTWUTE YCTAHOEWTh.

BriSepMTE KOMIOHEHTE! MPOrPEMMEl, KOTOPLIE BEl XOTUTE YCTEHOBWMTE, HakMUTE KHOMKY
"Aanee” AnA NPOACITHEHMS.

BrifepuTE KOMIOHEHTEI
MporpaMMel ANA YCTAHOBKH:

Microsoft Visual C++ 2019 Redistributable
Cepeep PostgreSQL

-+ | KoMNoHEHTEI KnKeHTa

KoMnoHeHTEl cepsepa

KomMnoHeHTel paspaboTumnka

OnucaHKe

Tpebyerca Ha amaxe: 215.1
MbaT

< Hazan OTMeHa

*

PucyHok 4 - YctaHoBka PostgreSQL

6. BruiGepute anpektoputo ansa yctaHoBku PostgreSQL (no ymonuanuio ato C:\Program Files\PostgreSQL\13) n

HaxmuTe [anee (PucyHok 5).
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¥Yetanoeka PostgreSCL 13 (64bit) —

Beibop nankm ycraHosKm
off PFROFESSIONAL

PO S g re S BribepuTe Nanky anA ycTaHoekK PostgreSQL 13 (G4bit).

Mporpamma yoradoerT PostgreSQL 13 (64bit) 8 yrkasaHHyo nanky. Yol yoTaHoBMTE
NPUACKEHME B APYM YD NEMKY, HEKMUTE KHOMKY "0030p™ M YKamuTe e8. HaKMUTE KHOMKY
"lanee™ Ana NpoaoHeEHNA.

ManKa yCTaHoBKK

| C:\Program Files\PostgreSOLY 13 Ofzop ...

Tpebyerca Ha anake: 215, 1 MbaiT
OocTynHo Ha auace: 1072 MbaiTt

< Hazan OTHEHa

*

PucyHok 5 - Bbi6op nanku yctaHoBku PostgreSQL

7. (!) BeibepuTe nanky data B cneumanbHO OTBEAEHHOW ANPEKTOPUN HA BbIAENEHHOM XXECTKOM ANCKE ANS YCTaHOBKM

B (B aton anpektopun Byaet xpaHutbes knactep bBL, cuctembl Redkit), n HaxmuTe fanee (PucyHok 6).

8. Beeaute napametpbl cepBepa Bl cornacHo Tabnuue 1 n HaxmuTe Janee (PucyHoK 7).

¥cranoeka PostgreSQL 13 (64bit): Manka ycTanoeku - d
R Bwbop nanmkm ycTaHoBKm
PO S g re S BeibepuTe nanky ana ycraHosky PostgreSQL 13 (54bit).
Bazbl AaHHEIX By AYT YCTAHOBNEHB! B CNEAYHOLWLMIA KaTanor
KaTanor aaHHbIX
| D:\BASE \data) | | ofsop...

Tpebyerca Ha anake: 215, 1 MbaiT

OocTynHo Ha auace: 250.8 MbaiTt

< Haszan lanee = OTMeHa

PucyHok 6 - BbiGop nanku ycraHoBku B[l

Tabnuua 1 - NapameTtpsbl cepepa B[]

MapameTp

3HaueHue

OnucaHue

MopT

5432 (no ymon4yaHumio)

TCP-nopT, KOTOPbIN UCMONb3YEeTCsA AN BCEX
IP-agpecoB, Yyepes KoTopble cepBep NPUHUMaET
NOAKIIOYEHMS

Appeca: Pa3peluatb nogkntodeHne ¢
nobbix IP-agpecos

Ja

Ecnun He pa3pelnTb NogknioveHne ¢ noodbix
IP-agpecoB, nogkntoyeHne 6yaet BO3MOXHO
TonbKo ¢ localhost

Jlokanb Hactpovika OC HacTporika nokanusaunm knactepa b
Cynepnornb3oBaTerb postgres Mmsa cynepnonb3oBaTens knactepa b
Maponb BseauTte napornb Maponb ansa cynepnons3oBatens knactepa bl
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MapameTtp

3HauyeHue

OnucaHue

MoaTteepxaeHne

MooTBepanTe naponb

Maponb onsa cynepnons3oBatens knacrtepa bl

BkniounTb KOHTPOMbHLIE cyMMbl Ang | [a

rlpI/IMeHﬂTb KOHTPOJ1bHbIE€ CYMMbI Ha

CTpaHuny CTpaHuuax AaHHbIX An4a BbiABNEHUA cboeB npu
BBOAE/BbIBOAE
HacTtpouTb nepemMeHHble cpeabl Ha ABTOMaTU4ECKOE CO34aHNE CUCTEMHbIX

nepemeHHbix Postgres Pro ans obecneyerunst
yaobcTBa paboThl Yepe3 KOMaHOHYH CTPOKY

¥Yetanoeka PostgreSCL 13 (64bit)

MNapameTpes cepeepa

o PROFESSIONAL

PO S g r e S 3agaiTe NnapaMeTpel Cepeepa

Mopr: | 5432
Appeca: PaspewaTe NogkmodeHa © nobei IP-agpecos
Nokane: HacTpoiika OC e

Cynepnont30BaTenb: | postgres |

MNapank: | (L1 |

MNoaTeepxacHUE: | e |

BrAMOMMTE KOHTPONBHBIE CYMMBl ANA CTPEHHL

HacTpouTs NepeMEHHEIE cpeab

< Hazan OTMeHa

- x

PucyHok 7 - NMapameTpbl cepBepa B[]
9. Bbibepute pexum MpoBecTn onTuMmnsauuio napameTpoB 1 HaxxmuTe Oanee (PucyHok 8).

Yeranoeka PostgreSOL 13 (B4bit)

lNapameTps cepeepa

ol FROFESSIONAL

PO S g r e S 3anaiTe NapaMeTpel CEPBEPa

MooHO NPOBECTH ONTHMHIALAKD NPOMSBOAMTENEHOCTH CEPBEDE, MCXOLA U3 0BLEMa
YCTEHOBNEHHOW NamMATk 16235 ME. Cepeepy GyaeT BolaeneHo Bonbwe onepaTeHon
naMAT. MapaveTpel ByayT 3an1caHel B dakin C:\Program

Files'\PostgresQL\13\data\postgresgl. conf

(®) MPoBECTH ONTUMMALMAKD NEPAMETPOE

() Mcronb30BaTE NEpaMETPE! M0 YMOMHEH0

[Jnoxasats aonensuTensHsie napaneTpsl ...

< Hazan OTHEHa

- >

PucyHok 8 - MNapameTpbl cepBepa B[]
10.BbibepuTte nanky B MeHto «llyck» no ymonyaHuio n Haxmute YctaHoBUTb (PrcyHok 9).
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Yeranoeka PostgreSQL 13 (B4bit)

PROFESSIOMAL

Posygres

MporpaMMel,

Manka B metmo "Tlycx™
BribepuTe Nanky B e Tlyck”™ ANA pasMELLEHMA APMBIKOE

- x

MOMKETE BEECTHM APYrOe MMA Marku,

Beibepute nanky & medto Tlyax”, kyaa GyayT noMelweHs! Apieikk nporpammel. Bol Takcke

7-Zip

Accessibility
Accessories
Administrative Tools
ASUS

Atlassian

Bitrix24

Blueberry Software
DWG TrueYiew 2014
FastStone Capture
FileOptimizer

[OHe cosnasate spnsikm

Postares Professional

< e

PucyHok 9 - Bbi6op nanku B MeHio «Iyck»
11.Mocne 3aBepLueHns Npouecca ycTaHoBkU HaxxmuTe FoTtoBo (PucyHok 10).

Yeranoeka PostgreSQL 13 (B4bit)

3aBepweHune paboThl MacTepa
ycTtaHoBku PostgreSQL 13 (64bit)

YcTaHoeka PostgreSQL 13 (64bit) BeinonHeHa.

HasmuTe kronky “ToToso”™ ANA BEIX0AE W3 NPOrPaMMBl
YCTEHOBKM,

< Hazan OTMeHa

PucyHok 10 - 3aBepwieHue yctaHoBku PostgreSQL
12.B cnyx6ax Windows y cnyx6bl postgres yctaHosute Tun 3anycka — «BpyyHyto» (PucyHok 11).
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Ceoiictea: postgresql-13 (lokaneHblid komMneroTep) >

Ofwwe Bxope cucremy Boccranosnenwe  JaswcHmocTi
MraR cnyx6i: postgresaql-1

Otofpaxaemos  postgresqgl-13
WMA;

Onvcanme: Provides relational database storage.

HMcnonHAemMeN daiin:

"C:\Program Files"Postgre SQLY 1 3%binpg_ctl.exe" nunservice -M "postgresc

Tun sanycka: Bpyuryio o
CocToAHWe: BeinonHAeTcA
Janycite CeTaHoBuTe MprocTaHoBMTE Mpoponxmme

Bel MoxeTe YEa3aTe NapamMmeTpel 3anyCckd, NnpiMeHReMeIe NP Zanycre
Cﬂ}'xﬁbl W3 3TOro gManarosoro okHa.

Cmaena MpMMEHNTE

PucyHok 11 - Tun 3anycka cnyx6bl postgres

- BHumaHue: [locne ycTaHOBKM pekoMeHOyeTcsi 4o0aBWTb Nanku ¢ MHcTannsaumen Postgres n B[ B «6enbin

A
I ! 1 CNUCOK» aHTUBUpPYCa. MHaye BO3MOXHO 3Ha4YUTENbHOE 3ameaneHne paGOTbI CUCTEMBbI.

4.1.1 loHacTtpounka Postgres

1. B gupektopum knactepa Bl (war 7 u3 pasgena YctaHoBka Postgres) oTkpownTte dhann postgresql.conf TEKCTOBbIM
penaktopom (PucyHok 12).
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+ postgresql.cont E3

#
# CONNECTIONS AND AUTHENTICATION
* ______________________________________________________________________________
¥ - Connection Settings -
listen addresses = '#*' # what IP address(es) to listen on;
# comma-separated list of addresses;
# defaults to 'localhozt'; use "*' for all

port 5432 # (change requires restart)
max_connections = 500 $# (change reguires restart)
#superuser reserved_connections = 3 # (change requires restart)

#unix socket direct

#funizx socket group
funizx socket permis

#bonjour = off

tbonjour_name = !
# - TCP Keepalives
# mee "man 7 tcp” £

tecp keepalives idle

# (change requires restart)

ories ' # comma-separated list of directories
# (change requires restart)
' $# (change requires restart)
ions 0777 # begin with 0 to use octal notatiomn
$# (change requires restart)
# advertise server via Bonjour
# (change requires restart)
# defaults to the computer name
# (change requires restart)

=

or details

=1 # TCP KEEPIDLE, in seconds: w

PucyHok 12 - ®ann "postgresql.conf"

2. OTpepaktupynTe CTpoku B thanne: yganure 3Hak "#" nepeq HeoOxooMMon CTPOKON 1 3afanTe 3HaYeHNs1 Yepes 3Hak

"=" cornacHo Tabnuue 2.

Ina yopoGcTBa pacyeta HEKOTOPLIX CTPOK MOXHO nornb3oBaTtbes https://pgconfigurator.cybertec.at/.

Tabnuua 2 - 3Ha4yeHue cTpok hanna "postgresql.conf”

Ctpoka

3Ha4yeHue CTPOKU

max_worker_processes

80 % dpmaunuecknx aaep, Ho He meHee 8. Ecnum HeT cnyx6 Redkit, To
100 %

max_parallel_workers_per_gather

3HauyeHmne CTpokM max_worker_processes, AerneHHoe Ha 2

max_parallel_workers

3HaveHue CTPoKM max_worker_processes

shared_buffers

25 % onepaTnBHOM NamaATn

work_mem

1-2 % onepaTuBHOWN NamATH

maintenance_work_mem

3-4 % onepaTvBHOM NaMSATK

random_page_cost

4, ecnu B[] Haxoantcs Ha HDD-guckax

1.5, ecnn B[] Haxoantcsa Ha SSD-guckax

tcp_keepalives_idle 1
tcp_keepalives_interval 1
tcp_keepalives_count 0

Ic_messages 'Russian_Russia.UTF8'
log_filename 'postgresql-%d.log'
log_truncate_on_rotation on

log_rotation_age 1d

log_rotation_size 50MB

log_directory "../log'

log_hostname off
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Ctpoka

3Ha4yeHue CTpPoKn

listen_addresses

%1

port 5432
wal_level replica
max_wal_senders 3
wal_keep_size 2048
max_slot_wal_keep_size 20000

anIM.: Ha 6onblumx 06bekTax MOXXHO BbICTaBUTb 3Ha4YeHMe
60ﬂbme,eCﬂMH03BOﬂﬂeTﬂMCKOBOGHpOCTpaHCTBO

hot_standby on
wal_log_hints on
standard_conforming_strings on

3. CoxpaHuTte dann n 3akpomnTe.

4. B gupektopun knactepa Bl (war 7 n3 pasgena YcraHoBka Postgres) oTkponTe cain ayTeHTUduKaLumm KnmeHToB
Postgres pg_hba.conf TeKCTOBbIM peaakTOpOM.
5. B none IPv4 local connections go6aseste cTpoku ¢ IP-agpecamu (PucyHok 13):

- OCHOBHOTO cepBepa;
- pesepBHOro cepsepa;
- Bcex APM onepartopos.

B1 # TYPE DATZBLSE

USER ADDERESS METHOD
IP-agpeca OCHOBHOMO W pe3epEHOr0 CEPEEPOB

# "local"™ is for Unix domain socket connections only

22 # Lllow replication connections from localhost,
G4 # replication privilege.

B4 local all all mdlS
B5 # IPv4 local connections:

BE host all all 127.0.0.1/32 mls
B7 host all all 172.19.16.188/32 mdlS
B8 hoszt 311 311 172.15_18_48/32 mclS
B9 host all all 172.15.18.15/32 mclS
S0 host all all 172.15.18.16/32 mclS
51 # IPve local connections:

92 host all all 1:lf128 mis

by a user with the
IP-appeca APM onepaTtopoB

S5 host replication all 172.19.16.188/32 mdlS
SE host replication all 172.159.18.48/32 mdlS
o7 host replication all 127.0.0.1/32 mdlS
o8 host replication all 111128 mis

PucyHok 13 - ®ann "pg_hba.conf"
6. B atom xe cpanne B none ...
cepBepoB (Unu nepemblykn) (PncyHok 14).

replication privilege no6aBbte cTpoku ¢ IP-agpecamu OCHOBHOMO M pPe3epBHOIO
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81 # TYPE DATABASE TSER ADDRESS HMETHCD
83 # "local™ is for Unix domain socket connections only
84 local all all mds
85 # IPv4 local connections:
86 host all all 127.0.0.1/32 mds
87 host all all 172.19.1&.188/32 mds
88 host all all 172.19.18.48/32 mds
Bo host all all 172.1%.18.15/32 mds
a0 host all all 172.19.18.1&6/32 mds
51 # IPvé local connections: IP-agpeca OCHOEHOIO W PEZEPEHOND CEPBEPOR
82 host all all 1:1/128 mds
853 # Rllow replication connections from localhost, by a user with the
4 § replication privilege.
2 host replication all 172.19.16.188/32 mas
S6 host replication all 172.159.18.48/32 mols
S7 host replication all 127.0.0.1/32 mls
ki host replication all 1/128 mds
PucyHok 14 - ®ain "pg_hba.conf"
7. CoxpanuTe hann u 3akpouTe.
8. lNepesanyctute cnyx0y postgres B ancnetyepe 3agad Windows (PucyHok 15).

1% Oucneruep sagau — O ot

®ann  Mapamerper  Bug

Mpoueccel  MpowsscanTensHocTe  AypHan npunosxednid  Astozarpyska  [Monesceatenn  [ogpoBroctn ' |4

s : MAn.. Onucanue CocToAaHne Ipynna &

S Phonesve 832 TenedoHHan ceAskb BeinonHAeTca LocalService

5o PIEServiceMew 5040 Intel® PROSet/Wireless Servi...  Beinonnaerca

S PimindexMaintenanceSve CnyxBa KOHTAKTHBIX J3HHBX OcraHoeneHo UnistackSveGr...

Lo PimIndexMaintenanceSve_... 2140 CnyxBa KOHTAKTHBIX A3HHBL..  BbinonHAeTcA UnistackSveGr...

. pla KypHanel n onoeewienna np..  JcTaHoeneHo LocalServiceN...

% PlugPlay 1100 Plug and Play BeinonHAeTca DecomlLaunch

% Pl Driver HPZ12 Pml Driver HPZ12 OcTaHoeneHE HPZ12

5o PMRPAuUtoReg CnyxBa nyBnukaumn umed ... OcTaHoBNEHD LocalServiceP...

i PNRPsve MpoTokon PMRP OcTaHoBNEHT LocalServiceP..,

S PolicyAgent 3644 Aredt nonwnTukk |Psec BeinonHAeTca MetworkServic...

i L postgresgl-13 9992  postgresql-13 . e

G Power 1120 Mutanne SanyeTiTe comLaunch

2 PrintMotify PacLuMpeHma uy Ocranosus rint

S PrintWorkflowUserSve PrintWorkflow MepesanycTuTe rintWorkflow

S PrintWorkflowUserSve_985.. PrintWorlflow_% T rintWorkflow

S ProfSve 2024 CnyxEBa npodgur etsves

5 PushTolnstall Cny=ia PushTol Mouck & Vrreprere etsves

£ QWAVE Quality Window: Moapobro bealServiceh...

% RasAuto Aucnetuep asTomatiyecknx.,,  OcTaHoBREHD netsves

v RasMan e436 Ancnetyep nogenioyeHnid y.,  BeinondaeTca netsves o

Menbwe | 55 OTepeime cnyxGel

PucyHok 15 - Nepe3anyck cnyx6bl postgres

Ecnu cnyx6a postgres He 3anyckaeTtcs, To NpoBepsLTe, YTO Nanka log cosnaHa B HyxHow anpektopun ¢ BA. Hanpumep,
B D:\BASE (3aBucuT OT Bbibopa aupektopumn B pasgene YcraHoBka CYB[] Postgres) (PucyHok 16).
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[LINE]

data
leg

PucyHok 16 - Nanka log

Ecnu nanka He co3faHa, TO co3anTe ee BPYUHYH.

4.1.2 NpoBepka co3paHua bl Postgres

3anyctute cmd.exe.

Bnuwwute psql v HaxxmuTe knasuwy Enter.

Beeaute napons cynepnonb3osaTens postgres U3 wara 8 pasgena YcraHoBka Postgres u HaxmuTe Knasuwy Enter.
Bnuwwte \, roge | — natuHckasi byksa L B CTpPOYHOM BUAE, U HAXMUTE Knasuwy Enter.

Y6eautecs, 4To B cTonbue «Kognposka» y cuctemHbix B[] (template0, template1) BeictaBneHo "UTF8" (PucyHok 17).

aORrwd-=

B Komangras ctpoka - psql - O X

e NMpaea 3alMWeHb .

le window

33 [aHHbIX

Russian_R

PucyHok 17 - psql B komaHAHOWM cTpokKe

4.2 YctaHoBKa Redkit

1. 3anyctute cdann-ycraHoBLmk Redkit.
2. B okHe npuseTcTBUA Haxkmute Oanee (PucyHok 18).
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>
¥eranoeka Redkit
YcraHoeka - Redkit
Aobpo No%anoBaTe B MBCTEP yoTaHoBk Redkit,

BoiiATi
PucyHok 18 - YcraHoBka Redkit
3. BbibepuTe katanor ansi yctaHoBku u HaxxmuTe danee (PucyHok 19).
>
<« ¥cranoeka Redkit

Katanor YCTaHOEKH

YKEHMTE KATANor AnA ycraHosk Redkit,

|C:‘|Fr|::gram Files\Prosoft-Systems|Redkit Obsop...

omer

PucyHok 19 - YcraHoBka Redkit
4. HaxwvunTte CepBep, ecnu yctaHoBka Redkit BeinonHsieTcs Ha cepeepe, 1 HaxkmnTe Oanee (PucyHok 20).
Haxmute Pabo4yee mecto onepatopa (APM), ecnu yctaHoBka Redkit BbinonHsietcs Ha APM, n HaxmuTe Oanee
(PvicyHok 21).

OnurcaHne KOMNOHEHTOB NpeacTaBneHo B Tabnuue 3.
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< Yeranoeka Redkit

Bribop koMNOHEHTOB

I'Iomanyﬁv:ra, BbIEEDI-ﬂTE KOMMNOHEHTEI, KOTOPBIE Bbl XOTWTE YCTAHOBWTE.

Mo yMonyaHiio | BeibpaTe Bg | |Pabouee mecTo onepatopa (APM) CHATE BCE

X

v (W] Redkit
Redkit Workstation
Redkit Configurator
[] Cny=xBa MK Redkit

] Guardant driver
[] Guardant Met Server
] MSVC redistributable 2015 - 2019

CnyxBa ynpaenenna Basamu gaHHenx v ciyxBamn MK Redkit
CnyxBa guarHocTukn komnoHedToe MK Redkit
[ Chyx6a koneeptuposanua ccunnnorpamn MK Redkit

Obwme BubnmoTekn
Redkit.

3TOT KOMMOHEHT
3alMET

DirectX 12 NPBAREHT ENbHG
970.05 MBE Ha
HECTKOM AMCKE.
PucyHok 20 - KomnoHeHTbl gnsa CepBepa
*
< Yeranoeka Redkit

Bribop koMNoOHEeHTOB

I'Iomanyﬁv:ra, BbIEEDI-ﬂTE KOMNOHEHTEI, KOTOPBIE Bbl XOTUTE YCTaHOBMThE.

Mo ymonuaHo  Bribpate Bcé IPanqee MeCTo onepatopa (APM) I

Cepeep CHATE BCE

v [m] Redkit
Redkit Workstation
Redkit Configurator
[ Cnysx6a MK Redkit

[ Guardant driver
[] Guardant Net Server

Direct¥ 12

Cryzcba ynpaenednn Gazamm ganHen m cnyxBGamu MK Redkit
CoyxBa guarnoctukn komnonentos [K Redkit
[ ChyBa koneeptuposanma ccunnnorpamm MK Redkit

[] MSVC redistributable 2015 - 2013

CBwme GuBnuaTerK
Redkit,

3TOT KOMMOHEHT
3aAMET
MPMEBNUEMT ENEHD
970,05 MB Ha
HECTKOM AHCKE,

Lanee OTtmena

PucyHok 21 - KomnoHeHTbl gna APM

Ta6bnuua 3 - OnucaHne KOMNOHEHTOB

KomMnoHeHT OnucaHue KOMMOHEHTa

Redkit Workstation

YcTtaHoBKa rpadmdeckoro nHtepdgenca oneparopa (npunoxeHue Redkit
Workstation)

Redkit Configurator

YcTaHoBKa KOHpurypatopa anst HacTponku cuctemsbl Redkit (npunoxeHune
Redkit Configurator)

Cnyxo6a NK Redkit

YctaHoBka cnyx0obl Redkit System Service

Cnyx6a ynpasneHusi 6azamm

YcTtaHoBKa cnyx0bl ynpaBneHusi 6azamu gaHHblx 1 cnyxbamm MK Redkit
AaHHbIX 1 cnyx6amun MK Redkit (cnyx6a Redkit Keeper Service)
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KomMmnoHeHT

OnuncaHue KOMMNOHEHTa

Cnyx6a AnarHoCTUKN KOMMNOHEHTOB
MK Redkit

YctaHoBka cnyx6bl gnarHoctukmn komnoHeHToB MK Redkit (cnyx6a Redkit
Diagnostic Service)

Cny>x6a KOHBEPTMPOBaHWSA
ocumnnorpamm MK Redkit

YcTaHoBKa kKOHBepTepa ocuunnorpamm ns dopmata STO B hopmar
COMTRADE gns yctponcts P3A BMP3 OO0 «MexaHoTpoHuka» (cnyxba
Redkit Oscconverter Service)

Guardant driver

YcTaHoBKa gpaviBepa ans hyHKUMOHMpoBaHus kntoven Guardant

Guardant Net Server

YcTtaHoBKa cepBepa kntover Guardant

MSVC redistributable

YcTtaHoBKa AoNonHUTENbHbIX KOMNOHEHTOB Ans Kntoden Guardant

Direct X

YctaHoBka Direct X. Obs3aTtenbHa, ecnv Ha paboyei CTaHUMM OTCYTCTBYET
DirectX

5. Bbibepute CuctemHas yuétHas 3anucb 1 Haxmute Oanee (PucyHok 22).

« ¥craHoeka Redkit

Buibop yuéTHOR 3anmcm ana 3anycka cayxb

(@) CucTemHan yuETHaA 3anucs (pekoMeHayeTes)

D ¥UETHAA 3aMKCh NoONBE30B3TENA

Hanee OTmMeHa

PucyHok 22 - CuctemHas y4éTHas 3anucb

Ecnun gna goctyna B Redkit BblaeneH cneumanmampoBaHHbIn nonb3osaTtens Windows, To Bbibepute Y4éTHas 3anuchb
nonb3oBaTens U BBEAMTE ero peksm3nTbl cornacHo Tabnuue 4 n Haxvute [anee (PyucyHok 23).

Tabnuua 4 - 3Ha4yeHue peKkBUM3UTOB nonb3oBartens Windows

PekBu3nTthbI 3HauyeHue

Mwmsa nonb3oBartens | Mima yyeTtHom 3anmcu nonb3oBatenda Windows no Ttuny pomeH\MMs nonb3oBaTens
(Hanpumep, prosoftlusername).

Ecnn yyeTHas 3anuncb nonb3osartens Windows HaxoguTcs He B JOMeHe, TO BBeAUTe MM4
nonb3oBartens no Tuny \uma nonb3oBartens (Hanpumep, \username).

Mpum.: Byabte BHMMaTenbHee nNpu 3anofiHEHUN PEKBU3UTOB: cobrtogante permctp.

Maponb Maponb ydeTHoOW 3anucu nonb3osatensa Windows

MoaTBepxaeHue MoaTeepxaeHne napons y4eTHon 3anucu nons3osatena Windows
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s

« ¥cravoeka Redkit

Buibop yuéTHOR 3anncm ana 3anycka cayxb

() CucTemMHan y4ETHaRA 38Nt (DEKOMEHT YETCH)

@ YYETHEA 38NKCh NoONb30BaTENA |du|‘|‘|air‘|\pgername |

Mapon.: |lu|l-lu|lnlnl- |

MoaTEepHAEHWE: |lllllllllll |

omer

PucyHok 23 - YyéTHasa 3anucb nonb3oBarens
6. BobibepuTte BapuaHT(bl) co3gaHusa ApnblkoB U HaxkmnTe Oanee (PUcyHok 24).

« ¥cravoeka Redkit

CoznaHwe APABIKOEB

Co3aaTe APAEIKK B MEHHD NPMIOHEHMEA

Co3naTh APNkKM Ha pabouyew cTone

omer

PucyHok 24 - YctaHoBka Redkit
7. Haxmute YcTtaHoBUTL (PucyHok 25).
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-

Bcé roToBo K yCTaHOBKe

MporpamMMa YCTEHOBKK MOTOBa HAYaTe yoTaHoeKy Redkit Ha Baw koMnekoTep. Installation wil
use 560,84 MB of disk space.

s

¥cravoeka Redkit

YTaHoBMTE OTtmeHa

PucyHok 25 - YcraHoBka Redkit

8. Tllocrne ycnewHom yCTaHOBKN HaXmuTe 3aBepLUnTb.

' BHumaHue: [lNocne ycTaHOBKW BbINOMHUTE Criegyowmne JencTBUs:

=1 . no6asskre cnyx6bl Redkit System Service, Redkit Keeper Service n Redkit Diagnostic Service B ucknioveHus
Opangmayapa Windows. [1ns atoro 3angute B pasgen bpanamayap 3awmtHuka Windows — PaspelweHue
B3aMMOAENCTBUA C NPUITOXKEHMEM U KOMIMOHEHTOM B 6paHamayape 3awmTtHuka Windows. Haxwvnte
M3meHuTb napameTpbl U JobaBsTe Heobxoammblie EXE-darinei;
- nomecTuTe nanky ¢ uHctannsuuen Redkit B «Benbin cnncok» aHTuUBMpyca. ViHaue BO3MOXHO 3HaYUTENbHOE
3amegneHne paboTbl CUCTEMBI.

Mpum.: T[locne yctaHoBknm Redkit B dpavnax mHctannsumm OyoeTt cosgaHa nanka documentation (MO ymonyaHuio
pacnonoxeHa B C:\Program Files\Prosoft-Systems\Redkit). B Hen HaxogaTca dannbl ¢ gokymeHTaumen Ha MK Redkit:
arm-redkit-scada, builder-library, redkit-builder, redkit-configurator n redkit-system-description. Onncanue dannos
npeactaeneHo B Tabnuue 5.

Tabnuua 5 - OnucaHue cpannoB

HanmeHoBaHue

OnucaHue

arm-redkit-scada

REDKIT SCADA 2.0. PykoBogcTeo oneparopa. 2.0.2110. RU.76499597.62.01.29-01 02 34
01

builder-library

Redkit SCADA 2.0. bubnuotekun Redkit Builder. lononHeHne Kk pykoBoaCTBY
agMmuHuctpatopa. 2.0.2110. RU.76499597.62.01.29-01 32 05

redkit-builder

Redkit SCADA 2.0. Redkit Builder. Pykosogcteo agmuHuctpartopa. 2.0.2110.
RU.76499597.62.01.29-01 32 05

redkit-configurator

Redkit SCADA 2.0. PykoogctBo apgmuHuctpatopa OC  Windows. 2.0.2110.
RU.76499597.62.01.29-01 32 01

redkit-system-description

Redkit SCADA 2.0. Onucanune cuctemsl. 2.0.2110. RU.76499597.62.01.29-01 31 01

4.3 HacTpouka Knro4va nmueH3mpoBaHuUs

BbINonHWTE HACTPOWKY Kroya NUUEH3MPOBAHWS C YY4ETOM TUMa KItoYva, KOTOPbIN BXOAUT B KOMMNNEKT noctaBku Redkit.
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Tunbl KNOYEN NNLEH3NPOBAHNA:

1. TMporpaMMHbIN KItou.
2. dr3NYECKNI KoY.

Mpum.: [Ona dumsmnyeckoro knoda AononHuTeNbHas HacTporika He TpebyeTcs.

4.3.1 HacTtpouka nporpamMMHOro Krnro4da

;x BHumaHue: Ecnn paHee B cucteme Obin yCTaHOBMEH OEMO-KMOY, TO neped HacTPOWKOW OCHOBHOIO
/ = % MpOorpaMMHOro Knio4a oumctute cogepxmmoe nanku Containers: C:\ProgramData\Guardant\Containers.

4.3.1.1 AkTnBauumsi c gocTynom K cetu UHTepHeTt

Ons akTyBaumu knoyva notpedyeTcs:

- BOCTyn K ceTn VIHTepHeT;

- wabnoH nporpammMHoro knto4ya B opmate GRDVD;
- CEepPWIHbIA HOMED KIloua;

- apxuB GuardantActivationWizard.7z.

Mpum.: Apxue GuardantActivationWizard.7z, cepuiiHbiin HoMmep 1 WabnoH NporpaMMHOro Krto4a BXoAsAT B KOMIMITEKT
noctaeku Redkit.

1. Pacnakynte apxme GuardantActivationWizard.7z.
2. 3anyctute «Mactep aktnuBaumm Guardant» GuardantActivationWizard.exe.
3. HaxmuTe Ykasatb dann nuueH3um... (PucyHok 26).

°$ Macrep aktueaumn Guardant *

Bac npMBeTCTBYET MacTep aKTMBaLMK NHLUeH3UA Guardant

MNoxanyicra, ykaxnTe hain nuueHsnn unK seillepuTe ero us CNUCKa HalgeHHbIX. 3aTem
HEXMUTE KHONKY 'Oanee="

YKazaTe Gain NUUEHZNH. .. i HacTpoiky COBOMHEHKA...

HazeaHwe npogykra PazpaloTumi

English [ Pesoam offine lanee> OTmeHa

PucyHok 26 - KHonka «Yka3aTb ¢haiin nuueH3npoBaHus...»
4. Yxaxute nyTb o channa wabnoHa nporpaMMHoro krntova B gpopmate GRDVD.
5. Haxmute Oanee (PucyHok 27).
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m MacTep aktweaumn Guardant x
Bac npMBETCTBYET MacTep aKTMBALMH NHUeH3ui Guardant
Noxanyicra, yraxuTe Baiin NMUEHIMM WK BelbepUTE Bro U3 CNMCKa HaROeHHbIX. 33TeM
HIKMUTE KHOMKY 'Hanee=’
VYiazate Gain nuueHzu. .. HacTpoiiki1 coeguHeHun. ..
Hazeanue npogykTa PazpaboTunk
& Redkit scADA Redkit Lab LLC
Y
A
English [ Pesom offine OTrera
PucyHok 27 - MNoarBepxaeHue danna nuueH3um
6. Beegute cepuiHbIn HOMep Krtova u HaxmuTe Janee (PucyHok 28).
" Macrep atmeaunm Guardant *

Beop, cepuilioro Homepa

YNAKOBKE

Mo#anyAcTa, BBEAWTE CEPMIAHEIR HOMED NPOAYKTA, HOMEP MOMKET BbiTh YKAa38H Ha AMCKE C NPOrPaMMOi MMM Ha e

&

|| x%qgb39-

Y

<Hasan OTnexa

PucyHok 28 - BBoa cepuitHoro Homepa kniova
7. Tocne 3aBepLleHnst npouecca YCTaHOBKM HaxxmuTe FotoBo (PucyHok 29).

1 Macrep akusawm Guardant

3aBeplLueHHe aKTHBALMH

AKkTHEaUMA nuuenzuy Redkit SCADA' yonewHo zagepuweHa

MoToBo

PucyHok 29 - 3aBepLueHue yCTaHOBKU

4.3.1.2 AkTnBaumsa 6e3 gocrtyna K cetn UHTepHeTt

[ns akTMBauum knioya notpedyeTcs:

- pononHutensHoe ycTporctso ¢ OC Windows u goctynom B ceTb NHTEPHET;

- wabnoH nporpammMmHoro knioya B dpopmate GRDVD;
- CEepWMHbIA HOMEP KIoya;
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- apxmB GuardantActivationWizard.7z.

Mpum.: Apxue GuardantActivationWizard.7z, cepuiiHbiin Homep v WabnoH NPOrpaMMHOro Kroya BXOAAT B KOMIMIIEKT
noctaeku Redkit.

1. Pacnakyvite apxus GuardantActivationWizard.7z.

2. 3anyctute «Mactep aktuBauum Guardant» GuardantActivationWizard.exe.

3. BanonHuTte yekbokc «Pexunm offline» (PucyHok 30).

‘f! MacTep aktweaumn Guardant X

Bac npMBETCTBYET MacTep aKTMBaLMH NHUeH3ui Guardant

Noxanyicra, yraxuTe hain NMUeHIMM WK eslbepuTe Bro U3 CNMCKa HalaeHHbIX. 33TeM
HIKMUTE KHOMKY 'Janee='

VYiazate Gain nuueHznu. .. HacTpoiiki1 coeguHeHusn. ..

Hazeanue npogykra PazpaboTunk

English Pextom offiine Nanee>

PucyHok 30 - Yek6okc «Pexum offline»
4. HaxwmuTe Ykasatb cpann nuueH3um... (PucyHok 31).

"™ Mactep atmeaunm Guardant *

Bac npMBETCTBYET MacTep aKTMBaLMH NHLUeH3ui Guardant

MNoxa@anyicra, ykaxuTe hain nuLeHzMe unK seifiepute aro Uz CNUCKa HalgeHHsIX. 3aTem
HEMUTE KHONKY 'Janee="

Yiazate Gain nUUeHznu. .. i HacTpoiik1 coeguHeHus...
HazBaHue npoaykTa PazpalioTunk
English [ Pexuam offiine Lanee= OTHeHa

PucyHok 31 - KHonka «YkasaTb ¢anin nuueH3npoBaHus...»
5. YkaxuTe nyTb Ao cdanna wabnoHa nporpammMHoro kntoda B oopmate GRDVD.
6. Haxmvute Oanee (PucyHok 32).
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“! MacTep aktmeaumn Guardant X

Bac npMBETCTBYET MacTep aKTMBaLMH NHUeH3ui Guardant

Noxanyicra, yrkaxuTe Baiin NMUEHIMM WK BelfepUTE Bro U2 CMCKA HAAOEHHBIX. 33TeM
HIKMUTE KHOMKY 'Janees’

I VYiazate Gain nuueHznu. .. HacTpoilki coeguHeHun. ..
Hazeanne npogykra PazpaboTunk
Y Redkit SCADA Redkit Lab LLC

AN

English Pextoam offiine OTheHa

PucyHok 32 - MNoarBepxaeHue danna nuueH3um
7. Beegute cepuiiHbIin HOMep Krtoda n Haxmute danee (PucyHok 33).

" Macrep atmeaunm Guardant *
Beop cepuiinoro Homepa
MowanyicTa, SEeAWTE CEPMIHEIA HOMED NPOAYKTa, HOMED MOXKET BbiTh YKa3aH Ha AWOKE C MPOTPAMMOIA I Ha ee -
YNaKoEKE
= 4

<Hasan OTnexa

PucyHok 33 - BBop cepuitHoro Homepa Krnro4a
8. B oTKpbIBLUENCS Nanke npoBepbTe Hannuune darna B popmare TOSERVER gns otnpaeku Ha cepiep.

9. lepeHecute apxme GuardantActivationWizard.7z n pann TOSERVER Ha gononHuTensHoOe yCTPOWCTBO C
OOCTynoMm Kk ceTn IHTepHer.

10.MoBTOpUTE Warn 1, 2, 4 Ha 4ONONHUTENBHOM YCTPOWUCTBE.

11.Ykaxute nyTb go cavina TOSERVER.

12.Haxwvunte Oanee.

13.B oTkpbIBLLENCA Narnke NpoBepbTe Hanuune darna B popmate FROMSERVER.
14.TMepeHecuTe dhann FROMSERVER Ha ycTpoWcTBO, rAe HYy>KHO akTUBMPOBAaTb NMLIEH3NIO.
15.MNoBTOpPUTE Warn 2, 4 Ha OCHOBHOM YCTPOMNCTBE.

16.YkaxuTe nyTb o anna FROMSERVER.

17.Haxxmute Oanee.

18.MNocrne 3aBepLueHus npouecca ycTaHoBkU HaxmuTe FoToBo (PucyHok 34).
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a MacTep aktweaumn Guardant X

PucyHok 34 - 3aBepLueHue ycTaHOBKU
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5 Tunbl HacTpoukun Redkit

Tunbl HacTponkn Redkit SCADA:

1. C pesepBupoBaHunemMm.
2. OpHocepBepHbIN PEeXUM.

Mocne nto6oro Tnna Hactponku MK Redkit cospatoTcs koHdurypaumoHHsle INI-dannsl Mporpammei.

5.1 Hactpouka Redkit B pexxume pesepBupoBaHuUs

PesepBupoBaHue Redkit — 310 nonHoe pesepBupoBaHue cucTeMmbl: pesepeupoBaHue knactepa bl u pesepsupoBaHue
cepsuca Redkit. PesepsupoBaHne APM He TpebyeTcs, Tak Kak ero oTka3 He BnuseT Ha goyHKUun cbopa, obpaboTku 1
nepegayn nHdopmMaLluun.

OTanbl HAaCTPOWKK:

HacTpolika ocHOBHOro cepsepa.

HacTpolika pe3epBHOro cepsepa.

[poBepka KOpPpPEKTHOCTU pa3BopayvmBaHusa cuctemol Redkit.
HacTtpoiika CMHXpOHU3auun BpeMeHMu.

HacTtporika mogynen.

HacTtpoiika ynpaBneHus.

Hactporika APM B BMae KnNueHTa.

NooaprwN=

' BHumaHue: Ha OCHOBHOM 1 pe3epBHOM cepBepe AOMKHbI ObITb YCTaHOBMNEHbI ogHOTUMHbIE OC 1 0gMHaKoBble
/= % Bepcum CYB[ Postgres.

Cxema pe3epBUpoBaHNsA npeacrasneHa Ha PucyHke 35.

APM O het APM O Ne2
APM Redkit APM Redit

Cepaep Redkit Ne1 Gepeep Redkit Ne2
<

Cepeuc
Redkit
Cepeuc
keeper
Bl
OCHOBHOA _T —

Cepeuc
Redkit
Cepeuc
keeper

B0 -
peaepeHeIli

KaHaN pernvkaLm

PucyHok 35 - Cxema pe3sepBupoBaHus Redkit

5.1.1 HacTpoinka oCHOBHOro cepBepa

5.1.1.1 NepBU4YHOE KOHUTrypUpoBaHue

1. BbINOnHMTE YCTAHOBKY NpOrpaMmmbl COrfiacHo pasgeny YctaHoBKa nporpamMmmbl.
2. 3anyctute npunoxexue Deployer oT uMeHn agMuHMUCTpaTopa.
3. Bbibepute pexum pabotel Cospatb cuctemy Redkit SCADA (PucyHok 36).
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REDKIT 2.0

Deployer
BoiGop pexuma paboThl
@ Cozgate cuctemy Redkit SCADA
) OBHOoBNTE CUCTEMY
) fobasuTs YIEN K CUCTEME
) ¥ganuTe nokankH blii y2en CHCTEMEI

O ¥oanute cucTemy

Mgorpannid osn e

3] reprat 2.0.2110

PucyHok 36 - BbiGop pexuma pa6otbi Deployer
4. Ykaxute PEeKBU3NTbl OCHOBHOIO N pe3epBHOIro cepBepoB KIo4en. |_|OpT OCTaBbTe NO YMOJI4aHUIO. Haxmute D.anee
(PvcyHok 37).
Y BHumaHue: Ecnu B cucteme MCNONb3YyKTCA NporpamMMHble KI4n nuueH3npoBaHuda, TO nond agpecos

i n, o
f ! " OCHOBHOIO W PE3EPBHOIO CEPBEPOB KIYEN JOMKHbI BbiTh NycTbiMu (PucyHok 38).
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X
REDKIT 2.0
Deployer
PeKBHzZMTEI CepEEPOR KAKOUSH EEEEEEERN
BEAEﬁTE [FEKEWMINTEI MCNONB3YEMEIX B CUCTEME CEQBEEDOE [ el
JMUEHZMPOEIHWA.
CJCHOBHOM cepeep:
Adpec cepeepa 172.23.10.85 MopT 3186 ¢
PezepEHLIN CEpBEP KNHOUEN
Appec cepeepa 172.23.11.27 Mopt 3186 ¢
= Hazag ] [ fdanee =
Mg M sl ECHn
3] rREDKIT 202110
oy

PucyHok 37 - PekBM3WUTbI cepBepoB annapaTHbIX Knoyen
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REDKIT 2.0
Deployer
PeKBHzZMTEI CepEEPOR KAKOUSH EEEEEEERN

BEAEHTE [FEKEWMINTEI MCNONB3YEMEIX B CUCTEME CEQBEEDOE [ el
JMUEHZMPOEIHWA.

OCHOBHOW cepeep:

Anpec cepeepa MopT 3186 ¢

PezepEHLIN CEpBEP KNHOUEN

Ajpec cepeepa Mopt 3186 ¢

= Hazag H fdanee =

Mgorpannid osn e

3] reokiIT 2.0.2110

PucyHok 38 - PekB1M3nUTbl cepBepoB NpPOrpamMMHbIX KNntoyen
5. YkaxwuTe peksuautbl cepsepoB Bl: nms cepsepos B[] (anvHa nmenun B[ orpaHnyeHa 16 cumsonamu), IP-agpeca
OCHOBHOIO M pe3epBHOro cepepoB. MopTbl 4OMKHLI COOTBETCTBOBATL TEM NOPTaM, Ha KOTOPbIX 3aryCcKaeTcs
postgres. 3aganTe naponb y4eTHOW 3anucuy pennukauum n nosropute ero. Haxmurte Oanee (PucyHok 39).
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X
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Deployer
Tononorua cepeepos B EEEEEEEN
333iTe PEKEBM3NTE MCTNIONBIYEMEIX B CUCTEME CepeepoB B/
WMma cepeepa B | OCHOEHOW Cepeep |
Anpec | 172.23.1085 | nopr [s432 3]
PezepeHbiid cepeep B
WMma cepeepa B, | PesepBEHLIH cepBep |
Agpec [172231127 | nopr
MNaponb y4ETHOR 3aNUCK PEnAMKALLM KM ‘ eee |
‘ (11} |
[ « Hazap H Hanee » l
MNporpasumuF xounnec
3] reDraT 202110

PucyHok 39 - Tononorus cepsepos 5/}
6. OcrtaBbTe napameTpbl cepBuUcoB KOHTponsa B no ymonuanuio u HaxmuTe Oanee (PucyHok 40). OnucaHne
napameTpoB cepBUCOB kOHTponsa Bl npeacraeneHo B Tabnuue 6.

36



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

REDKIT 2.0
Deployer
MapameTpbl cepEncoB KoHTpona B, EEEEEENERN

3aaafiTe NnapameTpel 40CTyna K cepeepam B Anm cepencoe ynpaesneHua Keeper,

Cepeep "OcHOBHOW cepeep”

Onpoc: | 172.23.10.85 ‘ | 5432 :
Pennvkauwa: | 172.23.11.27 ‘ | 5432 :
Cepenc Keeper: | 172.23.10.85 ‘ | 24235 :

Cepeep "PezepeHblil cepeep”

onpoc [ 172231127 REEEE
Penmikaums | 172.23.1085 | 5432 %]
Cepmuc Keeper: | 172.23.11.27 || 24236 3]
= Hazag || fdanee =
3] reprat 202110

PucyHok 40 - MapameTpbl cepBucoB koHTpons B

Tabnuua 6 - MapameTpbl cepBMCOB KOHTpons B

MapameTp OnucaHue

Onpoc IP-agpec v nopt cepeepa B[ Redkit, kotopble 6yaeT onpawwmsaTe Redkit Keeper Service B
Lensix ynpaeneHnst U OTCNeXnBaHNS COCTOSIHUS coeuHeHmns ¢ B

Pennukaums IP-agpec n nopt cepsepos Bl Redkit unn nepembidkun, No KOTOpbIM ByAET OCYLLECTBASATLCH
pennukaunsi cuctembl

Cepsuc Keeper IP-agpec cepepa, Ha koTopom byaeT 3anyweH Redkit Keeper Service; u TCP-nopt, no
kotopomMy Redkit Keeper Service Oyaet npyHMmaTb coeanHeHus

7. YkaxvTe napameTpbl ANs NOAKMIOYEHNs K OCHOBHOMY cepBepy B[], ncnone3ys nms nonb3osartens n naposnbs u3
wara 8 pasgena YctaHoBka Postgres. Haxwvute Janee (PucyHok 41).
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X
REDKIT 2.0
Deployer
OcHoeHoW cepeep Bl EEEEEEERN
BriGepuTe ocHoeHol cepeep B, Ha koTopowm By4eT paZeepHyTa HOBAA CUCTEME,
Cepeep | OcHoBHORA cepeep - |
Afpec 172.23.10.85
Mopt 3432
IMA none3o0BaTenA | postgres |
Maponk | (113 |
= Hazag ] [ fdanee =
Mgorpannid osn e
3] reprat 2.0.2110
e

PucyHok 41 - OcHoBHoW cepBep B[]

.I".I

8. BbiGepuTte TMn koHdurypauun KoHndmrypaumsa no ymonyanmio n Haxmute [lanee (PucyHok 42).

’?& BHumanue: B cnyyae notepu naponsi obpatutecb B TEXHUYECKYIO NOAAEPXKKY.
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~
X
REDKIT 2.0
Deployer
Tun koH$Urypauum EEEEEENERN
BeiGepuTe THN KOHGUIYPALMK CO353BAEMOA CHCTEMEI,
@ KoH@urypauna no yMmonyadum
DHMI‘IDpT KOH@UTypaunm
= Hazag ” fdanee =
Mg M sl ECHn
3] rREDKIT 202110
p "y

PucyHok 42 - Tun koHdurypaumm
9. BbiGepute koHurypaumtio yanos Cepep SCADA c pesepBom 1 Haxmute Oanee (PucyHok 43).
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REDKIT 2.0

Kondurypauua yznoe

OI'IFIE,B,EHHTE COCTAE Y3N0E, BXOLALLMXY B CUCTERY,

) ABTOHOMH I y3en
':'O,EI,HH cepeep SCADA

@ Cepeep SCADA ¢ pezepeoM

MMnopTHpoBaHHAA KOHQUIYRPAUKWA yIN0E

Deployer

= Hazag || fdanee =

Mgorpannid osn e

3] reprat

20.2110

PucyHok 43 - Kondumrypauus ysnos

KoHdmrypaums yanos CepBep SCADA c pe3epBOM CO3[aeT YeTbipe y3ra CUCTEMBI;

a.
b.
c.

d.

a.

®oo0vT

APM (Redkit_Workstation) — y3en, otBe4arowmn 3a rpadgudeckoe otobpaxeHne paboyero mecta oneparopa.

OcHoBHon cepsep (Redkit_Master) — ocHOBHOW y3en, oTBeYaroLLunin 3a NpuemM, nepegady n obpaboTky AaHHbIX.
PesepBHiin cepeep (Redkit_Slave) — pe3epBHbIV y3en, oTBeYaloLwmin 3a npuem, nepegadvy n obpaboTky AaHHbIX

npu Bbixoge n3 CTposda OCHOBHOIO y3J1a CUCTEMBbI.

Kondpurypatop (Redkit_Configurator) — y3en HacTponku cuctemsl.
10.Y6eanTecn, 4TO ceTeBble NapameTpbl Y3r0OB KOPPEKTHO ykasdaHbl (PucyHok 44, Tabnuua 7):

IP-agpec y3na Redkit_Master cootBeTcTBYET |IP-aapecy oCHOBHOro cepBepa.
IP-agpec y3na Redkit_Slave cootBeTcTByeT |IP-agpecy pe3epBHOro cepaepa.

Y3en Redkit_Master «cnywaet» y3en Redkit_Slave n Hao6oporT.

Y3en Redkit_Workstation «cnywaet» yanbl Redkit_Master v Redkit_Slave.

Haxmute Oanee.
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REDKIT 2.0

Deployer

PepakTHpoBaHHWe yINOB EEEEEENERN

3anafiTe cECACTEA Y308, BXOLALLMY B CHCTEMY,

= Redkit Workstation (127.0.0.1:23233 , APM)

= Redkit_Master (172.23.10.85:23231, Cepeep)

= Redkit_Slave (172.23.11.27:23232, Cepeep)

= Redkit_Configurator (127.0.0.1:23234 | KoH$urypatop)

= Hazag || [aneg =

T pesrpandsd Ml A o n e

3] reDkaT 2.0.2110

PucyHok 44 - PegaktupoBaHue y3nos

Tabnuua 7 - CeTeBble NnapamMeTpbl y3roB

MapameTp OnucaHue

Uma y3na Wwms yana, kotopoe Byaet otobpaxartbcs B cucteme Redkit

Appec cepsepa u NopT | CeTeBble napameTpbl AaHHOrO yana (IP-agpec v nopT, Ha KOTOpbIX paboTaeT AaHHbIN
y3en)

Ctpoka nogkntoveHust | CeteBble napameTpbl y3noB cuctembl Redkit, koTopble ByaeTt onpalumBaTth aHHbIV
y3en. ®opmart Beoga: IP-agpec:nopt. CeTeBble napamMeTpbl HECKOSbKMX OnpallnBaembix
Y3MOB yKa3bIBalOTCs Yepes 3ansATyto

11.Jo6aBbTe v nsmeHnTe NONUTUKM arperaumm aHHbIX, COrMacHo BalMM TpeboBaHNSAM U MPOrPaMMHBbIM YCITOBUSIM:

a. [JomkHa 6bITb MMHMMYM OfHA MONUTMKA XPAHEHWUS] MCXOOHbLIX AaHHbIX.

b. Bpemsa xpaHeHnsa NCxoaHbIX AaHHbLIX AOMKHO OblTb HE MeHee 1 OHA 1 MEHbLLE CPOKa XpaHeHUs
arpernpoBaHHbIX AaHHbIX Y APYTUX NOMUTUK.

C. Y NOnunTKK OOIMKHO ObITh pa3HOe BpeMS XpaHEHWs1 arpermpoBaHHbIX AaHHbIX.

d. Y nonutuk gomkHbl ObITb pasHble MHTEPBAnbl arperauum.

Mo ymonuaHuio B cucteme NpUCyTCTBYIOT TPU NOMUTUKKU arperaumm gaHHblx (PucyHok 45, Tabnuua 8).
<. BHumanue: Ecnu B cucteme nnaHupyeTcs dKcnyatauus MoHuTopuHra yyactus B OMPY, 1o cosparite
/& [Dns aToro 3hech creumanbHyto NONWTUKY arperaunn AaHHbIX: BpeMsi XpaHeHus arperatoB = 12 mecsiLeB,
WHTepBan arperaumm = 1 cekyHga. M 4toObl He ObIO npoTmBopeuyun ¢ ycrnoBueM 11.c Bblwe, TO
CKOPPEKTUPYWTE NNK yganute nonvtuky OnepaTtvBHble.
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REDKIT 2.0

Deployer

HacTpoiku arperauiu AaHHbIX EEEEEENERN

3a4aiiTe NOANTUKN arperaumm, koTopelie GyayT AeAcTBOBATE B CHCTEME,

NobaenTts

P XpaHeHne UCKOAHBI AaHHbIX

P OnepatuBHbIE

P HeonepaTWEHBIE

= Hazag || fdanee =

Mgorpannid osn e

3] repkiT 202110

PucyHok 45 - HacTpoiku arperauum gaHHbIX

Tabnuua 8 - MonuTukKKM arperauum gaHHbIX

Monutuka Bpems xpaHeHus Bpems xpaHeHus UHTepBan arperauyuu
UCXOAHbIX JaHHbIX arperaTtoB

XpaHeHne UCXOAHbIX 1 mecsuy - -

OaHHbIX

OnepaTuBHble - 12 mecsaues 1 MuHyTa

HeonepaTtuBHble - 24 mecsua 30 MuHyT

Mpum.: VicxogHble arperMpoBaHHble faHHble XpaHAaTcsa B B nomecavHo 1 yoansoTes 3a nepuoa, KpaTHbIN
mMecsy.

YnaneHue nonutuk: HaxmuTe [TKM no BbiOpaHHON nonutuke n Bolbepute Yaanutb (PucyHok 46).
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REDKIT 2.0

Deployer

33aaliTe NOANTHKK BrPEraunK, KoTopele By 4T AeiCTECEATE B CHCTEME,

HacTpoiku arperauiu AaHHbIX EEEEEENERN

NobaenTe

P XpaHeHne WCXOAHBE A3

¥aanuTb

P OnepatuBHbIE

P HeonepaTWEHBIE

= Hazag H fdanee =

Mgorpannid osn e

3] reprat

2.0.2110

PucyHok 46 - YnaneHve nonuTuk arpermpoBaHusi

12.3apavite naponb cynepnons3osatens root cuctemsl Redkit n HaxxmuTe danee (PucyHok 47).
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REDKIT 2.0

Deployer

HacTpoiku cucTemMbl EEEEEENERN

BEAEHTE WA CACTEMEI W DEKEWM3NTEI 28 CYNEQNONLI0EATENA,

IMA CHECTEMBI | Redkit

Maponk | (113

Cynepnonb30BaTenk | root |

[[l Cozaate nonL30BaTENA ANA NOCTPOEHWA OTYETORE U3 B[]

HaxranTe "Janee’ 4na BEINCAHERKA MAHUNYRALKMK ¢ B,
BHumanue! JaHHan onepaumn HeoBpaTma,

= Hazag H fdanee =

Mgorpannid osn e

3] reokiIT 202110

PucyHok 47 - HacTpoiiku cuctemMbl
13.HauHeTcs npouecc co3gaHusa cuctembl Redkit (PucyHok 48).
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CozaaHWe CUCTEMBI EEEEEENERN
M,ﬂ,ET CoO30aHne HDEDH CHUCTEMBEI, 3TD MOMET 3dHATE HECKONBKDO MI."IH'_','T.
Mparrpan s eE wodn neo
3] reokiT 2.0.2110
L

PucyHok 48 - Co3fgaHue cuctembl
14.03HaKoMbTECH C MHbOPMaLUen o co3aaHHon cucteme 1 Haxmnte fdanee (PucyHok 49).
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REDKIT 2.0
Deployer
Wudopmauua EEEEEENERN
Cucrema "Redkit” yenewHde cosgana,
Cepeep 172231085
Mopr 5432
W B/ Redkit
Knrau B 23d5558bed6fdadl
Cynepnonsscearens root
Haxmnte "Janee” anA nepexoda K HACTPORKE NOKANBHOTD y3na,
fdanee =
Mgorpannid osn e
3] reDKIT 202110
e

PucyHok 49 - Undopmauusa

15.YkaxunTe HacTpowku cnyx0bbl ynpasneHus knactepom Redkit cornacHo Tabnuue 9 u HaxvnTe Oanee (PucyHok 50).
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REDKIT 2.0

Deployer
|

Cnyx6a ynpagneH1a KNacTepom

Redkit.

172.23.10.85

| mopr

Afpec

3anaiTe dyHELMKM W HACTPOAKN NoKaNEHoN CmyskBel yNPABNEHUA KNACTEROM

OTcnexuneats W ynpaenate CYEL
MyTe K MCNONAHAEMBIM hainam b

| OcHoBHODA cepeep

‘ C:/Program Files/PostgreSQL/13/bin

(-]

MyTe K daiinam knactepa bA:

| D/BASE/data

(-]

OTCnexNEaTs M YNpPaenATs cepencom Redkit

Mgorpannid osn e

3] reprat

PucyHok 50 - Cnyx6a ynpaBneHus Knactepom

Tabnuua 9 - HacTpoiku cnyk6bl ynpaBneHus Knacrtepom

Hactpoika OnucaHue

3HauyeHue

CeteBble napameTpbl cnyx6bl Redkit
Keeper Service ocHoBHOro cepsepa

Anpec u MNMopt

Mo ymonyaHuio

OTcnexuBatb 1 ynpaBnsTb
Ccybg

Cnyx6a Redkit Keeper Service
BbINOSHAET ynpasneHue cepsepom b
Ha JaHHOM ya3rne

OcHoBHOM cepBep

MyTb K UCNOMHAEMbIM
dannam B[]

MyTb 0O AMPEKTOPUN K UCMOMHAEMbIM
davinam B

3aBMCUT OT pPacronoXeHus, BbIOpaHHOIO
B Wware 6 pasgena YcrtaHoBka Postgres
(Hanpumep, C:\Program Files\Postgre SQL
\13\bin)

MyTb K hainam knacTtepa

BA

MyTb Ao anpekTopun K channam
knactepa b[j

3aBMCUT OT pacnonioXXeHusl, BbiIbpaHHOro
B lWare 7 pasgena YcrtaHoBka Postgres
(Hanpumep, D:\BASE\data)

OTtcnexviBaTtb 1 ynpasnsaTb
cepsucom Redkit

Cnyx6a Redkit Keeper Service
BbIMNOSHAET yrnpasneHue cnyxoon
Redkit System Service Ha gaHHOM y3ne

Oa

16.0cTaBbTe UMEHa y3roB Mo ymonyaHuio n Haxmute danee (PucyHok 51).
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Kondurypauua SCADA EEEEEENERN
BbIGepnTe MMEHA y3IN0E, KOTOpEIE By AYT 3aNMyCKaTbCA HA JaHHOM XOCTE,
KoHgurypatop
maA yzna | Redkit_Configurator -
APM
ma yzna | Redkit_Workstation -
Cepeuc
Kma yzna | Redkit_Master -
Haxnanre "Janee” gna dopripoBaHiA KoHGUMypaLuum noKaneHoro y3na,
[ = Hazag ” fdanee =
Mgorpannid osn e
3] repkiT 202110
p

PucyHok 51 - Yanbli

17.3anonHnTe YekboKC y KoMaHabl 3anycTUTb cnyX0y ynpaBneHus cuctemon u Haxmute OK (PucyHok 52).
Ecnu paHee yxe Gbina ycTaHOBMeHa cucteMa, To cHavana nosiBUTCS OKHO COXpaHeHWs TeKyLLen KoHurypaumm:

BbIMNOMHNTE OENCTBUS B HEM COrNacHoO pasgeny CoxpaHeHme TeKyLLI,eIZ |<0ch|/|rypau,vu4.

48



Redkit SCADA 2.0. PykosoacTso agMmuHuctpatopa OC Windows

REDKIT 2.0

Deployer

loToBO EEEEEENERN

NokansHeld y3enyonewHo ckoddurypupoead, Cuerema "Redkit” rotoea k paBote,

3anyctnTe cnyKOy YNpaEneHuA cicTemoi

B Hauano | [ Ok

Mgorpannid osn e

3] reokiIT 2.0.2110

PucyHok 52 - 3aBepLieHue KoHUrypupoBaHus

5.1.1.1.1 NpoBepkKka KOPPEKTHOCTU co3aaHusa cuctembl Redkit

1. 3anyctute cmd.exe.
2. Bnuvwwute komaHay psql n Haxmute knasuwy Enter.

3. BeeauTte naponb cynepnonb3oBaTtens postgres n3 wara 8 pasgena YcraHoBka Postgres 1 HaxxmuTe kKnasuily
Enter.

4. Bnvwwute V, rae | — natMHckasa Oyksa L B CTPOYHOM BuAe, U HaXXmute Knasuwy Enter.
5. Ybegutechb, 4To co3paHa cuctema Redkit (PucyHok 53).
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B Komanaras crpoka - psql — O Pad

ole window

Bnageney C_COLLA C MNpaBa goc

PucyHok 53 - Cucrema Redkit B cmd
6. 3angute B gupektoputo C:\%appdata%\ProSoft-Systems. [NpoBepbTe HanuumMe KoOHMUrypaLmMoHHbIX (hannos:
DbCtl.ini, gnclient.ini, gnclient_reserv.ini, Keeper.ini, OscConverter.ini (nosensetcsa npu Boibope KOMMOHEHTa
Cnyx6a KOHBepTUpPOBaHUA ocuunnorpamm Ha atane yctaHoBku Redkit), Redkit.ini, Redkit-Conf.ini, Redkit-
Logging.ini, Redkit-Service.ini (PucyHok 54).

s " fata nsmeHeHHA Tun Pazsmep

| DhCtl 05.04.2020 10:34 MapameTpel KoHG .. 2 KB
m| gnclient 05.04.2020 10:42 MapameTpel KoH... 1 KE
7| gnclient_resery 022 MapameTpel KoHG .. I KE
| Keeper 2020 10:34 MapameTpel KoH .. 3KB
7| Redkit 5.04.2020 10:34 MapameTpbl KoOH.. 2Kb
| Redkit-Conf 04,2020 10:34 MapameTpel KoH .. 2 Kb
7| Redkit-Logging 2020 10:34 MapameTpel KoHd... 1 Kb
| Redkit-5ervice 2020 10:34 MapameTpel KoHG .. 2 KB

PucyHok 54 - [iupektopus C:\%appdata%\ProSoft-Systems
7. OtkponTte cann Keeper.ini. ¥ HacTpoek usePgRewind un createReplicationSlotOnPrimary nameHute 3Ha4yeHus Ha
true (PucyHok 55).
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[DBKeeping]
address=127.8.08.1:5432
binDir=C: /Program Files/PostgreSQL/12/bin
dataDir=C: /BASE
makeBackup=false
waitRiselpTimeout=120800
pollInterval=1088
pollWaitTimeout=3880
waitPromoteTimeout=48009
autofFailOverOn=true
waitStopMasterTimeout=2000000000
startuplsMaster=true

56 hSEPgHewind=tPEEJ
useSynchronousCommit=false
controlFsync=false

dbLogPath=

backupParentDir=

55

kPeateﬁeplicatiDnSlﬂtDnPrimary=true

[ Instancelnfo]

nodellame=keeper
configMode=false

PucyHok 55 - UameHuTb HacTpoiky cdanna Keeper.ini

8. B cnyxb6ax Windows nepesanyctute cnyx6y Redkit Keeper Service (PucyHok 56).

ran - Onucanne CocToAHnE Tun zanycka Bxog oT umeHw

'1'.:;;}_; Realtek fudic Universal Ser... Realtek fu.. Beinondaercs  AsTomartwde.. JSlokaneHan cuc..
@;Redkit Diagnostic Service Cny=Ba gun... Aptomarnye.. [lokaneHas cuc..,
#: Redkit Keeper Service CnyxBa yn.. Bemonnaetca  Astomarwde.. [lokansHas cuc..,
'Ji}_; Redkit Systemn Service Cry=Ba .., Bpyunyo NMokansHas cuc...
@;Shared PC Account Manager Manages p... ORI YEHE NokaneHas cuc...
k'iJ_'; EMP gnckoserx npocTpadeT., CnyxBa ya. Bpyynyto Cetesan cnyxBa
'-.':'.;!'; SysMain Mogaepsn.. Beinondaerca  Astomatude..  [lokansHas cue..
L’E;WaerITSvc Provides a ... Bpyunyto (ak.. [fokansnas cay...
'-.F:',;_*;Windn:lws Audio ¥npaeneH.. Beinoanserca  Astomatwde.. [lokansHas cay..
'-.F:',;_*;Windn:lws Mixed Reality Op... Enables Mi... Bpyunyto MokansHaa cuc...
'-.,’:';_*;Windn:lws Search Mugekcup... Beincnadaetca  Astomatude..  [lokansHas cuc..
€} Wireless PAN DHCP Server BpyuHyto NoKkansHas cuc...
'-,’i!';)(hnx Accessory Manageme... This servic.., Bpyuryto (k.. JlokansHas cuc...
@;Aﬂmmamuecxan HacTpodk.. Cnyxba ae.. Bpyunyro (ak.. [flokanenas cay..
@;AETDMETW—IE:KDE oBHoBNE.. ABTOMATH.. OTknrodeHa lNokanexas cy...
@;Aﬂmﬁanpnﬁxa WIWAN Jta cnyb.., Bpyunyto NMokaneHasa cuc...
@;ﬂETDHDMHbIE draline Cnyx6Ea ag.. Bpyunyto (ak.. [lokaneHas cuc..

PucyHok 56 - Cnyx6b1 Windows
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5.1.2 HacTpouka pe3epBHOro cepeepa

Mpum.: lMepen HacTponkon oTkNOUMTE MacwTabuposaHne Windows.

1. BbINnonHUTe yCTaHOBKY NpOrpaMMbl COrnacHo pasaeny YctaHoBKa nporpamMmbi.
2. 3anyctute npunoxeHune Deployer oT umeHyn agMuHUCTpaTopa.
3. BbiGepuTte pexum paboTbl lo6aBUTL y3en k cucteme n Haxvmute flanee (PucyHok 57).

REDKIT 2.0

Deployer

Beibop pexuma paboTtsi

) Cospate cuctemy Redkit SCADA

L DBHOBUTL cUcTEMY

'@ NobBasuTe y2en K cucTeme

L ¥AanuTe NOKANLHLIA y3en CHCTEMBI

) ¥panute cucremy

MporpauuMeE BoMnneC

m REDKIT 202110

PucyHok 57 - Bbi6op pexvma pabotbl
4. Ykaxwute IP-agpec u nopt cepsuca Keeper ocHoBHOro cepsepa 13 wara 5 pasgena lNepBuyHoe KoHpUrypmposaHme
(ecnu HacTpomKM OCHOBHOIO cepBepa BbINOMHEHbI BEPHO, TO MPOCTO ykaxute IP-agpec ocHoBHOro cepsepa u
OCTaBbTe NOPT No yMon4yaHuio) n Haxmute danee (PucyHok 58).
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X
REDKIT 2.0
Deployer
¥3en AnA nogKnoueHns EEEN
A noaydeHs KOHGUIYpauUoHHEX NApaMETPOR YKEXWTE PEKEWINTE
NOGQKARDYEHWA K Y2y, YyHe NpUHILNE LMY LI,E.I'IEBDH CHUCTEME.
Agpec | 172.23.10.85 \ Mopr | 24235 =
« Hazap H Janee =» l
MponpaduHu# Losnneoc
3] reDKIT 2.0.2110

PucyHok 58 - Y3en ansa nogkntoyeHus
5. OsHakombTech ¢ nHdopmaumen o cucteme Redkit n Haxmnte Qanee (PucyHok 59).
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REDKIT 2.0

Deployer

¥3en gna nogknouyeHHA EEEN

Mrdopmauma o cwcteme "Redkit” yenewro nomyyeda.

WMma B Redkit
Knoy B, 23d5558bedefBa40

Cepsepbl B/}, Bxogawme B cHETeMY:
OcHOBHOR cepeep 172.23.10.85:5432

PesepeHwili cepeep 172.23.11.27:5432

Cepeeps AMUEHIN POBAHMA, EXOAALNE B CHCTEMY:
OCHOBHOH: 172.23.10.22:3186

= Hazap ” [anee = |

MponpauunuF ounso

[3] reDraT 202110

PucyHok 59 - UHdopmaumsa
6. Ykaxute HacTponku cnyxbbl ynpasneHuns knactepa Redkit cornacHo Tabnuue 10 n HaxvuTe Oanee (PucyHok 60).
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REDKIT 2.0

Deployer

Cnyx6a ynpagneHua Knacrepom

3analiTe GyHKLMK U HACTPONKK NOKENEHOM Cay#Eel YNDABNEH WA KNACTEPOM

Redkit.

o

Agpec | 172.23.11.27

OTcnexuBaTs M ynpasnate CYE/1

‘ PesepBHEIA CepEER hd

MyTe K MCnoAHAeMbIM dhadnam B

| C:/Program Files/PostgreSQL/13/bin

L]

MyTe K painam knacrepa B

| D/BASE/data

(-]

OTcnexuBaTs M yNpaenats cepeucom Redkit

« Hazap H Jdanee = ‘

Mporpasuy# Kosnnenc

[3] repkiT

202110

PucyHok 60 - Cnyx6a ynpaBneHus knactepom

Tabnuua 10 - HacTponku cny6bl ynpasneHus Knactepom

Hactpoiika

OnucaHue

3HavyeHue

Appec u MopTt

CeteBble napameTtpbl cnyx6bl Redkit
Keeper Service pesepBHOro cepeepa

Mo ymonuyaHuto

OTcnexuBaTb U
ynpaenate CYB[]

Cnyx6a Redkit Keeper Service BbinonHser
ynpaeneHune cepsepoM bl Ha gaHHOM y3ne

PesepBHbIN cepBep

MyTb K UCNOMHAEMbIM
¢annam B

MyTb 4O AMPEKTOPUM K NCMOSNTHAEMbIM
tannam B

3aBuncuUT OT pacnonoxeHusi, BbIBpaHHOro
B Wware 6 pasgena YcrtaHoBka Postgres
(Hanpumep, C:\Program Files\Postgre SQL
\13\bin)

MyTb Kk dparinam
knactepa bl

MyTb oo anpekTopun K dhamnam knacrepa

BA

3aBUCUT OT pPacnoroXeHusi, BbIGpaHHOro
B wWware 7 pasgena YctaHoBka Postgres
(Hanpumep, D:\BASE\data)

OT1cnexusaTb U
yNpaBnsiTb CEPBMCOM
Redkit

Cnyx6a Redkit Keeper Service BbinonHsiet
ynpaenenue cnyxbon Redkit System
Service Ha gaHHOM y3ne

[a

7. Y nmenu yana CepBuc BbidepuTte Redkit_Slave n Haxxmute Oanee (PucyHok 61).
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X
REDKIT 2.0
Deployer
Kondmrypauua SCADA EEEN
BriGepHUTE MMEHE Y3N0E, KOTOPRIE BY,AyT 3aNYCKaTLCA HA JAHHOM XOCTE.
KoHdurypatop
HMma yana | Redkit_Configurator - |
APM
Wus yana | Redkit Workstation -]
Cepeuc
WMus yana | Redkit Slave -]
Haxnaure "flanee” ann GopMUpOBaHKMA KOHGWIYPaLMA NOKANBHOMO Y3na.
[ « Hazap, H Janee = ]
MporpaMuHEA DonAse
3] repkiT 202110

PucyHok 61 - Y3nbl
8. OtmeTbTe YekbOoKC y komMaHabl 3anycTUTb cnyX0y ynpaBneHusa cuctemon u Haxmute OK (PucyHok 62).
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REDKIT 2.0
Deployer

loToBO EEERN

NokansHsiid y3en yonewHo ckoHgurypuposear. Cuctema "Redkit” rotoea k pabote.

3anycTuTte cnyxBy yNpaBneHus cUcTemMoi

B Hauano | [ Ok

Mporpasunui Dosnae

3] repkiT 202110

PucyHok 62 - 3aBeplueHue KoHuUrypmpoBaHus
9. 3anyctute cmd.exe.

10.Bnuwmnte KomaHgy psql —h IP-adpec ocHO8HO20 cepsepa —p HOMED ropma OCHOBHO20 cepgepa U3 Lwara 5 pasgena
[MepBuYHOE KOHUryprpoBaHME U HaxxmuTe knasuwy Enter (PucyHok 63).

11.BBeauTte naponb cynepnons3oBatens postgres u3 wara 8 pasgena YcraHoska Postgres n Haxmunte knasuwy Enter.

12.Bnvwwute \, roe | — natuHckasn Gykea L B CTPOYHOM BUAE, Y HAXMUTE Knasuwy Enter.

13.Y6eauntech, 4to co3gaHa cuctema Redkit (PucyHok 63).

57



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

Corporation), 2816. Bce npaEa SalWMWEHEH .

67PF4H>psql -h 172.23.18.85 -p 5432

console window

List of dat

Encoding |

Ctype

R R L EE L T R LT TR oo -

L1251@icu |

PucyHok 63 - Cucrema Redkit B cmd

Access privileges

stem_Redk]

Tc/postgres

14.3angnte B ampektoputo C:\%appdata%\ProSoft-Systems. [MpoBepbre Hanuune KOHMUrypaumoHHbIX ¢anmnos:
DbCtl.ini, gnclient.ini, gnclient_reserv.ini, Keeper.ini, OscConverter.ini (nosiBnsietca npu BbiGOpe KOMMOHEHTa
Cnyx6a KOHBepTUpOBaHuA ocuumnnorpamm Ha sTtane yctaHoBku Redkit), Redkit.ini, Redkit-Conf.ini, Redkit-
Logging.ini, Redkit-Service.ini (PncyHok 64).

Krn

| DbCtl

| gnclient

7| gnclient_reserv
7| Keeper

2| Redkit

7| Redkit-Conf

| Redkit-Logging
7| Redkit-Service

Jata nsmeHeHuA Tun

Mapamerpel KoH...

1042 MapameTpel KoHG ..
10:22 MapameTpel KoH...
10:34 MapameTpbl KoH..
10:34 MapameTpel KoH ..
10:34 MapameTpsl KoHd...

MapameTpel KoHG ..

Mapamerpel KoH...

Pazmep
2Kb
1 KB
1 KB
3KB
2 KB
2Kb
1 KB
2Kb

PucyHok 64 - [lupektopus C:\%appdata%\ProSoft-Systems

15.01kpowte cann Keeper.ini. Y HacTpoek usePgRewind u createReplicationSlotOnPrimary nsmeHute 3HadyeHue Ha

true (PucyHok 65).
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[DBKeeping]
address=127.8.8.1:5432

dataDir=C: /BASE
makeBackup=false
waitRiselpTimeout=120800
pollInterval=1088
pollWaitTimeout=3880
waitPromoteTimeout=48009
autofFailOverOn=true
waitStopMasterTimeout=2000000000
startuplsMaster=true

56 hSEPgHewind=tPEEJ
useSynchronousCommit=false
controlFsync=false
dbLogPath=
backupParentDir=

binDir=C: /Program Files/PostgreSQL/12/bin

55 kPeateﬁeplicatiDnSlﬂtDnPrimary=true

[ Instancelnfo]
nodellame=keeper
configMode=false

PucyHok 65 - UsmeHuTb HacTpoiky cdanna Keeper.ini
16.B cnyx6ax Windows nepesanyctute cnyxby Redkit Keeper Service (PucyHok 66).

rag a Onuncanne CocToAHnEe
'-...'i!'; Realtek Audic Universal Ser... Realtek Au... Beimonxsercs
@;Redkit Diagnostic Service CnyxcBa am...

#: Redkit Keeper Service CnyxBa yn.. Beinonuaetca
&k Redkit System Service Cryx6a ...

@;Shared PC Account Manager Manages p...

@;SMP AWCKOBBIX NpocTpaHcT.. CmyxBa ya..

I‘-'?:J.'; Sys=Main Mopnep#n.. Beimonuserca
@;WaerITﬂvc Provides a ...
&;Windnwshudin ¥npaened.. Beinondsercs
€} Windows Mixed Reality Op... Enables Mi...

@;Winduws Search Mugekcnp... Beimonuserca
“C)1 Wireless PAN DHCP Server

&;Khnx Accessory Manageme... This servic...
&;AETDMETHHECKEH HacTpoik.. CmyxBa as..
!.'?J;AETDMETHHE:KDE oBHoBAE.. MABTOMATH...
@;AETDHanpDﬁKa WWAN 31a cnyxb..
&;AETDHDMHHE dralinel Cny#ba ae...

Tun zanycka

ABTOMAETHYE...

ABTOMATHYE..,

ABTOMATHYE...

Bpyunyo
OTintodeHa

Bpyuqnyto

ABTOMATHYE..,
Bpyunyto (ak...
ABTOMATHME..,

Bpyunyo

ABTOMATHYE..,

BpyuHyo

Bpyunyto (ak...
Bpyunyto (ak...

OTinioyeHa

BpyuHyo

Bpyunyto (ak...

Bxog oT umeHn

MokanbHan cuc...

NokaneHan cuc...

NokaneHan cuc...
NokaneHan cuc..,
NokaneHas cuc...
Cetesan cny#6a
NokaneHan cuc..,
NokaneHan cny...
NokaneHan cay...
MNokaneHan cuc...
NokaneHan cuc..,
NokaneHan cuc..,
NokaneHan cuc..,
NokaneHan cay...
NokaneHan cy...
NokaneHan cuc..,
NokaneHan cuc..,

PucyHok 66 - Cnyx6b1 Windows
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17.3anyctute ytunuty configdeployer (no ymondanuio pacnonoxeHa B C:\Program Files\Prosoft-Systems\Redkit).

18.YkaxuTe IP-agpec OCHOBHOIO cepBepa Kio4er, NopT OCTaBbTe Mo ymonyaHuio (PUcyHok 67).

REDKIT 2.0

Deployer

PeKEMIMTEI cepEepa KNKoueil HEN

Cepsep Kknioueii | 172.23.10.85

Mlopr

33,u,aﬁTE PEKBW3ENTE CEpEEDD KA YER AnA CoEgMHEHWA
C KNHOYHOM NMUEHZWPOEIHKWA.

Nporpauunei Losnnesc

m REDKIT 202110

PucyHok 67 - PekBn3uTbl cepBepa knioyen

19.Bbibepute ang nepesanucu koHdurypaunoHHein dpann Redkit-Service.ini v ykaxxute pekBusuTbl Nonb3oBaTens uns3

wara 12 pasgena lNepeuyHoe KoHpurypmposaHue (PucyHok 68).
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X
REDKIT 2.0
Deployer
CoXpaHWTb YY4ETHble flaHHble NoNb30BaTeNA EEN
AppData/Roaming/ProSoft-Systems/Redkit/Redkit-Service.ini | g
BribepuTe daidn 408 COXpPaHEHWA YYETHRIX JaHHBIX WKW OCTABLTE MO
YMOAHAHKID 1 HasmuTe OF
MNonezoBaTtens | root |
MNapons | i“| |
3anaiTE PEKBM3WTE NONL30BATENA W HaxmuTe 'OK' an nepesanucu
KOH$MIrypauWoHHBX daiinos.
= Hazap ” Janee = ]
MNporpadsHmE ©osnsc
3] repkaT 202110

PucyHok 68 - CoxpaHuTb y4€THble AaHHble
20.MNocne ycnewHon nepesanncu Haxmute OK (PucyHok 69).
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REDKIT 2.0

Deployer

Wndopmauma EENR

Mepezanwuce KOHGWIYpPaUWMoHHBIX GainoB yCNewHo 3aeepleHa.

m BEDKIT 202110

PucyHok 69 - 3aBepLueHue nepesanucu

5.1.3 MNMpoBepka KOppPEKTHOCTU pa3BopaunBaHusa cuctemol Redkit

[MpoBepka koppekTHOCTM passBopaymBaHus cucteMbl Redkit BeinonHserca B ytunute dbctl. 3geck otobpaxatotcs
COCTOSIHME OCHOBHOTO U pe3epBHoro cepsepoB B[], Hanuume cBaAsm co cnyxbamu Redkit Keeper Service (Cepsuc),
MPOLIECC BbINOMHEHNS pensvKaLmu.

1. 3anyctute ytunuty dbctl Ha ocHoBHOM cepBepe (sipnbik dbctl Ha pabovem cTone unu B QUPEKTOPMM MO YMOSYAHUIO:
C:\Program Files\Prosoft-Systems\Redkit).

2. Haxwmute KM no pesepsHomy cepBepy B[] u Bbibepute komaHay OctaHoBUTL cepBep B[.

3. Haxmute KM no pesepsHomy cepBepy B[] 1 BbibepuTe kKomangy Co3paTb pensiuky.

HayHeTtcs npouecc pennvkaumn. B ntore npaBunbHOro KOHMUIYPMPOBaHNS U YCMELIHON pennukaumm B nHTepdence
dbctl gomxHa oTobpaxaTbcsa uHpopmauums, kak Ha PucyHke 70: cepeepa B[] macTtepa v pennuky BKIKOYEHbl, €CTb CBA3b
co cnyx6amu Redkit Keeper Service (Cepsuc), cnyx6bl Redkit System Service (Cepsuc Redkit) octaHoBneHbl. Cnyx0Obl
Redkit Keeper Service (CepBuKC) N0 yMONYaHMIO HAXoOATCA B aBTOMAaTUYECKOM PEXMME.
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¥npaeneHuwe gnacrepom Redkit

E =0 X

HazsaHue

* ¥anel knactepa b

Cepenc Redkit  Octanoener | Orcnexweaerca

* 172.19.18.48:5432
Cepeunc EcTh cBAZE | AETOMATMHECKWA pEMM
Cepeep BJ1 Binrouen MACTER
Cepenc Redkit  Octancenen  OTcnesueasrca
¥ 17219.16.188:5422
Cepemc EcTb ceAse | @ETOMATMHECKWA PEAMM

e e e

PucyHok 70 - YTunura "dbctl”

5.1.3.1 YTunuTta dbctl

®OyHkumm yTunuTbl dbctl:

. 'padunyeckoe otobpaxeHne cocTosiHum cepeepoB bB[.

1

2. 'pacmyeckoe oTtobpaeHne coctosHni Redkit Keeper Service.
3. paduyeckoe otobpaxeHne coctoaHun Redkit System Service.
4
5

. PyyHoe cospaHuve pesepsHoro cepsepa b[.
. CospgaHue pesepBHon konuu B[,

Onucanue coctoaHun cepsepoB B n cnyx6 Redkit Keeper Service (Cepuc) npeacrasneHo B Tabnuue 11. OnucaHue
ctatycoB cepBepoB B[] n cnyx6 Redkit Keeper Service (Cepsuc) npegcrasneHo B Tabnuue 12.

Tabnuua 11 - CoctosHusa cepsepoB B[1 u cepBucos keeper

CepBep / CepBuc | CoctosiHue OnucaHue
Cepsep B[ BkntoveH CYB[ Postgres 3anyLieHa
BblkntoueH CYB[] Postgres oTkntoyeHa
BbinonHeHne npouecca pennukauun | BeinonHaetca pennukauus knactepa b
knactepa b[j
Onpoc Cnyx6a Redkit Keeper Service BbINOMHAET onpoc
cratyca bl
BkntoyeH (B HegocTynHa) Cepsep B[] BkrtoYeH, HO NOAKNIOYEHWE KITMEHTOB
OTKIoHsieTCHA. Hanpumep, nonb3oBarens npu
KOHbUrypmpoBaHum ykasan HeKOpPPEeKTHbIA Naporb Ans
poctyna kK cepsepy B[]
Cepsuc EcTb cBA3b Cnyx6a Redkit Keeper Service 3anyLieHa 1 Beget
oTcnexveaHue knactepos bl cuctemsl
HeT cBA3mn Cnyx6a Redkit Keeper Service octaHoBneHa
nonb3oBaTenemM CMCTeMbI UM aBapuiiHO 3aBepLunna
cBO paboTty
Onpoc Mpw nepsoHayansHoM 3anycke dbctl BeinonHsaeT onpoc
coctosaHusa cnyx6 Redkit Keeper Service
Cepsuc Redkit BkntoveH Cnyx6a Redkit System Service 3anyLieHa
OctaHoBneH Cnyx6a Redkit System Service octaHoBn€EHa
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Ta6bnuua 12 - Ctatychbl cepBepoB B[l u cepBucoB keeper

[10 OCHOBHOIO

CepBep / CepBuc | Ctatyc OnucaHue

Cepsep B[] Mactep YkasaHHas B[] siBnsietca ocHoBHoM B cucteme Redkit
Pennuka YkazaHHasa B[] asnsetca pesepsHon B cucteme Redkit

Cepsuc ABTOMaTNYECKNIA PEXUM B naHHOM pexume npoucxoanT aBToMaTuyeckoe cosgaHvne

pennvk1 1 aBToMaTnyeckoe noBbIWeHNe pe3epBHOro cepeepa b

Py4yHou pexnm B gaHHOM pexxnme BO3MOXEH PYYHOM BapuaHT CO34aHNsA pensiuku
1 aBTOMaTU4eCcKoe NoBblLLEHME pe3epBHOro cepeepa b oo
OCHOBHOTO
Cepsuc Redkit OTtcnexuBaeTcs Cnyx6a Redkit System Service otcnexuaetcs

Hanuune pennukaumm npy pasHbix yCroBusax B pasHbix pexxumax cnyx6 Redkit Keeper Service (Cepsuc) npegcraBneHo
B Tabnuue 13.

Tabnuua 13 - Hannuune pennukaunm npu pasnuyHbIX YCroBUaX

Ne YcnoBue Pennukauusn
Da Het

1 Mepesarpyska pe3epBHOro cepeepa +

2 PyuHon pexxum Redkit Keeper Service. KpaTkoBpeMeHHasa octaHoBKa (<40 c) pe3epBHOro +
cepepa b[l. 3anyck pesepsHoro cepeepa B

3 PyuyHon pexxum Redkit Keeper Service. [inutenbHas octaHoBka (>40 c) pe3epBHOro +
cepsepa bl. BHeceHne nameHneHun B Bl (3anvcb yctaBok). 3anyck pe3epBHOro cepepa
=1}

4 AsTomaTnyeckun pexunm Redkit Keeper Service. KpaTtkoBpemeHHas octaHoBka (<40 c) +
pesepBHoro cepeepa B[1. 3anyck pesepsHoro cepsepa b

5 AsTomaTnyeckun pexunm Redkit Keeper Service. AnutensHasa octaHoBka (>40 c) +
pesepBHoro cepeepa B[. MNpoucxoamT aBTO3anyck pesepBHoro cepsepa bl

[nga mactepa v pennukn 3anoxeH pag QyHKUMIA, KOTOPbIA BbI3bIBAETCS Yepe3 KOHTEKCTHOE MeHIo (PyucyHok 71).

¥npaeneHwe knacrepom Redkit E =[Ol %

HazeaHue ‘

* ¥anel knactepa b

¥ 17219.18 48:5432
Cepemc EcTe cBAZE  3BTOMATMYECKWEA pEHMM
Cepeep BJ] Binroqen MACTEp

Cepeunc Redkit  Octanoenen  Otcnesueaerca
* 17219.16.188:5422

Cepenc EcTe cBAze | AETOMATMHECKWA PEHM

OcraHoENTE cepeep BJ]

Cepenc Redkit Octanoener  OTcneskweaeTca

CO3AaTh PEIEPEHYHY KOMWHD
Mepeeect B pYUHON pexnm

3anyctnTe cepeunc Redkit

PucyHok 71 - ®yHkumm dbctl

OnuncaHune dyHKUMA NpegcTaeneHo B Tabnuue 14.
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Ta6bnuua 14 - dyHkuum dbctl

DyHKUUSA

OnucaHue

OcTtaHoBuTb cepeep b[ /
3anyctutb cepep B[]

PyuHas octaHoBka/3anyck cepsepa B

MoBbicKTb pesepBHbIV cepeep B
[0 OCHOBHOTO

Py4Hoe noBblweHne pesepeHoro cepsepa bl go ocHoBHoro (ecnu B cucteme
yXe eCcTb 0OCHOBHOW cepsep B[, To oH ByaeT aBTOMaTU4eCKn OCTaHOBIEH)

CosgaTb pe3epBHYHO KOMUtO

Py4Hoe co3gaHune pesepBHon konuu knactepa B (pasgen CosgaHne
pesepBHOM konun B[1)

[MepeBeCTn B py4HON peXmm

Py4Hoe nepekrnoyeHne B py4HON pexmm

MepeBecTn B aBTOMaTUYECKUI
pexXum

Py‘-IHOE‘ nepekKkrn4yeHne B aBTOMaTUyecKkuin pPeEXNM

CospaTtb pennuky

Py4Hoe co3naHue pennuku knactepa b

MpekpaTuTb pennukauunio

Py4Hoe npekpalleHne pennukauumn — komaHgaa gns cuTyaumm, korga
nnaHMpyeTcs onroe oTCyTCTBMSA pe3epBHOro cepeepa bl B pabote
(Hanpumep, peMOHT)

3anyctutb cepauc Redkit /
OctaHoBuTtb cepsuc Redkit

Py4yHasa octaHoBka/3anyck cnyx6bl Redkit System Service

5.1.4 HacTponka CUHXpPOHMN3aLUUN BPEMEHN

[na HacTpoWKM CUHXpOHM3aLuK BpeMeHu ucnonb3yetcss SNTP-knueHT NetTime.

1. Ckavawnte nporpammy NetTime onsa ceoen paboyen cTaHumw.

2. PacnakynTe apxus.

3. B nony4yeHHou nanke 3anyctute dannel NetTimeService.exe n NetTime.exe.
4. Tporpamma nosiButcs B obnactn yBegomneHmin Windows. 3anyctute ee Haxatnem JIKM (PucyHok 72).

5. Haxmute Settings (PucyHok 73).

KopznHa

T ) ENG

14:47
31.01.2020 I“_"l

PucyHok 72 - O6nacTtb yBegomnenunn Windows
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x
m
(=)

3
k]
m

Time: 31.01.2020 14:53:00

Last Attempt: 31.01.2020 14:45:38

Last Sync: 31.01 2020 14:45:38 +49ms
Mext Attempt: 11h 52m 39=

Time iz synchronized.
Mode: Standalone Application

Individual Time Servers:

Server Mame Status Offset Lag Laszt Error

0.nettime.poolntp.org Good +48ms 33ms
1.nettime.poolntp.org Mot Used
Z.nettime.poolntp.org Mot Used
3.nettime.poolntp.org Mot Used

Last Error. Mone

Update Now About Close

PucyHok 73 - Hactpowiku NetTime
6. 3anonHute copmy HacTpoek (PucyHok 74) n Haxxmute OK. OnucaHune HacTpoek npeacTtaeneHo B Tabnuue 15.

*

"u
:1|
i)
i)
T
]
]
J
3
I

Hostname or IPF Address Protocol Port Mumber
B} ——»7ime servers: [ 172.19.18.101 | snTe v |123

| |5NTF‘ T

| sne -

T

|
| | sne -
|

| v

—'Updatelnter'.ral: minutes
—!Retrr Interval: seconds  ~

_‘ Demote Servers after EI failures.

|:| Allow other computers to sync to this computer
Always provide time (NOT recommended?)
B—! Show NetTime icon in the system tray at login
E—I Start NetTime service at bootup

—II'.'IELx Free Run: hours o
B—!Ifﬂme adjustment greater than minutes ~ | | Adjust System Time

|:| Automatically Check For Updates every |7 day(s) | Check Now

Logging Level: |Debug w Wiew

0K Cancel

PucyHok 74 - Hactpo#nku NetTime

66



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

Tabnuua 15 - Hactpouku NetTime

Homep OnucaHue

HaCTPOWKH

Ha PucyHke

1 CepBepa BpeMeHu Nno npuopuTeTam (No yMOnyaHuio ykasaHbl cepBepbl CUHXPOHMU3aLNN BPEMEHU
U3 UHTepHerTa)

2 WHTepBan CMHXpOHU3aLMn BpeMeEHU C cepBepamu

3 WHTepBan Mexay NOBTOPHbLIMWU CUHXPOHU3aLMAMN BPEMEHM (Nocrne NpoBarbHON NOMNbITKN)

4 KonnyecTBo NOBTOPHbLIX CUHXPOHU3aUUK nepeq NoHWXeHNneM cepeepa BpeMeHN

5 OTtobpaxaTtb nkoHKy NetTime B obrnactun yBegoOMIIEHWIN NPY BXOAE B CUCTEMY

6 3anyckaTtb cny0y NetTime npwu 3arpyske

7 MakcumanbHbIi nepuog BpeMeHn 6e3 nonyvyeHns NpaBuibHON CUHXPOHU3aLUK (Mo NcTedeHnn
aToro nepuoaa BpemeHu nkoHka NetTime B o6nactu yBegoMneHun N3MEHUTCSt Ha KPecCT 1, ecnu
nporpamma HacTpoeHa Ansi paboTbl B kKa4ecTBe cepBepa BpEMEHWN, OHa NepecTaHeT 0TBeYaTb Ha
3anpockl BpeMeH!)

8 OTperynupoBaTb BpeMsi, ecnv pacxoxageHue donee, yem X

7. Haxmute Stop, 3atem HaxmuTe Start (PucyHok 75).

Time: 31.01.2020 16:29:20
Last Attempt: 31.01.2020 16:28:32
Last Sync: 31.01.2020 16:28.32 +36ms
Mext Attempt:

CLOCK S¥NC LOST!

Mode: Windows Service (Mot Running} Start

Individual Time Servers:

Server Name Satus Offzet Lag Last Error

Last Error: Mone

Update Now Settings... About Close

PucyHok 75 - Ctapt NetTime
8. YbeawnTtecb, YTO CTAaTyC CUHXPOHM3aLIMMN BPEMEHN HAXOAMUTCS B cocTosiHUM "Time is synchronized", a pexum
paboTbl nporpaMmbl B coctosiHum "Windows Service" (PucyHok 76).
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Time: 31.01.2020 16:28:40

Last Attempt: 31.01.2020 16:28.32

Last Sync: 31.01.2020 16:28:32 +36ms
MWext Attempt: 11m S3s

Time iz synchronized.

Mode: Windows Service Stop

Individual Time Servers:

Server Name Status Offzet Lag Last Error

172.18.18.101 Good +38ms 14ms

Last Error; Mone

lpdate Nows Settings. .. About Close

PucyHok 76 - MpoBepka cocToAHUMN

HononHuteneHo oTpepakTupyinTe Yacekl Windows: oTknoumTe onumio BpemMs n3 MHTepHeTa 1 KOPPEKTHO yKaxute
4acoBoOW Mosic.

5.1.5 Hactpounka moaynewu

Tenepb He06x0AMMO BbIMOMHUTL HACTPONKY Moaynen cuctembl Redkit.
1. 3anyctute npunoxexue Redkit Configurator.
2. Ykaxnte pekBu3uTbl cynepronb3oBaTens root u3 wara 12 pasgena lNepeuyHoe koHpurypuposaHue (PucyHok 77).
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Ra REDKIT 2.0
Configurator

root

MNporpassmeE Dowuwnneo

m BREDKIT 202110

PucyHok 77 - 3anyck Redkit Configurator

3. Barpysute dann npoekTa.
4. Tepengute Ha BKNagky Hactponku yana. B TekyLlen KoHUrypauum JomkHbl oTobpaxaTtbes YeTbipe yana (PucyHok

78):

a. Redkit_Workstation — y3enn APM Onepatopa (npunoxexue Redkit Workstation).
b. Redkit_Configurator — y3en koHdurypatopa (npunoxeHue Redkit Configurator).
¢. Redkit_Master — y3en ocHoBHOro cepepa.

d. Redkit_Slave — y3en pesepBHoOro cepsepa.

JoBaenTe y3en

HazeaHue
» Redkit_Workstation
» Redkit_Configurator
» Redkit_Master
» Redkit_Slave

[+ 0+ + ] +]
@ @ @ o
o (@ [ [

PucyHok 78 - Yanbi cuctembl Redkit

5. Tenepb BbINONHUTE HACTPOMKN MOAYNEN, COrMacHO ONMUCAHUIO HXKeE.

5.1.5.1 HacTtpoinka moaynen npoTOKOsoB

B y3nbl Redkit_Master n Redkit_Slave nobassTe Heobxoaumble Mogynu npoTokonos (pasaen [Jo6aeneHne moaynen).

MoZaynu NpoTOKOsOoB:

KnneHT npotokona lec104 — npuem gaHHbIx B Redkit no MOK 61870-5-104;
KnueHT npotokona lec61850 — npmem gaHHbIX B Redkit no MOK 61850 MMS;
KnueHT npotokona Modbus — npuem gaHHbix B Redkit no Modbus;
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- KnueHnt npotokona SNMP — npuem gaHHbix B Redkit no SNMP;
- Cepsep npotokona lec104 — nepegava gaHHbix u3 Redkit no MOK 61870-5-104.

5.1.5.1.1 UpeHTudnkartop cepsepa 61850

Y moaynsa KnueHTt npotokona lec61850 ykaxute naeHtndcpukatop cepsepa: y Redkit_Master — 1, y Redkit_Slave — 2

(PvcyHok 79).

AoBasuTe y3en

Hazsanne

» Redkit_Configurator
¥ Redkit_Master

Apxnsnposarine

Knuent npoTokona lec104

Moynb 3anucn curnanas s Bil
Maogyne saxsara obopyA0BaHUA
Mogyne 06paboTki GNaHKOB NepeKnHYeHHH
Mojynb curxpoHmsaLm c 6/
MAaHNPOBLY MK BEIAAYN KOMEHA YTIPABAEHUA
Cepeep 06paboTku cOBLITHI

» Redkit_Slave

» Redkit_Workstation

Wma ofwexta ‘ KauenT npoTokana lec61850

B B [=
- Wmsa knacca gna mogyns | lec61850Client
W daiina mogyns iec61850-client

» Obuwue
»  MOHUTOPHHT

¥ YacTHeie
[C] BrntouuTs oNpoc ocuuanorpamMm
[C] Brnio4MTs yAaneHme CTapbix OCLMANGrPaMM
PesepBHbIii MOAYnb AEPXATh B PEXVME DNPOCa
B B = ‘CoxpaHATs NoAL30BaTENA
[+]

¥ K3YECTEOM

Bpenws accouuaumn (mc)
Bpewn 6ydepusaun (uc) 20000
Bpemna oxngaHua(Mc)

ANMTEensHOCTL XPAHEHWA OCLMANOTPAMM, CYTKM
3anepxka capa (Mc) 000
3anasabiBaHWe BPEMEHH (Mc)
KaTeropus wHuLuatopa
Onepexene spenenn (mc) 43

Mepuoa nHbopmuposanms (cex)

Bpewmsa Hauana yAaneHna oCLUWANOrPaMM, YaChi:MUHYTH

\ | WaexTudukatop cepeepa

MlyTh A7A COXPaHEHUA DCUMATOTPaMM

MyTb kK NPOrpaMMe NPOCMOTPA CCLMANOTPAMM

TR

CNKCOK rpynn yCTpORCTE

PucyHok 79 - HacTpoiika naeHtudukatopa cepBepa

5.1.5.1.2 Bbi6op pexnma pesepBupoBaHUs

Ona mogynen KnueHT npotokona lec104 v KnueHT npotokona lec61850 Bbibepute pexvm pes3epBMpOBaHWS:

«FOPSYMIN» UK «xorofdHbIy (MoapobHee o pexumax B pasgene Pexumbl pesepBrpoBaHMs MOAyel MpoTOKOMOB).

[ns «ropsiyero» pexxuma 3anofiHuTe 4ekboKe y HacTpoiikn PesepBHbIN cepBep AepXKaTb B peXXume onpoca B Moayrne
KnueHT npoTtokona lec104/ KnueHTt npotokona lec61850 B yane Redkit Master v B yane Redkit_Slave (PucyHok 80).

JobaenTs yzen

Wma obwexta | KnneHT npoTokona lec104

ApxuBMpOBaHUE

KnuenT npotokona Iec104

KnwenT npotokona Iec61850
Mogyae 3anucu curkanos B B/
Mogyae 3axsata obopy,sosarna
Mogyae obipaborkn BaaHkos neperaroyeHmit
Mogyas cuHxponmnzaumn c B
MA2HNPOBUL MK BBIAAYM KOMBHA YTIDABAEHNA
Cepsep o6paboTkin cobeinii
» Redkit_Slave
» Redkit_Workstation

Hasgarwne
» Redkit_Configurator =i
¥ Redkit_Master =ES

Wma knacca gna mogyas | lecl04Client
Wmn daitna mogyna iec104-client

» OBwme
» MoHuTopUHT

¥ YacTHue

[[] 3anmce »ypHanos obmena C ycTpoicTeamu

"’"l Pe3epBHbi i MOAYNb AEPXETE B PEXUME unpncal

CoxpaHaTs Nonb3osatens

B & YNpaBAeHUE Ka4ECTEOM

g = Bpema accoumanm (mc) ’T
Bpems bydepuzauun (mc) ’W
Bpemna oxuaaHuA(mc) ’T
JlensTa BpEMEeHn ANA KOPPEKLMM 3HaYeHuA (Mc) 1000 :
3agepxka cTapTa (Mc) 1000

3ana3geiBaHne BpEMEHH (MC)
‘OnepexeHue speMeHn (Mc) 43200000

Mepwog undopMuposanns (cex)

‘CnucoK rpynn ycTpoiicTe

A

PucyHok 80 - «fopsiuni» pexum pesepBUpoBaHUs
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[nsi «xonogHoro» pexxmuma CHUMUTe YekOOoKC y HacTpoviku Pe3epBHbIV cepBep AepXaThb B peXuMe onpoca B Moayrne
KnuneHT npoTtokona lec104/ KnueHt npotokona lec61850 B yane Redkit Master v B yane Redkit_Slave (PucyHok 81).

Hassanne Wmn obbexta ‘ KnweHT npoTokona lec104
» Redkit Configurator [

Wms knacca ana mogyns | Iec104Client
~ Redkit_Master B =

ApxvBNpoBEaHINE Wms daiina mogyns iec104-client
KnueHT npotokona lec104 b4 » OB6wme

Knuent npotokona lec61850
» MoHuTopMHT
Mogyne zanucu curanos g B/l P

Mogyas 3axsata obopysoBaHus ¥ YacTHeie
AEEE b Ao prepo oo [C] 3anuce sypranos obmena c ycTpoAcTBaMm
Mogyae cukxponusaume ¢ B

—_ I [] PesepsHbiii Mogyns AepxaTh B pEXUME anDcaI

MAGHMPOBLL WK BBIAAYW KOMaHA yNPaBAeHHs

Cepsep o6paboTtku coBLITHiA CoxpaHATs NONL30BATENs
» Redkit_Slave g = ¥Ynpaenenue kauecTEOM
b Redkit_Workstation =

Bpemsa accoyuaumn (mc)

Bpemsa Bydepusaiu (Mc) 30000

i

Bpemsa oxuganuamc)

4

JlensTa BpEMEHI 4NS KOPPEKLMK SHAUEHUA (MC) 1000
3apepxka cTapTa (mc) 000

3anasgpiBaHUE BPEMEHM (MC)

L

OnepexeHne BpeMeni (Mc) 43200000

Mepwoa nHdopmuposannsa (cex) 60

‘Cnncok rpynn ycTpoircTe ‘

PucyHok 81 - «XonoaHbIi» pexvum pe3epBMpoBaHUsA

5.1.5.1.3 TpaccupoBka o6mMeHa AaHHbIMMU

Ons npotokona MAK 61870-5-104 ecTb BO3MOXHOCTb BKIMIOYUTbL 3anmnchb TPacCUpoBKM obMeHa B doain.

1. HaxmuTe Ha moayne KnueHT npoTtokona lec104 B yane Redkit_Master nnn Redkit_Slave.
2. OTmeTbTe YekBOKC Y HacCTPONKM 3anuch XXypHanoB o6MeHa ¢ yctpoucteamm (PucyHok 82).

rm— (st orco |

Hazeanue ¥ Mpotokon
» Redkit_Workstation

» Redkit_Confi 1
Sl CoxpaHaTe NoAL30EATENA
¥ Redkit_Master

Apxnsnposarne Bpema cxungannamc) 5000 :
Knnent npotokona lecl04 * Bpema accoumawmm (mc) 5000 :
Knwnent npotokona lecb1850 Bpema Bydepusauym (mc) 180000 *
Mogynes s3anucu cursance B B/1 T e ,760 -
Mogyne 2axeata obopysoeaHua

T T G B OnepekeHne BpeMern (Mmc) 43200000

Mogyne oBpaboTkn Baankos nepexntoueluii 3anazgeiBaHie Bpemeni (tc) 2502000000
Mogyns cusxposnsanmi ¢ B

¥npaeneHue KauecTEoM

[+ 1+ +]
m [ @
o [ B

¥ Knuent npotokona
MNaHUPOELLWK BBIAAYN KOMAHZ YNPaBNEHNA

Cepaep oBpaboTku coBbmuii 3agepxka CTapTa (Mc) 1000 |

» Redkit_Slave =l Cnucok rpynn ycrpoidcTs

¥ YactHele

Pepaktposate

3anuck ¥ypHaNos oBMEHE ¢ yCTpoRCTEIMI I

[C] PesepeHbIii Mogye AepxaTte B pexume onpoca

[JenbTa BpEMEHN AN KOPPEKLIMN SHAYEHKE (MC) 1000 :

PucyHok 82 - 3anuchb xypHanoB o6mMeHa ¢ ycTpoucTBamMmun
3. Haxmute MNpuUMeHUTb.

TpaccupoBka nuweTcs B hans:
C:\%temp%\<ums_npomokona>.log

) BHumaHue: lNocne Hanagkn oOTKNOYUTE TpacCUpoOBKY, TaK KaK yaaneHue cbaﬁnos TpaCcCUpPoOBKN He

! h
/& 3 KOHTpPONMpYyeTcsa MU eCTb ONacHOCTb 3anofHUTb AUCK.
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5.1.5.2 HacTtponka moayneun yctapeBaHUs TeroB U HeNPuUBA3aHHbIX CUTHaNoB

[aHHas HaCTpOIZKa Heobxoauma, ecnu B NPOEeKTE NCNOJb3YTCA HENPUBA3aHHbIE K annapaTtHOMY YPOBHKO CUrHarnbl, HO
KOTOpbIE 3a4encTBoBaHbl B anroputmax.

1. B y3nbl Redkit_Master n Redkit_Slave nobasste Moaynb 06paboTkn HenpuBsa3aHHbIX curHanoB u Mogynb
npoBepKu yctapeBaHuUA TeroB (pasnen [JobaeneHne mopynen).

2. B Hactponkax moayns Moaynb npoBepku ycTapeBaHusa TeroB uameHute lNepuoa npoBepKu akTyarbHOCTU
TeroB (Mc) 1 Bpems yctapeBaHusi 3Ha4yeHUM (¢) Ha Heobxoanmble (PucyHok 83).

JoBaenTs y3en

Hassatne Wmna cbrekra | Mogyne npoeepkn ycTapesaHna Teros
b Redkit_Workstation + =/
X X WmA knacca gna nnarida | TagAgeChecker
» Redkit_Configurator B B =
v Redkit_Master BEE Wma daiina nnaruxa tagagechecker
ApxnBMpOBaHNE ¥ ObBwwe
Kawent npotokona lecl04 OTaenbHbI NoToK
Knuent npotokona lec61850 "
MpnopuTter mogyna 201
Mogyne sanuck curnance e bJ]
Mogyne saxeata obopygoeaHua Bpewn oxmgarig (mc) 60000
Moayne koHTpona cepeepoe B[] WuTepean npoeepkn (Mc) 1000 o
Mogyne oGpaboTkn BnaHKoe NEpEkHYEHNI Kan-80 nosTopos komakge! o *

Maoayne NpoBEpKW YCTapEBaHWA TEroB

Mogyne cuHxpornzaumm ¢ B ¥ MoHuTopUHD
MNaHMPeELLMK BbIAa|K KOMaHA yNpasneHma [] Orcneskneats napamerpe:
Cepeep obpaboTn cobbmuii

JornposaHne
b Redkit_Slave g & B :

JuarHocTueckan MHGOpMaLua

WHTepean arperayun (pc) 60000 o

WHTepean namepeHuii (Mmc) 1000 o
¥ YactHele
Bpema ycTapesaHna 3Ha4eHni (cex) 60 o I
3agepxka crapTa (mMc) 60000
\I Mepuog NpoBEpKN aKTyaNBHOCTH TEMDE (MC) 1000 I

PucyHok 83 - HacTpoiiku moaynsa npoBepku ycTapeBaHUs TEroB
3. Haxmute NpumMeHUTL.
4. lNepengute Ha BKNagky MeHo YcTtapeBaHue u noacTaHOBKa.
5. OTmeTbTE 13 AepeBa NpoekTa Te Tern, KoTopble ByayT «ycTtapeBaTtby U Haxmute NMpumeHnTb (PucyHok 84).
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Haseanue

|YcrapeaaHHe |ﬂoKaanan nogcraHoeka | Onwucadwne

 B-220-2T

* [L2GGI01
* PX
Anlnl

Anln3
Anlnd
Anln5
Anlnb
Anln7
Anlnd
Anln9
Anlnld
Anlnll
Anlnl2

¥ Bropoe npucoegnnerue [

¥ BN 220 kB Bropan

I S I R R [y

T Y

KEEEO

AHanoroeelid curHan 1

=

AHanoroeeld curHan 3
AHanoroeelid curHan 4
AHanoroeeld curHan 5
AHanoroeelid curHan @
AHanoroeeld curHan 7
AHanoroeeld curHan &
AHanoroesld curHan 9
AHanoroeelid curHan 10

AHanoroeeld curHan 11

[ 3R Of [ O (3R O 3 O |
[ 3R Of [ O (3R O 3 O |

AHanoroeeld curHan 12

PucyHok 84 - YcTtapeBaHue Teros

5.1.5.3 HacTtponka apxmBupoBaHuA AaHHbIX

3a apxmBuMpoBaHMe OaHHbIX OTBeYalT Tpu moaynsa (Tabnuua 16).

Ta6bnuua 16 - Mogynu apxMBMpoBaHUA AaHHbIX

Moaynb

OnucaHue

ApxunBupoBaHue

MonMTVKM apX1BUPOBaHKS TETOB (ONTOBPEMEHHOE XpaHeHWe, OYUCTKa TEroB
Yyepes Bpemsi U apyrue)

VMcnonb3oBaHne gucka

MO,EI,yﬂb NCNnonb3yeTcda npu aBapMﬁHOﬁ O4YNCTKEe AnCKa, Korga Mecto Ha HeM
3aKkaH4ymBaeTcs. [JaHHas oumncTka pa60TaeT B 006Xxo4 MONUTUKK apxmBmpoBaHuA,
3aJaHHON B moayne ApXI/IBVIpOBaHI/Ie. BoamoxHo yoanAathb:

- 3anucu B XypHanax cobbiTui;
- nony4YeHHble OaHHble.

PoTtauusa apxmea coObiTui

Mogynb NpoM3BOANT OYMCTKY XXypHana cobbiTum

1. B mogyne ApxvBMpOBaHUE M3MEHWTe HAaCTPOWMKU COrMacHo BalluM TpeGoBaHWAM U BbibepuTe Tern Ans NonuTuK
apxuBupoBaHusi (pasaen BoiGop TeroB Ans NOMUTUMK apXMBUPOBAHUS).

2. [o6aBbte Mmogynu Micnonb3oBaHue aucka n Potauus apxmea cobbituii B yanbl Redkit_Master v Redkit_Slave (pasgen

[obaBneHue moaynen).

3. N3ameHuTe YyacTHble HaCTPOMKN MOoAYNeN U3 wara 2 cornacHo Bawnm TpeboBaHUAM.

5.1.5.4 HacTtponka oto6paxeHns BpeMeHU 1 nepegaydm AMarHoCTUYECKMUX AaHHbIX C

cepBepoB Redkit

[na otobpaxeHus Tekyllel gatbl U BPpEMEHM Ha MHEMOCXeMe, a Takke AMArHOCTUYECKMX [aHHbIX C CepBepoB
ncnonb3yetcs Mogynb JlokanbHble napameTpbl cucteMbl. Mogynb MOXET NepedaBaTh Crieaylowye daHHbIe:

- Tekyuwee cnuctemHoe Bpems Ha paboyen ctaHuum (unixtime).
- O6bem O3Y 1 ancka — 3aHATo/cBOOOAHO.
- CocrosiHne cepBepa B[] (ocHOBHOW/pe3epB).
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1. [obGasbTe Mmoaynb JlokanbHble NnapamMeTpbl cucTembl B yanbl Redkit Master n Redkit_Slave (pasgen
[o6GasneHne mogynen).

2. B 4yacTHbIX HaCcTpOMKax Mogyrns BbiIoepuTe Teru TeKyLero BpeMeHU cucTembl. 3TO Teru, B KOTOPbIE 3anuCbIBaeTCs
Tekyliee cuctemHoe Bpems B popmate UNIX-time (PucyHok 85).

Mpum.: [Ona nepeBoga 3HauyeHusi Bpemenn ns oopmata UNIX-time B CTpokoBbIl, B CKpuMTe WabnoHa Heobxoammo
ncnonb3oBatb yHkUMIO "scada.timeToString(time,format)".

3. B yacTHbIX HacTporikax Mmogyns BelbepuTe TErM COCTOSIHUS riokanbHoro gucka (PucyHok 85):

a. ma gucka ansa otcnexmBaHuAa — YKa3blBae€TCA M4 JTOKaJibHOro AnCKa B cucteme (6YKBa).

b. Tern pa3mMmepa AUCKa — and OTO6pa)KeHVIFI B CcUCTeMe Mnorb3oBaTenemM AoimkeH ObiTb YCTaHOBJI1EH NapaMeTp
Ama aucka pnsa otcnexuBaHuA.

c. Tern cBO60AHOrO MecTa Ha AUCKe — Ans OT06pa)KeHI/I$| B CUCTeMe Mofb30BaTeNemM AOMKeH ObiTb YCTaHOBIEH
napameTp Mma gucka ana otcnexnsBaHuA.

4. B 4acTHbIX HacTponkax Mogyns Bblibepute Term orcnexmsaHusa coctosHus O3Y (PucyHok 85):

a. Teru pasmepa onepaTMBHOWN NamMATH.
b. Tern pasmepa cBo60AHOM onepaTUBHOM NAMATM.

c. Teru ctatyca cepBepa — ecnu cepsuc Redkit B ponn «OcHoBHOM» (MacTep), To B Ter 3anvcbiBaeTcs 1, MHaye
0.

5. Haxmute NMpumMeHUTB.

[loBasuTs yzen

Hassanne Bpems oxmaanna (mc) ‘ 60000 o

¥ Redkit_Workstation WHTepean nposepkn (mc) 1000 5

» Redkit_Configurator Y
Kon-eo nosTopos KoMaHaE! [/
w Redkit_Master

[+ i+ +]
o o o
]

£l

Apxsnposanne * MonutopuHr
KnuenT npatokona lecl04 [E] Orenexansars napaserpes
KnwueHt npoTokena lecb1850
[[] Nerupoeanne

[uarkocTaveckas nHbopMaLa

Wrrepsan arperauu (mc) 60000 =
Wrepsan usmepenmnii (mc) 1000 *

* YactHeie

Mogyne 3anncn curnanos & bJ
Mogyne 3axeara obopyaceanna

Moy koHTpons cepsepos Bl
Mopynb abpaboTkn Gnanias nepekaroye
Moayne 06paboTki HENPUBAIEHHLIX CUTHAN

Moayne npoEEpKN yCTapeeaHA TEroe

Wrepsan oBrosnenus (uc) 1000 =

Moayne cubxpormsaumm ¢ B

W ncka 418 oTcaesmsanns
TNaHMPOBLK BBIAAUH KaMaH yTpasneHin

Cepeep obpaboTin coboimmii Terw pasmepa aucka

» Redkit_Slave

Tern pasmepa onepaTneroil Namath

Terw pasmepa ceoBoaHoil onepaTMBHON NamMaTi

Tern cTatyca cepeepa

Tern ceoBOAHOro MECTE HA AHCKE ‘

Tern TEKyLIErD BpemEHN CHCTEMBI

PucyHok 85 - JlokanbHble napameTpbl CUCTEMBI

B kadecTBe MMEH TEroB 3a4aloTCs «ANIMHHbIE» UMEHA.

5.1.5.5 HacTtponka APM OnepaTtopa
3a APM onepatopa otBedvaet y3en Redkit_Workstation. Ckonbko APM TpebyeTcsl B paboTe cucTembl, CTONBKO U Y3I10B
Redkit_Workstation TpebyeTcsa co3gaTtb.

Coset: Hanpumep, y Bac B cucteme byget asa APM Ha cepsepe u Bocemb APM y knneHToB — Bcero gecate APM. B
TakoMm crny4vae HeobxoaMMO co3aaTb AONOMNHMTENbLHO AeBATh y3noB Redkit Workstation.

1.V yana Redkit Workstation HaxmuTe Ha kHonky KnoHwuposatb ysen (PvucyHok 86). Bymetr cospaH ysen
Redkit_Workstation_clone.
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JoGaenTe yzen

Hazeanme

b Redkit_Configurator
b Redkit_Master
¥ Redkit_Slave

Vorkstation

=]
=]
=]

| M |

KnonwposaTe y3en

Mma obwekta | Redkit_Workstation

[[] KputuuHooTs yana
OTaenbHBIR NoToK
Mcnonbsoeats NPUOPMTET y3na ANA MogyNe

TR crovons s |

MpropuTeT MOgyNA NO YMONYaHUID

Afpec v nopT cepeepa:
| 1722311033 e

A,D,pECE W NOpTEI Y3N0E NOAKNHYEHNA:

Jobasnts
| 172.2310.85 | B3 ;
| 172.2311.27 | 8232 ;

PucyHok 86 - KnoHnpoBaTb y3en
2. B HacTpoKkax HOBOrO y3ra crnpaBa n3aMeHute nums oobekta Ha Heobxoamumoe (Ne1 Ha PucyHke 87).
3. B Aapec u nopt cepBepa BBeauTe |IP-agpec, Ha koTopom ByaeT aaHHbin APM onepatopa n TCP-nopT, OTNWYHbINA

OT paHee ncnonb3oBaHHbIX (Ne2 Ha PucyHke 87).

4. B Agpeca v nopTbl Y3noB noaknyeHus ykaxute |IP-agpeca n TCP-nopTel OCHOBHOIO 1 pe3epBHOIO CepBepoB

o

(Ne3 Ha PucyHke 87).

foBaenTe y3en

HazeaHmne

b Redkit_Configurator
Redkit_Master
Redkit_Slave
Redkit_Workstation
Redkit_Workstation_clone

-+ -+ -+ +

ol [@ @ @ @
= @ @ @

»
[ 3
[ 3
»

Wma obwekTa | Re dkit_Workstation_clone -I—

[[] Kpwrtnunocte yzna
OTgenbHBIA NOTOK

Mcnonez0eaTe NPUOPKWTET y3na 4NA MOAYNER

[MpropUTET Mogyns No yMoa4aHnHe 140 2

Appec n nopT cepeepa:

| 172.23.110.32 | 3237
Appeca v NopTel y3NOE NOAKIHYEHKNA
[NoGaswTs

| 172.23.10.85 | B2

| 172.3.11.27 | 332

PucyHok 87 - HacTpoiku y3na

Haxmute MpumeHnTb.

MosTopwuTe warn 1-5 ans cosgaxusa apyrmx yanos Redkit_Workstation.
B cepBepHbix y3nax (Redkit_System_ Service wnv Redkit_Master n Redkis_Slave, B 3aBucumoctu OT Tuna
KoHurypauumn) B Agpeca 1 noptbl y3noB nogknoveHus fobaeste IP-agpeca n TCP-nopThl CO34aHHbIX Bbile
y3noB APM onepatopa (warun 1-5) (PucyHok 88, PucyHok 89).

75



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

JoGaBnTe y3en

HazeaHwe

» Redkit_Configurator

b Redkit_System_Service
¢ Redkit_Workstation
» Redkit_Workstation_clone

+M+] + [+

m [ o o

B

[

Mma obrekTa | Redkit_System_Service
KpwTnuHocTe yana

OTaenbHEIR NoToK

Menonb3oeate NPMOPWTET Y313 4NA MOgYER

MMpHopUTET MOAYNA NO YMOAYEHIKD

Appec w nopT cepeepa:

172.2310.85 | PP -

A,EI,F]ECE W NOPTEl Y3N0E NOAKNHYEHHA:

loBasnte
/ | 1722311032 | 837 %
| 1722311033 | B3

bl VcTaHOBMTE BCem

PucyHok 88 - Agpeca u nopTbl Y3110B NOAKI/IOYEeHUS] B OQHOCEPBEPHOM pexume

JoGaenTe y3en

HazeaHne

b Redkit_Configurator

»  Redkit_Master

»  Redkit_Slave

»  Redkit_Workstation

»  Redkit_ Workstation_clone

4]

oo ok

(=]
E
(=]
(=]
(=]

=

= (2] [

e obrexta | Redkit_Master
KputuuHocTs yana

OTaenbHEIR NoToK

Mcnonesoeate NPMOPUTET Y313 ANA MOAYNER

MpropuTET MOAYNRA NO YMOAYaHUKD

Appec n nopT cepeepa:
| 172.231085 | 831 2

/|

A,B,FIECE W NOPTEl Y3N0E NOAKNHYEHNA:

Jobasute
| 1722311032 | 817 .
| 1722311033 | B2s

IR oo e

PucyHok 89 - Agpeca 1 NopThbl Y3rOB NOAKIIOYEHUS B peXUMe pe3epBUpOBaHus

5.1.5.6 3anyck cnyx6 Redkit

Mocne Bcex HacTpoek mogynen 3anyctute cnyxobl Redkit System Service Ha OCHOBHOM 1 pe3epBHOM CepBepax Yepes

aucnetyep 3agad Windows.

5.1.6 HacTpouka ynpaBneHus

[nsa Bo3amoxHocTn ByayLiero ynpasneHus KA ns APM HeoBxoauMo BbINOMHUTL NpeaBapuTenbHble CHATUE/MOACTaHOBKY
ans scex KA, kotopbiMu npegnonaraeTcsa ynpaenaTb. [ANg 3TOro BeINOMHUTE creaylowmne AenCcTBIS:

1. 3angute B APM Redkit SCADA.
. OTKponTe rnaBHYO MHEMOCXEMY.

2
3. HaxmuTe gBoViHbIM Wenykom no BbibpaHHoMmy KA. OTkpoeTcst nacnopt atoro KA.
4. Ha Bknagke CocTosiHMe BbINOMHUTE NOACTAHOBKY, 3aTeM cHATME (PucyHok 90).
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Macnopr B 10 CB 2-3CLL — %

COCTORHKUE

B 10 CB 2-3CLU

® HepnocToBEPHOCTb

YcTapesaHue : ofiHUE
BrtoueHno OTKNHOUYEHO
3ameLLeH ] ueno [ e

BrokupoBaH onepaTopom :] :]

PucyHok 90 - MoactaHoBKa/CHATHE
5. 3akponTe nacnopr.
6. BbinonHute warn 1-5 gnsa octanbHbix KA.

5.1.7 Hactpounka APM B Buage knueHrta

Mpum.: NMepen HacTponkon oTkNoYMTEe MacwTabupoBaHne Windows.
Insa Hactponkn APM onepatopa Redkit BbinonH1Te cneayoLlime 4eNCTBUS Ha NoKanbHOM pabo4yer cTaHumMm onepaTopa:

1. YctaHosute Redkit (pasgen YctaHoBka Redkit).
2. 3anyctute npunoxenune Deployer oT uMeHn agMuUHUCTpaTopa.
3. Bbibepute pexvm pabotbl Jo6aBUTL y3en K cucteme n Haxmute [lanee (PucyHok 91).
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REDKIT 2.0

Deployer
BoiGop pexuma paboThl
O Cozgate cuctemy Redkit SCADA
J OBHoENTE i CTEMY

® noBasmTs yzen Kk cucTeme

D)"AEJ'IHTh NOKANEH bli Y3en CHCTeMBI

O ¥oanute cucTemy

Mgorpannid osn e

3] reokiIT 2.0.2110

PucyHok 91 - BbiGop pexuma pa6otbi
4. YkaxwuTte |IP-agpec 0CHOBHOro cepBepa 1 ocTaBbTe NopT no ymondaxuio (PucyHok 92). Haxmute Janee.
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REDKIT 2.0

Deployer

¥zen pgna nogknwoueHHA HEEEN

AR NoAYYEHNA KOHGUIYRALMOHHBIX NapaMETPOE YKaHWTE PEKEMINTEI
NOAKAHDYEHWA K Y3y, y3He NPUHAANEKALLEMY LENEBOH CHCTEME,

Agpec | 172.23.10.85 |I‘IDpT 24235 ¥

= Hazag H fdanee =

Mgorpannid osn e

3] reokiIT 202110

PucyHok 92 - Y3en ans nogkntoyeHus
5. OsHakombTech ¢ nHdopmaumen o cucteme Redkit u Haxmute Oanee (PucyHok 93).
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REDKIT 2.0

Deployer

¥zen pgna nogknwoueHHA HEEEN

WMHgopmauma o cucteme "Redkit” yonewro nomyueqa,

WMrr BA, Redkit
Knou B 23d5558bed6fEad0
Cepeepm bJl, Bxopawme B cucremy:
OcHoBHOA cepeep 172.2310.85:5432
PesepeHbIfi cepeep 172.2311.27:5432

Cepeepnl NMUEHZMPOBAHNA, EXOAALME B CUCTEMY:
OcHoeHOM: 172.2310.22:3186

= Hazag ” fdanee =

Mgorpannid osn e

3] reokiIT 202110

PucyHok 93 - Uncdbopmaumsn
6. B okHe Cnyx6a ynpaBneHus Knactepom HMYEro He ykasbiBalTe 1 He oTMevanTte (PyucyHok 94). Haxmnte Oanee.
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REDKIT 2.0

Deployer

Chyxba ynpaBneHua KnacTepom EEEN

JagafTe gyHKLMW W HACTRORKN NoKaneHOA cayBel YNPaBNeHWA KNACTEROM

Redkit,
Agpec | 172.23.10.85 | MopT | 24235 5
[ Otenexueats n ynpaenats CYB[] | OcHosHoii cepeep v

MyTe K WCNONHAEMBIM hainam b

| ]

MyTe K daiinam knactepa BA:

| (]

[l OTcnexkueats U yNpaenaTs cepeucom Redkit

= Hazag H fdanee =

Mgorpannid osn e

3] reprat 20.2110

PucyHok 94 - Cnyx6a ynpaBneHus Knactepom
7. OTmeTbTe Tonbko y3en APM 1 B BbinagatoLem cnvcke Belbeprte HaumeHoBaHve yana anst gaHHoro APM
(PncyHok 95). Haxxmute Oanee.
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-
X
REDKIT 2.0
Deployer
Kondurypauwa SCADA EEEN
BriGepuTe MMEHE Y3N0E, KOTopEIE ByAyT 2aNyCKATECA HA AaHHOM XOCTE,
] KoHgurypatop
MmA y2na | Redkit_Configurator -
APM
ma yzna | Redkit_Workstation_clone -
| Cepeuc Redkit_Workstation_clone
VmA y2na Redkit_Slave
Redkit_Workstation
Redkit_Configurator
Haxaamnre "3 Redkit_Master
= Hazag ] [ fdanee =
Mparrpan s eE wodn neo
3] reokiIT 202110
L

PucyHok 95 - Yanbl

8. OtmeTbTe YekbOoKC y komaHabl 3anycTUTb cnyX0y ynpaBneHusa cuctemon n Haxmute OK (PucyHok 96).
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REDKIT 2.0

Deployer

loToRO EEEN

NokansHeld y3enyonewHo ckoddurypupoead, Cuerema "Redkit” rotoea k paBote,

¥ zanycute cnyxBy ynpaeneHuA o cTemoii

B Hauano | [ Ok

Mgorpannid osn e

3] reokiIT 2.0.2110

PucyHok 96 - 3aBepLieHue KoHUrypupoBaHus

9. BbInonHWTe NpoBepKY KOppeKTHOCTU fobaeneHus yana k cucteme Redkit (pazgen MpoBepka KOPPEKTHOCTM CO3aaHMs
cuctembl Redkit).

10.MoeTopuTe warn 1-9 ana gpyrux APM Onepatopa.

5.1.8 Pe3epBupoBaHue Knro4veun riMueH3npoBaHus

Mpwn 3anycke nporpamm n cepeucoB Redkit SCADA nponcxoaut NoAKMoYeHNe K OCHOBHOMY KITHOUy NULIEH3VPOBaHMS,
YKa3aHHOro Mpu Co3gaHun CUCTEMbI. TEKYLLY0 MHOPMaLUIo O KIoYe NMLEH3NPOBAHNS MOXHO y3HaTb Ha Bknagke O
nporpamme (PucyHok 97 ).
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l‘ REDKIT
CONFIGURATOR

Knrou n MUEH3INpOBaHWA

Konuuyecteo cMrHanos

KonuuectBo apXxMBMpyeMblX NapameTpos

AocTynHbie onuum:
Moayne pacyéros
PezepeuposaHue cepeepos b/l
Moayne OTHETOR
cAnm
PesepeuposaHue cepeepos Redkit SCADA
Moayne GIS
MoHuTopuHr OMNPY
WEB-cepBep
Moayne GnaHkoB nepeknoYeH i
CeTb

[ocTynHble NPOTOKONbI:
Modbus TCP
M3K 60870-5-101/104
M3K 61850
SNMP

2.02110

Cepeep knoueun 172231022
MaeHTUdKMKaTOP KAKOYA 3B8ASDGF
foctynHo APM 100

He orpaHudeHo

He orpaHu4eHo

© 2023 000 "Mpocogr-Cucremel”. Bce npaea 3almieHb.

PucyHok 97 - UncbopmaLmsa o nporpamme

Mpn OTCYTCTBMM MNOOKIMIOYEHUS K OCHOBHOMY KIIHOMY JIMUEH3VPOBaHUS MporpaMMma npou3BedeT aBTOMaTU4ecKoe
NoaKMoYeHVe K pe3epBHOMY KItody. MiaMeHuTcsa nHdopmaums o nporpamme (PycyHok 98). B okHe ByneT oTobpaxaTtbest

CPOK e CTBMSI PE3ePBHOIO Kroya.
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l‘ REDKIT
CONFIGURATOR

Knrou n HMueHInpoBaHWA

Cepeep KnKuen 172231128

WMaeHTudukaTop knrova &80015D0C
JoctynHo APM 40
Konuuecteo cMrHanos He orpaHuueHo

Konuuecteo apxMeupyeMbix NapaMmeTpos He orpaHuueHo

JocTynHble onuun:
Moayne oT4éToB
Canm
WEB-cepeep
CeTb

JocTynHble NpoTOKOALI:
Modbus TCP
M3K 60870-5-101/104
M3K 61850
SNMP

PeszepBHbIA KNHOM: OCTaNoCh 23 YacoB

2.0.2110

© 2023 000 "MpocodT-Cuctemsl”. Bece npasa 3alMeHsi.

PucyHok 98 - UHdopmaums o nporpamme

ABTOMAaTU4YECKM pa3 B CyTKM B XXypHare cobbiTuin ByaeT 3anncbiBaTbCsi COObITME 00 MCNOMb30BaHMKN PE3EPBHOIO KIlko4a
NULEH3MPOBaHNs M 0 cpoke ero gencteusa (PucyHok 99). Cpok OeNCTBMA Pe3epBHOro Kitya C MOMEHTa MepBOro
noaknoyeHns K Hemy — 30 gHen.
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[3 Bee cobbima = o X

=

RIF T

= Bce cobbitna

Mevars (7] §

V] Guabtpaums  Ixcriopr

Onucanie T | OyHKyMOHankHas rpynna T | Microunmk | Yaen

H 0 17.04.202 223 | Mcnons3yerca pesepansiii cepeep Knouedi. OcTanocs 0 areit HeuCrpaBHOCT MPH BBINOMHEHHH C Redkit_System_Senvice
] 9 | W 17042023 123059756 Owubka knoua Kniou H npu <l Redkit Workstation
] & | M 17042023 122938644 Owmbka knoua Kniou HeucnpasHOCTS Nput BbINOAHEHMHN Ct Redkit Workstation
&l 7 W 17042023 115904927 Ycnewnsiii Bxon 8 APM (Redkit_ Workstation). Havano/3agepluenue ceatca paboe Redkit Workstation
] 6 M 17.042023 11:5846.650 Bbixoa w3 APM (Redkit Workstation). Havano/3asepluenue ceatca paboe Redkit Workstation
] 5 W 17.042023 113935197 Bbixoa u3 Kowduryparopa (Redkit Configurator). Havano/3aeepluenue cearca pabots Redkit_Configurator
(] 4 I 17042023 11:15:33487 YenewHsii Bxo4 &8 APM (Redkit Workstation). Hauano/aaeeplieHue ceaHca paboTe Redkit_ Workstation
M 3 17042023 11:15:221.924 Boixoa 13 APM (Redkit Workstation). Havano/3aeepwenue ceaHca pabote Redkit_Workstation
] 2 [ 17.042022 104729402 Yenewnsiii exop 8 APM (Redkit Workstation). Hauano/3agepluenue ceanca pagots Redkit Workstation
] 1 W 17.042023 104502852 Ycnewmsiii BX0A 8 Kordurypatop (Redkit_Configurator). Hauasio/3aBepluenue ceanca pa6oe Redkit_Configurator

PucyHok 99 - 3anucb B XXypHan co6bITumn

PesepBHbIN KNOY NuLEH3MpoBaHMA OyoeT HeAoCTyneH fnocrne ucteveHus cpoka aenctsud. [pu nogknioveHun K
OCHOBHOMY K4y NULEH3NPOBaHNS TanMep pe3epBHOro kntoya copackiBaeTcs. Konnuectso aHen paboThl pe3epBHOro
KItoya nuueH3mpoBaHus nocne copacoiBaHnsa — 30 gHen.

5.2 HacTtpouka Redkit B ogHOCepBepHOM pexunme

Cxema cnctembl Redkit B ogHOocepBepHOM pexume npeacTtasneHa Ha PucyHke 100.

APM O Ma1 APM Or Ne2

ki
|AF‘M F'.edﬂl — — APM Redkit

—

Cepeep Redkit

Cepewc
Redkit

b0

OCHOBHOW

PucyHok 100 - OgHocepBepHbI pexum

HacTporika Redkit B ogHOCEpBEPHOM peXMUME:

1. BbINonHUTE yCTaHOBKY NpPOrpaMMbl COrnacHo pasaeny YectaHoBKa nporpamMmabl.
2. 3anyctute npunoxexue Deployer oT uMeHn agMuHUcTpaTopa.
3. Bbibepute pexum pabotel Cosaatb cuctemy Redkit SCADA v HaxmuTe Oanee (PucyHok 101).
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REDKIT 2.0

Deployer
BoiGop pexuma paboThl
@ Cozgate cuctemy Redkit SCADA
) OBHOoBNTE CUCTEMY
) fobasuTs YIEN K CUCTEME
) ¥ganuTe nokankH blii y2en CHCTEMEI

O ¥oanute cucTemy

Mgorpannid osn e

3] reprat 202110

PucyHok 101 - BbiGop pexuma pa6oThbl
4. YkaxwnTte |IP-agpec 0OCHOBHOro cepBepa Kroden, nopT octaBbTe No ymonyaruio. Haxmute Oanee (PucyHok 102).
F 'y BHumaHue: Ecnu B cucteme MCnonb3yeTcs NporpamMHbIA KIHOY NUUEH3UPOBaHWUS, TO Mone ajpeca
/& 4 OCHOBHOIO cepBepa KIo4el JOMmKHO ObiTb nycTeiM (PucyHok 103).
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~
X
REDKIT 2.0
Deployer
PeKBHzZMTEI CepEEPOR KAKOUSH EEEEEEERN
BEAEﬁTE [FEKEWMINTEI MCNONB3YEMEIX B CUCTEME CEQBEEDOE [ el
JMUEHZMPOEIHWA.
CJCHOBHOM cepeep:
Adpec cepeepa 172.23.10.85 MopT 3186 ¢
[C] PezepeHbIii cepeep KNKOYEH
= Hazag ] [ fdanee =
Mg M sl ECHn
3] rREDKIT 202110
vy

PucyHok 102 - PekBu3uThbl cepBepa annapaTHOro knwo4a
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REDKIT 2.0

Deployer

PeKBHzZMTEI CepEEPOR KAKOUSH EEEEEEERN

BEAEHTE [FEKEWMINTEI MCNONB3YEMEIX B CUCTEME CEQBEEDOE [ el
JMUEHZMPOEIHWA.

OCHOBHOW cepeep:

Anpec cepeepa MopT 3186 ¢

[C] PezepeHbIii cepeep KNKOYEH

= Hazag H fdanee =

Mgorpannid osn e

3] reokiIT 202110

PucyHok 103 - PekBU3uThbl cepBepa NporpaMMHOro Krnro4a
5. YkaxwuTe peksuautbl cepsepoB Bl: nms cepsepa Bl (anuHa nmenn B orpaHnyena 16 cumsonamm), IP-agpec
OCHOBHOrO cepBepa. NopT f4omKeH COOTBETCTBOBATL MOPTY, HA KOTOPOM 3anyckaertcs postgres. HaxmuTe Oanee
(PvcyHok 104).
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P
X
REDKIT 2.0
Deployer
Tononorua cepeepoE Bl EEEEEEEN
JasafiTe PEKENIMTEI MCNONEIYEMEIX B CMCcTeME cepeepos B
ImA cepeepa bA | CCHOBHOI cepeep |
Aapec | 1722310589 | Mopr
[C] PezepeHuiii cepeep B
= Hazag ] [ fdanee =
Mg M sl ECHn
3] repkiT 202110
p

PucyHok 104 - Tononorus cepeepoB B[]

6. OctaBbTe napaMeTpbl cepBUcoB KOHTpons B[ no ymonyanuio n Haxmute fanee (PucyHok 105).
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e ™
X
REDKIT 2.0
Deployer
MapameTpbl cepeEncoB kKoHTpona B EEEEEENERN

JagaliTe napameTpel AccTyna K cepeepam B ana cepencoe ynpaeneHua Keeper,

Cepeep "OcHOBHOW cepeep”

Onpoc; | 172.23.10.85 | [ 5432 %]

Cepeunc Keeper: | 172.23.10.85 ‘ | 24235 ¢|

= Hazag ” fdanee =

Mgorpannid osn e

3] reprat 202110

PucyHok 105 - MapameTpbl cepBucoB kKoHTponsi B[
7. Ykaxute napamMeTpbl 4nd nogKNnu4eHna K OCHOBHOMY cepBepy E,D,, MCnonb3yd MMsa nonb3oBaTtena U naposnb U3
wara 8 pasgena YcraHoBka Postgres. Haxwvute [lanee (PucyHok 106).

91



Redkit SCADA 2.0. PykosoacTso agMmuHuctpatopa OC Windows

REDKIT 2.0

Deployer

OcHoeHoW cepeep Bl EEEEEEERN

BriGepuTe ocHoeHol cepeep B, Ha koTopowm By4eT paZeepHyTa HOBAA CUCTEME,

Cepeep | OcHoBHORA cepeep - |
Lapec 172.23.10.85
Mopt 3432

IMA none3o0BaTenA | postgres |

Maponk | |||| |
= Hazag ] [ fdanee =
Mgorpannid osn e
(] ReDKIT 202110
p "y

PucyHok 106 - OcHoBHoM cepBep B[]
8. Bbibepute TN KoHdUrypauun Kondurypauus no ymonyanuio u Haxvute Oanee (PucyHok 107).
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P
X
REDKIT 2.0
Deployer
Tun koH$Urypauum EEEEEENERN
BeiGepuTe THN KOHGUIYPALMK CO353BAEMOA CHCTEMEI,
@ KoH@urypauna no yMmonyadum
DHMI‘IDpT KOH@UTypaunm
= Hazag H fdanee =
Mg M sl ECHn
3] rREDKIT 202110
p

PucyHok 107 - Tun koHdurypauum
9. BbiGepute koHurypaumio yanos OauH cepep SCADA 1 HaxmuTe Oanee (PucyHok 108).
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REDKIT 2.0

Deployer

Kondurypauma y=noe EEEEEENERN

I:“'IF:IE,.'.'I,E.|1I."ITE COCTAE Y3N0E, BXOLALLMXY B CUCTERY,

. ABTOHOMHBIN y3en

® oguu cepeep SCADA

O Cepeep SCADA ¢ pezepeomM

MiMnopTupoBaHHan KoHQUIypauwa y2noe

= Hazag || fdanee =

Mgorpannid osn e

3] repkiT 202110

PucyHok 108 - KoHdurypauus yanos

KoHdomrypaums yanos OauH cepBep SCADA co3gaeT Tpu yana CUCTEMbI:

a. APM (Redkit_Workstation) — y3en, otBevatowwmii 3a rpacdpmyeckoe otobpaxkeHne paboyero mecta onepartopa.
b. Cepsep (Redkit System_Service) — y3en, oTBevaoLwmin 3a npmem, nepegadvy n oopaboTKy gaHHbIX.
c. KoHdurypatop (Redkit_Configurator) — y3en HacTponku cuctemsi.

10.Y6eguTech, 4TO ceTeBble NapameTpbl Y3roB KOPPEKTHO yka3aHbl (PucyHok 109, Tabnuua 17):

a. IP-agpec y3na Redkit_System_Service cooTBeTcTBYET |IP-agpecy cepsepa.
b. Y3sen Redkit Workstation «cnywaet» y3en Redkit_Master.
c. Haxmute Oanee.
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REDKIT 2.0

Deployer

PepakTHpoBaHHe y2NoE EEEEEEERN

3apafiTe cEOMCTEE YINOE, BXOAALLMY B CUCTEMY,

> Redkit Workstation (127.0.0.1:23233, APM)
¥ Redkit_System_Service (172.23.10.85:23231 , Cepeep)

KA y2na | Redkit_System_Service ‘

Agpec cepeepa | 172.23.1085 | Nopr | 23231 %

CTpOKa NOAKAKIYeHNA | 172.23.10.85:23231 ‘

= Redkit_Configurator (127.0.0.1:23234 , KoHdgurypatop)]

= Hazag || fdanee =

Mgorpannid osn e

3] reprat

20.2110

PucyHok 109 - PegaktupoBaHue y3nos

Tabnuua 17 - CeTeBble NapameTpbl Y310B

MapameTtp

OnucaHue

Nwms yana

Nwmsa yana, kotopoe Oynet otobpaxatbesi B cucteme Redkit

Agppec cepsepa u NopT

CeTteBble napameTpbl gaHHoOro y3na (IP-agpec 1 nopT, Ha KOTopbIX paboTaeT AaHHbIN
y3en)

CTpoka nogkntoveHus

CeTteBble napameTphbl y3noB cuctemsl Redkit, koTopble BygeTt onpawmsarh
OaHHbIv y3en. dopmat Beoga: |IP-agpec:nopt. CeTeBble NapameTpbl HECKOMbKMX
onpaluvBaeMbiX Y310B yKa3blBalOTCA Yepes 3ansaTyto

11./13MeHNTEe NONUTWKN arperauum AaHHbIX, COrfacHo BawnmM TpeboBaHMSAM U MPOrpamMMHbIM YCIIOBUSIM:

a. JlomkHa 6blTb MUHMMYM OfHA MOMUTMKA XPaHEeHUs UCXOAHBIX AaHHbIX.

b. BpeMsi xpaHeHUs UCXOAHbLIX AAHHbIX AOHKHO ObiTh HE MeHee 1 AHS 1 MeHbLLe CpoKa XpaHEeHUs arpervpoBaHHbIX
AaHHbIX Y APYTUX MOMUTUK.

c. Y NonuTuK JOMKHO ObiTb pa3Hoe BPEMS XpaHEHUS! arpernpoBaHHbIX AaHHbIX.

d. Y nonutuk gomkHbl GbiTh pasHble MHTEpBArbl arperaumu.

Mo ymonuyaHuio B cucteme NpUCyTCTBYIOT TPU NOMUTMKKN arperaumm gaHHblx (PucyHok 110, Tabnuua 18).
<. BHumanue: Ecnu B cucteme nnaHupyeTcs dKcnyatauus MoHuTopuHra yyactus B OMPY, 1o cosparite
/& [Dns aToro 3hech creumanbHyto NONWTUKY arperaunn AaHHbIX: BpeMsi XpaHeHus arperatoB = 12 mecsiLeB,
WHTepBan arperaumm = 1 cekyHga. M 4tobbl He ObIO npoTMBopeuyun ¢ ycrnoBueM 11.c Bblwe,
CKOpPPEKTUpYNTE Unn yaanute nonntnky «OnepaTtuBHbIEY.

TO
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REDKIT 2.0
Deployer
HacTpoiku arperauiu AaHHbIX EEEEEENERN

3a4aiiTe NOANTUKN arperaumm, koTopelie GyayT AeAcTBOBATE B CHCTEME,

NobaenTts

P XpaHeHne UCKOAHBI AaHHbIX

P OnepatuBHbIE

P HeonepaTWEHBIE

= Hazag || fdanee =

Mgorpannid osn e

3] reokiIT 202110

PucyHok 110 - HacTpoiiku arperauuu aaHHbIX

Tabnuua 18 - MonuTuKK arperauum gaHHbIX

Monutuka Bpems XpaHeHusi | Bpems XpaHeHusi | UHTepBan arperayuu
MCXOAHbIX AAaHHbIX arperaTtoB

XpaHeHne UCXOAHbIX 1 mecsu - -

OaHHbIX

OnepaTuBHble - 12 mecsaues 1 MuHyTa

HeonepaTtuBHble - 24 mecsua 30 MuHyT

Mpum.: NcxogHble arpermpoBaHHble AaHHble XpaHATca B Bl nomecayHo 1 yaanatoTcsa 3a nepuod KpaTHbIN MecsLy.

YpaneHue nonutuk: HaxmuTe [TKM no nonutnke n Boidepute Yaanutb (PucyHok 111).
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-
X
REDKIT 2.0
Deployer
HacTpoiku arperauiu AaHHbIX EEEEEENERN
JanafiTe NOANTHEN arperaun, KoTopele GyayT AeRCTBOEATE B CHCTEME,
NobaenTe
P XpaHeHne MCKOAHBD AaHH
P OnepatuBHbIE E
P HeonepaTWEHBIE
= Hazag ] [ fdanee =
Mg M sl ECHn
3] reokiIT 202110
p

PucyHok 111 - YaaneHue nonuTUK arpermpoBaHus
12.3apavite naponb cynepnons3osatens root cuctemsl Redkit n HaxxmuTe Oanee (PucyHok 112).
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REDKIT 2.0

Deployer

HacTpoiku cucTemMbl EEEEEENERN

BEAEHTE WA CACTEMEI W DEKEWM3NTEI 28 CYNEQNONLI0EATENA,

IMA CHECTEMBI | Redkit

Maponk | (113

Cynepnonb30BaTenk | root |

[[l Cozaate nonL30BaTENA ANA NOCTPOEHWA OTYETORE U3 B[]

HaxranTe "Janee’ 4na BEINCAHERKA MAHUNYRALKMK ¢ B,
BHumanue! JaHHan onepaumn HeoBpaTma,

= Hazag H fdanee =

Mgorpannid osn e

3] reprat 20.2110

PucyHok 112 - HacTpoiiku cuctembl
13.03HaKkombTeCh C MHPOpMaLme 0 co3gaHHon cucteme u Haxmute danee (PucyHok 113).
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14.YxaxunTe HacTpowiku cnyx0bbl ynpasneHust knactepa Redkit cornacHo Tabnuue 19 n HaxmuTe Danee (PucyHok

114).

X
REDKIT 2.0
Deployer
Wudopmauua EEEEEENERN
Cucrema "Redkit” yenewHde cosgana,
Cepeep 172231085
Mopr 5432
W B/ Redkit
Knrau B 940cael62f72e130
Cynepnonsscearens root
Haxmnte "Janee” anA nepexoda K HACTPORKE NOKANBHOTD y3na,
fdanee =
Mgorpannid osn e
3] reokiT 20,2110

PucyHok 113 - UHdopmauus
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REDKIT 2.0
Deployer
Cnymba ynpagneHHA KNacTepom EEEEEENERN

3anaiTe dyHELMKM W HACTPOAKN NoKaNEHoN CmyskBel yNPABNEHUA KNACTEROM

Redkit,

Apgpec | 172.23.10.85 | Mopt

OTCnexuneats  ynpaenats CY¥E/ | OcHoBHORA cepeep v
MyTe K MCNONAHAEMBIM hainam b

‘ C./Program Files/PostgreSQL/13/bin HI'
MyTe K daiinam knactepa bA:

| Dy/BASE/data ' (]

OTCnexNEaTs M YNpPaenATs cepencom Redkit

Mgorpannid osn e

3] reprat 202110

PucyHok 114 - Cnyx6a ynpaBneHus Knactepom

Ta6bnuua 19 - HacTponku cnyx6bl ynpaBneHuUs Knactepom

HacTtpoika OnucaHue 3Ha4yeHue
Anpec u MNMopt CeTteBble napameTpbl Cryxobi Mo ymonuyaHuto
Redkit Keeper Service 0CHOBHOro
cepsepa
OTtcnexvsatb 1 ynpasnsaTb Cnyx6a Redkit Keeper Service OcHoBHON cepBep
Cyb BbINOMHAET ynpasreHne cepsepom
B[l Ha gaHHOM y3ne
MyTb kK ucnonHsembiM havinam | [NyTb 4O AUpeKTopuu K 3aBuncUT OT pacnonoXeHus, BbIBpaHHOro
B ucnonHaemoiM carnnam 6 B ware 6 pasgena  YcTaHoBKka
Postgres (Hanpumep, C:\Program Files
\PostgreSQL\13\bin)
MyTb k parinam knactepa B | MyTe 0o AMpekTopuu K harinam 3aBUCUT OT pacrnonoXeHusi, BbIbpaHHOro
knactepa b[] B Ware 7 pasgena YcrtaHoBka Postgres

(Hanpumep, D:\BASE\data)

OTcnexuBaTtb U ynpaensiTb Cnyx6a Redkit Keeper Service Ha
cepsucom Redkit BbIMOSHSAET yrnpaeneHne cnyxoon

Redkit System Service Ha gaHHOM

y3ne

15.0cTaBbTe UMEHa y3roB Mo ymonyaHuio n Haxmute danee (PucyHok 115).
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REDKIT 2.0

Deployer

Kondurypauua SCADA EEEEEENERN

BbIGepnTe MMEHA y3IN0E, KOTOpEIE By AYT 3aNMyCKaTbCA HA JaHHOM XOCTE,

KoHgurypatop

maA yzna | Redkit_Configurator -
APM

ma yzna | Redkit_Workstation -
Cepeuc

Kma yzna | Redkit_System_Service -

Haxnanre "Janee” gna dopripoBaHiA KoHGUMypaLuum noKaneHoro y3na,

[ = Hazag ” fdanee =

Mgorpannid osn e

3] reprat 202110

PucyHok 115 - Yanbi
16.3anonHnTe YekboKec y KoMaHabl 3anycTUTb cnyX0y ynpaBneHusa cuctemom n Haxmute OK (PucyHok 116).
Ecnu y Bac Gbina ycraHoBneHa cucteMa paHee, TO CHavana nosiBUTCA OKHO COXpPaHeHWs TeKyLLen KOHUrypauuu:
BbINOMHUTE AENCTBUSA B HEM cornacHo pasgeny CoxpaHeHue TekyLlen KoHdurypaumm.
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REDKIT 2.0

Deployer

loToBO EEEEEENERN

NokansHeld y3enyonewHo ckoddurypupoead, Cuerema "Redkit” rotoea k paBote,

3anyctnTe cnyKOy YNpaEneHuA cicTemoi

Mgorpannid osn e

3] reprat

B Hauano | [ Ok

202110

PucyHok 116 - OkoH4YaHue KoHduUrypaumm
17.BbinonHuTe NpoBepKy KoppekTHoCcTU co3aaHus cuctembl Redkit (paspen NpoBepka KOPPEKTHOCTU CO3aaHNSA

cuctembl Redkit).

18.3anyctute ytunuty dbctl (no ymonuaHuio pacnonoxeHa B C:\Program Files\Prosoft-Systems\Redkit). Y6egutecs,
4YTO ecTb cBA3b co cnyx6on Redkit Keeper Service (Cepsuc) n cepsepom b1 (PucyHok 117).

¥npaeneHuwe knactepom Redkit

=||=O) X

Hazeanue

* ¥anel wnactepa b/

¥ 172.2310.85:5432
Cepeuc EcTh CBASE  BBTOMATHMYECKWEA pEXKMM
Cepeep B/} Brnrouen MACTED
Cepenc Redkit  Ocranoenen  Ortcnesueactca

PucyHok 117 - Ytunura dbctl

19.BbinonHuTe HAaCTPOKKY CUHXPOHM3aUMM BpeMeHu (pasgen Hactporika CUHXpOHU3aLUmMM BPEMEHN).

20.BbinonHnte HacTporky moaynen (pasaen Hactponka mogynein), HO B AaHHOW KOHpMrypaumm Bce OCHOBHbIE
HaCTpOWKKM BbiNonHaTcsa and yana Redkit System_Service.
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21.BoeinonHute Hactporky APM B Buae knveHTa (pasgen Hactponka APM B Buae knuneHTa).

5.3 HacTtpowuka Redkit B aBTOHOMHOM pexume

Mpum.: NMepen HacTponkon oTkNoYMTE MacwTabupoBaHne Windows.

B aBTOHOMHOM pexume rpadmyeckoe oTobpaxeHne pabodyero Mecta, npuem, nepegada M obpaboTka [aHHbIX
BbINOMNHATCA € ogHoro y3na (PucyHok 118).

AETOHOMHBIA y32n,
=] B[

APM Redkit|

PucyHok 118 - ABTOHOMHbIN pexum

Hactpoiika Redkit B aBTOHOMHOM peXxunme:

1. BbInonHuTe yCTaHOBKY NpOorpaMMbl COrnacHoO pasaeny YectaHoBKa NporpamMmbl.
2. 3anyctute npunoxexue Deployer oT uMeHn agMuHMUCTpaTopa.
3. Bbibepute pexum pabotbl CospaTtb cuctemy Redkit SCADA v Haxmute Oanee (PucyHok 119).

REDKIT 2.0

Deployer
BoiGop pexxuma paboTbl
® cozgate cu cremy Redkit SCADA
) OBHOBUTE cHcTEMy
) loBasuTs y2en K cucreme
) ¥ganuTe nokanbH biii y3en CHCTeMel

- ¥AanuTe CHCTeMY

danee =

Mporpanssui mosn e

3] repkiT

20.2110

PucyHok 119 - Bbi6op pexuma paboTbl
4. YkaxwuTte |IP-agpec cepBepa Knoyen, NopT ocTaBbTe MO yMonyaHuo. Haxxmute Oanee (PucyHok 120).
-~ BHumaHue: Ecnu B cucteme MCMonb3yeTcs MporpamMHbIA KITHOY NIMULEH3UPOBaHWS, TO Mone agpeca

£ ' ", OCHOBHOrO cepBepa KN4en JOMKHO ObiTk nycTbiM (PucyHok 121).
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REDKIT 2.0

Deployer

PeKBHzZHUTLI CEpBEPOE KAKOUSH

BEAEHTE [FEKEWMINTEI MCNONB3YEMEIX B CUCTEME CEQBEEDOE [ el

JMUEHZMPOEIHWA.

OCHOBHOW cepeep:

Adpec cepeepa 172.23.10.22

Mopr

[C] PezepeHbIii cepeep KNKOYEH

= Hazag H fdanee =

Mgorpannid osn e

3] reprat

202110

oy

PucyHok 120 - PekBu3uTbl cepBepa annapaTHOro krnwo4a
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REDKIT 2.0

Deployer

PeKBHzZMTEI CepEEPOR KAKOUSH EEEEEEERN

BEAEHTE [FEKEWMINTEI MCNONB3YEMEIX B CUCTEME CEQBEEDOE [ el
JMUEHZMPOEIHWA.

OCHOBHOW cepeep:

Anpec cepeepa MopT 3186 ¢

[C] PezepeHbIii cepeep KNKOYEH

= Hazag ” fdanee =

Mgorpannid osn e

3] reprat

202110
e "y

PucyHok 121 - PekBU3uTbl cepBepa NporpaMMHOro Krnko4a
5. B tononoruu cepsepos B[l octaBsTe HAaCTPOWVKK MO yMonyaHuio n HaxmuTte flanee (PucyHok 122).
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P
X
REDKIT 2.0
Deployer
Tononorua cepeepoE Bl EEEEEEEN
JasafiTe PEKENIMTEI MCNONEIYEMEIX B CMCcTeME cepeepos B
ImA cepeepa bA | 127.0.0.1:5432 |
Anpec | 127001 | nopr
[C] PezepeHuiii cepeep B
= Hazag H fdanee =
Mg M sl ECHn
3] rREDKIT 202110
p

PucyHok 122 - Tononorus cepBepoB B[]

6. OctaBbTe napaMeTpbl cepBUcoB KOHTponsa B[ no ymonyanuio n Haxmute fanee (PucyHok 123).
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e ™
X
REDKIT 2.0
Deployer
MapameTpbl cepeEncoB kKoHTpona B EEEEEENERN

JagaliTe napameTpel AccTyna K cepeepam B ana cepencoe ynpaeneHua Keeper,

Cepeep "127.0.0.1:5432"
Onpoc | 127.00.1 REEE

Cepeunc Keeper: | 127.00.1 ‘ | 24235 ¢|

= Hazag ” fdanee =

Mgorpannid osn e

3] reokiIT 2.0.2110

PucyHok 123 - MNapameTpbl cepBUcoB KoHTponsi B[
7. Ykaxute napamMeTpbl 4nd nogKNnu4eHna K OCHOBHOMY cepBepy E,D,, MCnonb3yd MMsa nonb3oBaTtena U naposnb U3
wara 8 pasgena YcraHoBka Postgres. Haxmute [lanee (PucyHok 124).
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REDKIT 2.0

Deployer

OcHoeHoW cepeep Bl EEEEEEERN

BriGepuTe ocHoeHol cepeep B, Ha koTopowm By4eT paZeepHyTa HOBAA CUCTEME,

Cepeep 1127.0.01:5432 -]
Anpec 127.00.1
Mopt 3432

IMA none3o0BaTenA | postgres |

Maponk | |||| |
= Hazag ] [ fdanee =
Mgorpannid osn e
3] reDKIT 202110
p "y

PucyHok 124 - OcHoBHoM cepBep B[]
8. Bbibepute Tun KoHdUrypauumn Kondurypauus no ymonyaHuio u Haxvute Janee (PucyHok 125).

108



Redkit SCADA 2.0. PykosoacTso agMmuHuctpatopa OC Windows

P
X
REDKIT 2.0
Deployer
Tun koH$Urypauum EEEEEENERN
BeiGepuTe THN KOHGUIYPALMK CO353BAEMOA CHCTEMEI,
@ KoH@urypauna no yMmonyadum
DHMI‘IDpT KOH@UTypaunm
= Hazag H fdanee =
Mg M sl ECHn
3] rREDKIT 202110
p

PucyHok 125 - Tun koHdurypauum
9. Bbibepute KoHGUrypaLmio y3nos ABTOHOMHbIN y3en n HaxmuTe danee (PucyHok 126).
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REDKIT 2.0

Deployer

Kondurypauma y=noe EEEEEENERN

I:“'IF:IE,.'.'I,E.|1I."ITE COCTAE Y3N0E, BXOLALLMXY B CUCTERY,

® AgToHoMHBI y3en

DO.EI,HH cepeep SCADA
O Cepeep SCADA ¢ pezepeoM

O Wmn OPTHROBAHHAA KOHPUTYPAUKWA yIN0E

= Hazag || fdanee =

Mgorpannid osn e

3] reokiIT 2.0.2110

PucyHok 126 - KoHdurypauus ysnoB

KoHdmrypaumsi yanos ABTOHOMHbIN y3en CcO34a€eT ABa y3ra CUCTEMbI:

a. APM c cepsepHbiMu mogynamm (Redkit_ Workstation) — ysen, otBevatowun 3a rpaduydeckoe otobpakeHve
pabo4dero mecrta onepartopa, npuem, nepegadvy n o6paboTky AaHHbIX.
b. Kondurypatop (Redkit_Configurator) — ysen HacTpoviku cuctemsi.
10.OcTaBbTe CBOWCTBA Y3I10B MO YMON4YaHuio u HaxmuTe Oanee (PucyHok 127).
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REDKIT 2.0

Deployer

PegakTMpoBaHWe YZNOoB EEEEEENERN

JanafiTe cEOWCTEA Y3N0B, BXOAALLME B CUCTEMY,

¥ Redkit_Workstation (127.0.0.1:23233 , APM ¢ CepEEPHBEIMU M...

KiMA y2na | Redkit_Workstation ‘

Afpec cepeepa | 127.001 | I'IGpT| 23233 ﬂ

CTpoKa NogKNKIYEHKA | 127.00.1:23234 ‘

= Redkit_Configurator (127.0.0.1:23234 , KoHdgurypatop)

= Hazag || fdanee =

Mgorpannid osn e

3] reokiIT 202110

PucyHok 127 - PeaaktupoBaHue y3noB

11./3meHnTE NONUTUKN arperauunn gaHHbIX, cornacHo Ballinm Tpe6OBaHI/IF|M n nporpaMmmMHbIM yCIOBUAM!

a.
b.

c.
d.

HomxkHa 6bITb MUHUMYM OfiHa NONMUTUKA XPaHEHWUS! UCXOAHbIX AaHHbIX.

Bpems xpaHeHMss UCXOOHbIX AaHHbIX OOMKHO BbiTb He MeHee 1 AHS 1 MeHbLLE CPOKa XPaHEHNs arpermMpoBaHHbIX
[AaHHbIX Y APYIUX NOMUTHUK.

Y NOnUTUK JOMKHO BbITb pasHOe BPEMS XpaHEHUSI arpermpoBaHHbIX AaHHbIX.

Y NOMUTUK OOMKHbI GbiTh pasHble MHTEPBAribl arperaumu.

Mo ymonuyaHuio B cucteme NpuCyTCTBYIOT TPU NOMUTMKKU arperaummn gaHHblx (PyucyHok 128, Tabnuua 20).
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REDKIT 2.0
Deployer
HacTpoiku arperauiu AaHHbIX EEEEEENERN

3a4aiiTe NOANTUKN arperaumm, koTopelie GyayT AeAcTBOBATE B CHCTEME,

NobaenTts

P XpaHeHne UCKOAHBI AaHHbIX

P OnepatuBHbIE

P HeonepaTWEHBIE

= Hazag || fdanee =

Mgorpannid osn e

3] reokiIT 2.0.2110

PucyHok 128 - HacTtpoiku arperaumu AaHHbIX

Tabnuua 20 - MonuTUKKM arperauum gaHHbIX

Monutuka Bpems xpaHeHus Bpems xpaHeHus UHTepBan arperayuu
MCXOAHbIX AAaHHbIX arperarta

XpaHeHne UCXOAHbIX 1 mecsu - -

OaHHbIX

OnepaTuBHble - 12 mecsaues 1 MuHyTa

HeonepaTtuBHble - 24 mecsua 30 MuHyT

Mpum.: NcxogHble arpermpoBaHHble AaHHble XpaHATca B Bl nomecayHo 1 yaanatoTcsa 3a nepuod KpaTHbIN MecsLy.

YaaneHue nonutuk: HaxmuTe NKM no nonutuke n Boidepute Yaanutb (PucyHok 129).
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REDKIT 2.0

HacTpolikn arperauumn gaHHbIX

Deployer

33aaliTe NOANTHKK BrPEraunK, KoTopele By 4T AeiCTECEATE B CHCTEME,

NobaenTe

P XpaHeHne UCKOAHBD JAHHRIE

P OnepaTuBHbIE LI

P HeonepaTWEHBIE

= Hazag H fdanee =

Mgorpannid osn e

3] reprat

202110

PucyHok 129 - YaaneHue nonuTtuk arperupoBaHusi
12.3apavite napone cynepnons3osatens root cuctemsl Redkit n HaxxmuTe Oanee (PucyHok 130).
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REDKIT 2.0

Deployer

HacTpoiku cucTemMbl EEEEEENERN

BEAEHTE WA CACTEMEI W DEKEWM3NTEI 28 CYNEQNONLI0EATENA,

IMA CHECTEMBI | Redkit

Maponk | (113

Cynepnonb30BaTenk | root |

[[l Cozaate nonL30BaTENA ANA NOCTPOEHWA OTYETORE U3 B[]

HaxranTe "Janee’ 4na BEINCAHERKA MAHUNYRALKMK ¢ B,
BHumanue! JaHHan onepaumn HeoBpaTma,

= Hazag H fdanee =

Mgorpannid osn e

3] reokiIT 2.0.2110

PucyHok 130 - Hactpoiika cuctembl
13.03HaKkoMbTeCh C MHPOpMaLUe 0 co3gaHHon cucteme u Haxmute danee (PucyHok 131).
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REDKIT 2.0
Deployer
WHjopmauma EEEEEEEDN
Cucrema "Redkit” yenewHde cosgana,
Cepeep 127001
Mopr 5432
Fra B Redkit
Knrou BJ fafsfl6d7bITeell
Cynepnone30EaTent root

Haxmnte "Janee” anA nepexoda K HACTPORKE NOKANBHOTD y3na,

3] reprat

Mgorpannid osn e

fdanee =

202110

PucyHok 131 - UHcbopmauums

14.YKaxuTe HacTpowiku cnyxobl ynpaeneHus knactepa Redkit cormacHo Tabnuue 21 n HaxxmuTe Qanee (PucyHok

132).

Tabnuua 21 - HacTponku cny6bl ynpasneHusa Knactepom

HacTtpoika

OnucaHue

3HauyeHue

Appec u MopTt

CeTteBble napameTpbl Criyx06bl
Redkit Keeper Service

Mo ymonyaHuto

OtcnexuBatb u ynpaensaTte CYB[

Cnyx6a Redkit Keeper Service
BbIMNOSTHAET ynpaBrneHne cepBepom
B[] Ha aaHHOM y3ne

o ymonyaHuto

MyTb K CnonHseMbIiM hannam

BA

MyTb 0O ANPEKTOPUM K
ucnonHsemblm darnav b/

3aBMCUT OT pacnosioXeHus, BbIbpaHHOro
B lware 6 pasgena  YctaHoBKa
Postgres (Hanpumep, C:\Program Files
\PostgreSQL\13\bin)

MyTb k dparinam knactepa b

MyTb oo anpekTopun K chamnam
knactepa b[j

3aBunCUT OT pacnonoXxeHusl, BbIGpaHHOIO
B Ware 7 pasgena YcrtaHoBka Postgres
(Hanpumep, D:\BASE\data)

OTcnexviBatb 1 ynpasnsaTb
cepsucom Redkit

Cnyx6a Redkit Keeper Service
BbIMNOSTHSAET yrpaBreHue cnyxxoomn
Redkit System Service Ha gaHHOM
yane

[a
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X
REDKIT 2.0
Deployer
Cnyxw6a ynpaeneHHA KnacTepom EEEEEEREN
3agaiiTe GyHKLMW W HACTPORKKA NOKANBHOW CayxObl yNPaENeHWA KNacTEpOM
Redkit.
Agpec | 127001 | nopr | 24235 %
Otcnexueats U ynpaenats CYEI | 127.000.1:5432 - |
MyTs K MCNOAHAEMBIM Qaidnam Bl
‘ C:/Program Files/PostgreSQL/13/bin |E]
MyTs k painam knactepa B
| D/BASE/data |[=]
OTcnexueaTs W yNpaensaTs cepercom Redkit
NporpadMnui woMnies
m REDKIT 2.0.2110

PucyHok 132 - Cnyx6a ynpaBneHus knactepom

15.Bbibepute y3nel Kondurypatop n APM. Haxxmute Oanee (PucyHok 133).
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REDKIT 2.0

Deployer

Kondurypauua SCADA EEEEEENERN

BbIGepnTe MMEHA y3IN0E, KOTOpEIE By AYT 3aNMyCKaTbCA HA JaHHOM XOCTE,

KoHgurypatop

lmA yana | Redkit_Configurator - |
APM
lmA yzna | Redkit_Workstation - |

Haxaanre "Janee” gna doprupoBadia KoHGUrypauun NoKaneHoro y3ia,

= Hazag H fdanee =

Mgorpannid osn e

3] reprat 202110

PucyHok 133 - KoHdumrypaumua SCADA
16.3anonHnTe YekbOoKC y KoMaHabl 3anycTUTb cnyX0y ynpaBneHus cuctemom n Haxmute OK (PucyHok 134).
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-
REDKIT 2.0
Deployer
lotoeo EEEEEENER
NokansHeld y3enyonewHo ckoddurypupoead, Cuerema "Redkit” rotoea k paBote,
3anycTuTe cnykDy ynpaeneHuAa cvcremodi
B Hauano | [ OK
Mgorpannid osn e
3] reDKIT 2.0.2110
p "y

PucyHok 134 - 3aBeplueHune KoH(UrypmpoBaHus

17.BbinonHuTe NpoBepKy KoppekTHOCTU cos3aaHus cuctemsl Redkit (pasaen MNMpoBepka KOPPEKTHOCTU CO3AaHUSA

cuctembl Redkit).

18.3anyctute ytunuty dbctl (no ymonuaHuio pacnonoxeHa B C:\Program Files\Prosoft-Systems\Redkit). Y6egutecs,
4YTO ecTb cBA3b co cnyxbon Redkit Keeper Service (Cepsuc) n cepsepom B[] (PucyHok 135).

¥npaeneHwe knactepom Redkit

== O] [X

HazeaHue

* ¥anel wnactepa B/

» 127.0.01:5432

Cepenc EcTh CBASE  BETOMATHMYECKMIA pEHKMM

Cepeep BJ] Brnrouen

Cepenc Redkit  Ocranoenen  Ortcnesueaerca

PucyHok 135 - [poBepka cBA3un
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6 NMpoBepkKa KnoYa NMUEeH3NpPoBaHUA

[nsa npoBepky paGoTocnocobHOCTU cepBepa KoYeii Nocne YCTaHOBKW BbIMOMHUTE CrieaytoLlne AencTBrs:

1. BocnonbayiTteck Beb-nHTEPEicomM no agpecy: 127.0.0.1:3185. Ha ctpaHuue gomkHa oTobpaxatbes MHopmaumst

06 annapatHom kntoye (PucyHok 136).

Server Guardant Net on sis002521 prosoft.ural.ru

Server Monitor

Se 5is002821.prosoft.ural.ru
PRSFTEF
P Guardant Sign Net |

= Total dongle resource (46/50)
[B keeper exe (asutp-teach-08
[B keeper exe (asutp-teach-04
[ keeper.exe (asutp-teach-05
m . keeper.exe (asutp-teach-03

= Licensed Module Ne 0 (100/100)

)
)
)
)

Client’s setting

GLD57.0.888.0©

Server Log Aktiv Co. 2004-2015

Sg Server Guardant Net

Host name: sis002821 prosoft.ural.ru

Network interface1: IPv4 172.19.16.188 IPv6
fe80::943a.1bd2.7Teab . 4ed5

Network interface2: IPv4 10.1.52.57
License server port: 3186

Server message port: 3187

Web interface port: 3185

Web interface refresh period: 30 sec

Limit retained liceses per host by 0

Limit floating licenses per host by: Unlimited
Retained license time-out: 3 days

PucyHok 136 - Uncdbopmaums o knroue

2. B gucnetyepe 3agad Windows npoBepbte, Uto cnyk6a GLDS B coctosHumn «BbeinonHsaetca» (PucyHok 137).

152 Oncnetyep 3agay

®ain  Mapamerper  Bug

=

— a pod

Mpoueccel  MpoussogutensHocTs  KypHan npunoxeHuid  Astosarpyska [Monszosatenn MoapoBHoctn  CnykGel

S ICEsoundService 4072 ICEsound Service

Mran Man.. Onucanue CocToanue Mpynna 2
{05 GLDS 4044 Guardant Dongle License Service Beinonnaerca

% GoogleChromeElevationSer... Google Chrome Elevation Service OctanoeneHo

L gpsvc KnneHT rpynnoeci noanTukn Octanosneno netsves

S GraphicsPerfSve GraphicsPerfSve OctanoeneHo GraphicsPerf5...

S gupdate Cny=Ba Google Update (gupdate) OctanoeneHo

L gupdatem Cny=Ba Geogle Update (gqupdatem) Octanosneno

S hidsery 1608 Aocryn k HID-ycTpoficteam BeinonHaeTca LocalSystemM...

L HvHost Cny=cBa yana HY Octanosneno LocalSystemM...

BrincnHaeTca

Licssve Cny=Ba Windows Mobile Hotspot Octanosneno LocalServicelM...
S igfe CUIService 0.0.0 2140 Intel(R) HD Graphics Control Panel 5. Beinondaerca

L IKEEXT 2960 Mogynw knroued IPsec gna oBmena ... Beinonnaerca netsves

S InstallService 6396 ChnyscBa ycranoskm Microsoft Store BeinonHaeTca netsves
Menewe | 55 OTkpeiTe cnyxBel

PucyHok 137 - MpoBepka cnyx6bl GLDS
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7 NMpoBepKa KOHTPOSIbHbIX CYMM YCTaHOBNEHHbIX
kKoMmnoHeHTOB Redkit

7.1 MNMpoBepkKa KOHTPONbHOU cyMMbI (panna-yctaHoBwumka Redkit

il

YctaHoBuTe gononHuTensHyto ytunuty MD5 Checksum Tool.
3arpysute B yTunuty cann-yctaHosLmk Redkit.
Bbluncnute KOHTPOnbHY0 cymmy danna-yctaHosLmka Redkit.

IMpoBepbTe, YTO KOHTPOMbHAA CyMMa M3 Lara 3 CoBnagaeT C KOHTPONbHOW cyMmMon dhanna-ycraHoBlmka Redkit,
yKa3aHHOWN B KOMMIEKTE NOCTaBKM.

7.2 NMpoBepKa KOHTPOJIbHbIX CYMM YCTaHOBJIEHHbIX KOMMNOHEHTOB
Redkit

BCTpoeHHbIM NakeTHbIN ann mdbcheck.bat aBTOMaTU3MPyeT NPOBEPKY KOHTPOSIbHbIX CYMM YCTaHOBMEHHbIX
komnoHeHToB Redkit.

[ns npoBepku BbINOAHUTE AENCTBUS:

1.
2,

3.

3anyctute cmd.exe OT UMeHU agMUHUCTpaTopa.

Mponuwwute ctpoky: C:\Program Files\Prosoft-Systems\Redkit\md5check.bat. HauHeTca npouecc nouncka ¢ainos ¢
XeLL-CyMMamu, KOTopble HE COBMagatoT C AaHHbIMK B dpanne md5sfiles.txt.

Mocne ycnewHowm NpoBepKM OTKPOWTE TeKCToBbIN dhann md5Sfiles.txt (pacnonoxeH 3geck: C:\Program Files\Prosoft-
Systems\Redkit).

MpoBepbTE, YTO KOHTPOIbHbLIE CYMMbI UCMOMHAEMbIX DannoB 1 NnporpaMmmHbix 6ubnmnotek Redkit na cdanna
md>5files.txt coBnagatoT ¢ KOHTPONbHLIMU CyMMaMu dhanna, Bxoasiuero B komnnekt noctaBku Redkit.
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8 NaHenb rMaBHOro MeHHKo

[MaHenb rmaBHOro MeHo I'IporpaMMb| COOEepPXUT BKNagKu:

- ObbekTHas Moaenb

- XKypHanbl

- Cnucku cocTosiHui

- Anroputmebl

- Mogynu

- TnakaTbl U METKM

- TIKY

- Otyetbl

- YctapeBaHue 1 NOACTaHOBKA
- YpanéHHbln 3anyck 6naHkos
- HacTtporkun no4ToBOro KnmeHTa
- YyeTHble 3anucu

- Ponn

- [MaponbHasa nonutuka

- Okcnopt

- Banyck ctopoHHero N0

- O nporpamme

8.1 O6bekTHasa mogenb

MepBobIt aTan paboTel ¢ npunoxeHvem Redkit Configurator — 3arpyska npoekta ¢ 06bEKTHON MOAENbIO.

MeHio O6'beKkTHasAs MoAesnb OTKPLITO MO yMonyaHuio npu 3arpyake Mporpammbl. Mpy nepeom ceaHce 3anycka paboyas
obrnacTb nycra. [lanee — 06bekTHas Mofesb 3arpy>KeHHOro NpoekTa.

8.1.1 3arpy3ka npoekra

1. HaxmuTe 3arpy3uTb 3aHeproo6bekT (PucyHok 138).

(B[ ATTEGNT N P KypHansl  CNWCKW COCTOAHMIA — ANropuTMel  HacTpoiiku y3na

HECI'pOﬁKH NOUTOBOMD KAMEHTA  YueTHele 2anucu Ponn HEpDJ’IhHE'ﬂ NOANTHKS

HazeaHwe

PucyHok 138 - 3arpy3auTb aHeproo6bexkT
2. Haxmute «...» n Bblbepute dann npoekta B popmarte PPF (PucyHok 139). MNMpedukc aHeproobbekTa ocTtaBbTe MO
YMOMYaHUIo.

OkHo 3arpyzkn npoekTa

MyTe ao daiina npoexTa:

Mpedumkc sHeproobrekTa: !!

E

OTmena

PucyHok 139 - OkHO 3arpy3ku npoekrta
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3. Haxmute MpumeHuTb (PncyHok 140).

OkHO 3arpysKn npoexTa

MMyTe ac gaina npoekTa:

Mpedunkc sHeprootvekTa:

E |
T

PucyHok 140 - OkHO 3arpy3ku npoekTa
4. Tlocne 3arpy3ku NpoekTa NOSBMTCHA OKHO CO CTaTMCTUKOM 3arpy3ku (PucyHok 141). B crniyyae HeycnewuHon 3arpysku
B 3TOM XXe OKHe 0ToOpasutcs nHdopmaums ob olmodkax.

3arpyska NpoeKTa: e

MpoeKT yCnewwHo 3arpyieH.

KonMuyecTeo cUrHanoe npoekTa: 37593

KonyecTeo NpUBAZAHHEX CUrHANOE NpoekTa: 19442
lee KoAMYeCTBO CUrHANOB B cucTeme: 375593
liee KONMYecTBo NPUBA3AHHBLIX CUTHANOB B clucTeme: 19731 JonycTrmo: 4294967295
lee KoAMYeCTeo apXHBMpPYeMBIX CUrHanoe B cucTeme: 1942, Jonyctimo: 4294967255

OwKnBKK 2arpyzKM NpoeKTa:

B MOgend oTCYTCTEYET
crHan
AR1515.AR1S15Controller, EPS3TMSQIL MX SeqA

B MOgend oTCYTCTEYET

PucyHok 141 - [poekT ycnewHo 3arpyxeH

5. Haxmute OK.

B neBon yacTu okHa oTobpa3sTcsa AaHHbIe U AepeBo 3arpyKeHHoro npoekta (PucyHok 142).
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O6nosute npoext | Ckavate npoekt § 3wcnopT Teroe

Hazeanue npoexra: | Mpoekt

Onucanme:

WMaentudmrarop: {f49abf65-b07f-41c7-bacc-516afdbl bodf}
Hawn 8db77590b6949a5abb7046cecT 7788504722147
aiin: 241 2107

Mpedwkc sl

| Haiiti a4

Hasganue Onuncanmne |APM |ApxuaupoaaHue

¥ [poekr

1T

2T

10 kB

220 kB

leHepaTopbl CHrHANCE
Kntou ynpaenenna
nar

Tect

EO0EEEDOOE
EO0EEEDOOE

PucyHok 142 - 3arpyxeHHbI NPOEKT
B cton6ue APM BbiGepuTe Teru, koTopble byayT otobpaxatbca B Redkit Workstation, a B cton6ue ApxuBupoBaHue

BblbepuTe Tern, kotopble ByayT nonagaTte B ApXuB.

8.1.2 OGHOBUTbL NPOEKT

OGHoBNEHNe coBeplUaeTcs NyTeM 3arpy3kM HoBoro danmna npoekta B ¢opmate PPF. lMpu sToM npeabigywimn
3arpyXeHHbIi MNpoekT OygeTr yganeH u3 [lporpammbl. [lepeg OGHOBNEHWEM MOSBUTCA COOTBETCTBYHOLLEE
npeaynpexagexHne (PucyHok 143):

MpegynpeskaeHne X

Exnmanne! JanHan onepaumn Heobpatuma.
JaHHble CHCTEMBI, CBAZEHHBIE C NPOEKTOM MOTYT BhiTe

YTERAHL,
Mpwu HeoBxogMMOCTH CAENARTE PEIEPEHYHD KOMWHD JaHHBIX

B/

p—

PucyHok 143 - MpeaynpexaeHue nepen o6HOBNeHMeM

Mocne oGHOBMEHMS MpoeKTa 3arnofiHeHHble 4ekGokckl B cTonbuax APM 1 ApxuBupoBaHWE COXpaHATCA AN
MPUBSI3aHHbIX U NPUCYTCTBYHOLUX B anNropuTMax CUrHasos.

8.1.3 CkayaTb NpoeKT

Bbirpyska TekyLuero npoekta B oopmate PPF. Npn aTOoM TekyLmMin npoekT octaHeTcs B [Mporpamme.
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8.1.4 JkcnopT Teros

Bbirpy3ka Bcex Teros gepesa npoekrta B popmatr CSV.

8.2 XypHanbl

B meHto XypHanbl BbINONHAETCA HacTporika xypHanos cobbitun Redkit SCADA. XKypHan — MHCTPYMEHT oneparopa,
npeaHasHa4vyeHHbIW 4ns NpocMoTpa cnucka cobbitun. XypHan saensietca hopmon NpeaocTaBneHns apxmea cobbiTui ¢
BO3MOXXHOCTbIO (PUNETPALMM NO pasHbIM NpU3HaKaM.

MeHio XKypHanbl copnepxut Bknagku: XXypHansbi, MNpuBsaska cobbiTui, CobbiTUs, YpoBHU BaxHocTH, MMaHenb
co6bITM, UICTOYHMKMN ynpaBneHus.

8.2.1 YpoBHM BaxXHOCTU

Bo Bknagke YpoOBHM BaXXHOCTU BbIMOSHAETCS HACTPOMKA CYLLUECTBYHOLLMX UM CO34aHUE HOBbIX YPOBHEWN Ba)XHOCTU
(PvcyHok 144). YpoBHM BaXXHOCTU ONpeaenstoT Bua U NoBegeHne COOTBETCTBYHOLLMX COOLITUIA.

oo M
) Ao6asus yposes saxHoct | [ Haiin | ‘ Ounstpauus  CTonBUL ¥
‘ Mpuopwrer | Keutnpoeatue ‘ HaseaHue |
200 ¥ ABapuFiHbIE CUTHANL
150 = MpeaynpeanTensHeie curHans 1
120 ! TpeaynpeauTensHeIe CUrHans 2
100 0 ‘OnepaTuBHOe COCTOAHKE

PucyHok 144 - YpoBHM BaXXHOCTU

Mo ymon4yaHuio B MporpamMmMe co3fgaHbl YeTbipe YPOBHS BaXKHOCTU:

1. ABapwiiHble curHansi.

2. MNpepynpegutenbHble curHansl 1.
3. lNpegynpeanTensHble curHansl 2.
4. OnepaTUBHOE COCTOSIHUE.

Kamp,omy YPOBHIO BaXXHOCTU 3aaH NPUOPUTET, NPU3HAK KBUTUPOBaHUA, LIBET.

[nsa nobaBneHms HOBOIO YPOBHS BaXKHOCTW HaXMuTe Ha kHornky Jlo6aBuUTb ypoBeHb BaxHOCTU (PucyHok 145). Ons
penakTUpOBaHWA HaxkMuTe OBOWMHBLIM LenykoM JSIKM no cTpoke ypoBHS BaXHOCTUW. [Ins BbIXoda U3 peaakTMpoBaHUs
TaKkKe HaXXmunTe OBONHbIM Lenykom JIKM no cTpoke ypoBHS BaXKHOCTMU.

RPN | e i | G o5gs e T conui| |

4" AlobasuTs ypoBes Baxtocu | | Harimi ®unetpauus  [pynnuposka »  CroaBust v
| Mpvopurer [ K | Hazsarne I
0% Hosbiii yposens saxnoct|

Acverocts  Kewrwposawo  Wpndr Liser rexcra Uiser pora Lser maprepa  Murarine Mepuoa Usertexcra2  Llger dona2

| Bl
| Ehi

]
| Bl []
[ K ]

200 5 Asapuiinsiii
TMpeaynpeanTencHeii

MEE
=
5]
8

&

100 0 Undopmatponisii

4 3nemenTa

PucyHok 145 - lo6aBneHune v pefakTUpoBaHWe HOBOTO YPOBHSA BaXXHOCTU
Y Kaxgoro ypoBHS BaXKHOCTU BHYTPY 3aN0XeHbl HACTPOWKM A1 YCNOBUIA HanMyms akTMBHOCTU Y KBUTUPOBAHUSA COObITUI
(PucyHok 146). K akTMBHbIM COOBITUSIM OTHOCSITCS:

- M3MEHEHUs 3Ha4YeHUIn aHanoroBbIX NapameTpoB.;
- nepexod B 10 (2) 4Na ANCKPETHLIX NapameTpoB.
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[ + ] AloBaBuTL ypOBEHE BaKHOCTH ] | Haii i |

| Mpwoputer | Kentnposadue | HazeaHme | KommenTapuii
[+ 200 ABapuiiHbIE CMMHANGI
[+ 150 ¥ ¥ MpeaynpeguTensHele curHans 1

AKTHBHOCTE

KewtwposaHo

Wpndgr Lleer TekcTa Lleer fonHa Lieer maprep

¥l 100 O

000000
000000
000000
000000

OnepaTWEHOE COCTOAHKME

B #fbe?b3
B #fbezb3

B zfbe2b3
B #fbe?b3

#ffas00
#ffas00
#ffas00
#ffas00

PucyHok 146 - AKTUBHOCTb U KBUTUPOBaHWe COObLITUI

[ns OTKIIOYEHUS] YPOBHS BaXKHOCTU CHUMMUTE «#» B CTPOKE YPOBHS CrieBa.
i BHumaHue: lMocrne oTKIMoYEHNUs YPOBHSI BaXKHOCTU COBLITUS C TAKUM YPOBHEM BaXKHOCTM He ByayT 3anuckiBaTbCs

B XXypHar.
[Anst 06paTHOro BKMHOYEHWST YPOBHSI BaXKHOCTW YCTAHOBUTE «#» B COOTBETCTBYIOLLIEI CTPOKE.

8.2.1.1 HacTpo#ka 3ByKOBOM CUrHanNu3awum

MopgpepxnBaembin hopmart 3BykoBOWM curHanusaumm: WAV.
HacTpoiTe 3ByKOBYIO CUrHanM3aumio Ans KaXaoro ypoBHSI BaXXKHOCTU:

1. HaxmuTe gBonHbIM wenukomM JIKM no cTpoke BbIOpaHHOrO YPOBHSA BaXKHOCTW.
2. [1nsa Kaxgoro ycnosus BbIbepuTe 3BYKOBYHO CUrHanmn3auuio U3 cnmcka B ctonbue 3BykoBomn curHan (PucyHok 147).

ﬁ

4] A0BaENTE YPOBEHE Ea%HOCTH | Haiitn ‘
[m [

‘ CronBugl v

| Hassanne [ K

AB3pPUAHLIE CHIHAMLI

5} 200 ¥ &}

Liser Texcra Lser dona Liger mapkepa | Muranue Mepuoa UWpndr 2 Lger Texcra 2 Liser dona 2 Lser mapkepa?  3sykosoii curHan JaupkauTs
#000000 W #eddddd #ff0000 L
#000000 eddddd #0000 [ ]
#000000 [ zeddddd 20000 [ ]
- alarml.wav
000000 . Feddddd 2ff0000
alarm2.wav
alarm3.wav
| 150 MpesynpeauTensHble crtas: 1 e
2] 120
warn2.wav
53} 100 (] OnepaTUBHOE COCTOAHME
warn3.wav
PeAaKTHPOEATE CNHCOK
4 snemerta
PucyHok 147 - BbiGop 3ByKOBOM CUrHanusaumum
anIM.: ﬂ,OI'IyCKaeTCFl ,D,OGaBVITb HOBblE C*)aIZHbI 3ByKOBOI7I curHanusaumm: Haxmmte PepakTtm poBaTb CNMUCOK U

pobaBbTe HoBble dhannbl B dopmate WAV (PucyHok 148).
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JeyKoEOl cHrHan
alarml.wav
alarm2.wav
alarm3.wav

wiarnl.wav
warn . wav

warn3.wav

JaKprITe

PucyHok 148 - PepaktMpoBaTb CNMCOK

3. -

[MpoBepbTE 3BYKOBYHO CUrHaNM3aumio: HaXXMUTE Ha B ctonbue Mpocmotp (PucyHok 149).

Lleer mapkepa 2 3BYKOBOW CATHAN 3aUMKINTE MpocmoTp

alarm.wavy * |

|
|
]

PucyHok 149 - lpoBepka 3ByKOBOW CUrHanusauuu

8.2.2 CoObIiTHA

Bo Bknagke CoObITUA BbINOMHAETCS penakTtnposaHme MM co3gaHme HOBbIX BapUaHTOB cobbiTin ans XypHanos

(PwcyHok 150).
T

[ 4] Cozgate ] [ ¥aanuTe ] [ JkcnopT ] [ MmMnopt ]
N2 | Cobritne YpOBEHb BaXKHOCTH DyHKUNOHANBHERA rpynna Bcnawisatowee coobueHne

M T
2 CuctemHbie ownBkn T MpesynpeanTensHeie curians 2 ¥ (29) HencnpaBHOCTb NPKU BHINOAHEHWW
3 CucTeMHbie NpegynpexaeHns T OnepatveHOE COCTOAHWE ¥ (38) CucTemHwe curHans ACY TN

4 HexgaTka cBoBOgHOMro MECTE HA AUCKE T [(MpeaynpeauTentHbie cUrHans 2 ¥ (29) HencnpaBHOCTb NPKU BHINOAHEHWW
5 ¥aaneHwe sanuceid apx no np nepenos T MpesynpeauTensHeie curians 2 ¥  (29) HencnpaBHOCTb NPU BRINOAHEHWW
£ 3anyck npoueaypsl NPOPeXWBaHUA/YCPEAHEHA T OnepaTueHoe COCTOAHWE ¥ (38) CucTemHbie curHans ACY TM

7 MepekntoyeHwne cepeepos T OnepatveHOE COCTOAHWE ¥ (38) CucTemHbie curHans ACY TM

& Monbsoeatensckne cooBLIEHWA T OnepatMBHOE COCTOAHWE ¥ (41) OgiicTeWe NoNb3OBATENA

9| PyuHoii BEOA 3HAYEHWA T OnepatveHOE COCTOAHWE ¥ (39) 3ameweHwe curHana

PucyHok 150 - Co6biTus

Mo ymonuaHuio B MNporpamme coszgaHo 35 TMnoB ctaH4apTHbIX cobbitun (Tabnuua 22). CTaHgapTHbIE TUMbl COObITUN
MOXXHO pefaKkTMpOoBaTh, HO HENb3s yaanuTb.
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Ta6bnuua 22 - CoobiTusA

annaparta 3a 3ajaHHOe BpeM

Ne | Tun cobbiTnA YpoBeHb BaXXHOCTU MO dDyHKUNOHaNbLHasA rpynna
yMOn4YaHuio
1 CucteMHble coobLeHus OnepaTtnBHOE COCTOSIHNE (38) CnctemHble curHansl ACY
T
2 CuctemMHble owmnbkn MpenynpeautenbHble curHansl 2 | (29) HeuncnpasHOCTL Npu
BbINOMIHEHUN CEPBUCHbIX
NPUNOXEHWN, OLINBKK paboThl
nporpaMmHoro obecnevyeHus
3 CuctemHble nNpegynpexaeHus OnepaTtnBHOE COCTOSIHNE (38) CnctemHble curHansl ACY
T
4 HexBaTka cBoGogHOro mecta Ha gucke | MNpegynpeautenbHble curHansl 2 | (29) HencnpaBHOCTb Npu
BbINOMTHEHNN CEPBUCHbIX
NPUNOXEHNA, OLINOKN paboTbl
nporpaMmHoro obecrnevyeHus
5 YoaneHnve 3anvcen apxvea no npuudvHe | MpegynpeguTenbHble curHans 2 | (29) HemcnpaeHOCTb Npu
nepenoriHeHns BbINOSTHEHNW CEPBUCHbIX
NPUNOXEHN, OLLINOKN paboTbl
nporpammHoro obecneyeHns
6 3anyck npoueaypsl OnepaTtnBHOE COCTOSIHNE (38) CncrtemHble curHansl ACY
npopexusaHuns/ycpeaHeHus Tr
7 MMepekntoveHne cepsepoB OnepaTtnBHOE COCTOSIHNE (38) CnctemHble curHansl ACY
T
8 Monb3oBaTensckne coobLyeHns OnepaTnBHOE COCTOSIHME (41) Oencrtere nonb3oBaTens
9 Py4Hown BBOA 3Ha4eHus OnepaTtnBHOE COCTOSIHNE (39) 3ameleHune curHana
10 |lNomeTkn Ha cxeme OnepaTtnBHOE COCTOSIHNE (41) Oencrteue nonb3oBarerns
11 | YnpaBneHue OnepaTnBHOE COCTOSIHME (30) KomaHgp! ynpaBneHus
12 | CdopmmpoBaH OTHET OnepaTtnBHOE COCTOSIHNE (41) Oencteune nonb3oBarens
13 | CuctemHble coobuenus b OnepaTnBHOE COCTOSIHWE (42) CucremHoe cobbitne Vb
14 [ Monb3oBaTtensckue coobweHus b OnepaTnBHOE COCTOSHME (43) Nonb3oBatenbckne cobbITuA
b
15 | CuctemHble npegynpexaeHusa Vb OnepaTtnBHOE COCTOSIHNE (42) CncrtemHoe cobbiTne b
16 | MNonb3oBaTenbckme NpeaynpexaeHns OnepaTtnBHOE COCTOSIHNE (43) MNMonb3oBaTenbckne codbITUS
nb b
17 | AHumpenTsbl B MpegynpeoutenbHble curHansl 2 | (29) HencnpaeHOCTb Npu
BbINOMTHEHNW CEPBUCHbIX
NPUNOXEHNA, OLLINOKN paboTbl
nporpamMmmHoro obecneyeHns
18 | NameHeHne ycTaBok OnepaTtnBHOE COCTOSIHNE (41) OencTteue nonb3oBaTens
19 | KsutupoBaHue OnepaTtnBHOE COCTOSIHNE (41) Oencteue nonb3oBarens
20 | YcraHoBKa/CHATUE NnakaToB OnepaTnBHOE COCTOSIHME (36) YctaHoBKa/cHATUE nnakaToB
BesonacHocTK BesonacHocTu
21 | CoobLieHus o Hayane/3aBepLUeHM OnepaTtnBHOE COCTOSIHNE (37) Havano/3aBepLieHne ceaHca
ceaHca paboTbl nonb3oBaTens paboTbl
22 | HenepekntoveHne KOMMYyTaLMOHHOIO MpenynpeouTeneHble curHansl 1 | (8) HenepekntoueHne

KOMMYTaLMOHHOIo annapara,
PINH TpaHcdopmatopa
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Ne | Tun cobbiTnA YpoBeHb BaXXHOCTU MO PyHKUMOHaNbLHaA rpynna
YMOM4YaHuio
23 | Banyck npoueaypbl paboTbl ¢ cekunammn | OnepaTtMBHOE COCTOSAHME (38) CnctemHble curHansl ACY
T

24 | OTKIOHEHNe TeKyLLEen YacToTbl 3a OnepaTtnBHOE COCTOSIHNE (47) Nndbopmaums
npegensl "MepTBOn nonock!"

25 | OTKIOHEHUs YacToThbl 3a Npegernbl OnepaTtnBHOE COCTOSIHNE (47) Nndopmaums
50,0040,20 Iy

26 |HeyposneTtBopuTenbHoOe y4acTune B OnepaTnBHOE COCTOSIHME (47) NHdbopmaums
Or1PY no Tpebyemoi MOLHOCTH

27 | HeyposneTtBopuTenbHOe y4acTune B OnepaTtnBHOE COCTOSIHNE (47) UHdpopmauums
OlNPY no konebaHnaAM MOLLHOCTH

28 | HeyposnetBoputensHoe yvyactue B OnepaTnBHOE COCTOSIHWE (47) NHbopmaums
OrlNPY no BmeLLaTenbLCTBY B Npouecc

29 |[lNpousBeneHa konuyecTBeHHas oueHka | OnepaTnBHOE COCTOSIHME (47) NHbopmaums
yyacTtus 8 OlNPY

30 [YpoenetBoputensHoe yyactue B OMNPY | OnepatuBHoe cocTosiHMe (47) Nndopmaums

31 | CdopmmpoBaH oT4eT 06 yyacTum B OnepaTtnBHOE COCTOSIHNE (47) Nndopmaums
one4y

32 |lponsBeneHa KayecTBEHHas oLeHKa OnepaTtnBHOE COCTOSIHNE (47) NHdbopmaums
yyacTtusa B OlNPY

33 | HemocTtaTto4yHoe BpeMsi OTKITOHEHNS OnepaTtnBHOE COCTOSIHNE (47) UHdpopmauums
4YacToThbl A5 KONTIMYECTBEHHOW OLEHKU

34 | Pe3koe OTKNOHEHME YacTOThl OnepaTtnBHOE COCTOSIHNE (47) Undpopmaums
(anuTenbHocTb He Bonee 10 cekyHA)

35 | CkadkoobpasHoe OTKMoHeHue YacToTbl | OnepaTtMBHOE COCTOSHUE (47) NHbopmaums
(anutenbHocTb 6onee 10 cekyHA)

Kaxxgoe cobbiTe COOTBETCTBYET (PYHKLUMOHANbHOM rpynne. ®yHKUMOHAaNbHbIE rPpynmbl NpeacTaBneHbl B Tabnuue 23 un
cootBetcTBYtOT CTO MNMAO «®CK EQC» 5694707-25.040.40.227-2016, MpunoxeHue L.

Tabnuua 23 - ®PyHKUMOHaNbHbIE rpynnbl

Knacc TpeBor Ne coyHKkuMoHanbHou rpynnbl | HammeHoBaHue yHKUMOHaNbLHOM rpynnbi

AC 1 OTKItoMEeHMe BbIKITOMaTENS OT AEACTBUS 3aLLINT,
CaMOMpPOM3BOSIbHOE OTKITHOYEHME/BKITIOHMEHNE
BbIKNtoYaTens

AC 2 CpabatbiBaHue yctponcTts P3A Ha OTKnoYeHne
obopynoBaHus

AC 3 Pabota YPOB

AC 4 CpabartbiBaHue yctponcTs AlNB n ABP

AC 5 CpabartbiBaHue yctponcTs NA Ha BKNtoYeHNe/oTKIYeHe
obopynoBaHusi

Mnc1 6 CpabartbiBaHue Ha curHan KVB, rasoBon 3awmThbl
TpaHcdopmMaTopoB

Mnc1 7 Pabota YIACK (npvem u nepegada komaHg P3 un MA)

nc1 8 HenepekniovyeHne kommyTaLMOHHOro annapara, PINH
TpaHcdopmaTopa

128




Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

Knacc TpeBor Ne cbyHKUMOHanbHOM rpynnbl | HaumeHoBaHue PyHKLMOHANbLHOM Fpynnbl

rnc1 9 HeuncnpasHocTb ycTponcTts ACY TrI1

rnc1 10 HewncnpaeHocTb ycTpowncTte P3A, NMA n BK, PAC, OMI

rnc1 11 Pa6ota ®OJ1, KNP Ha dumkcaumto (6e3 peanmsaumm
ynpaBnsoLero BO3AenNCTBUS)

rnc1 12 HewncnpasHocTb LWMT

rnc1 13 HewucnpasHocTb LWCH

rnc1 14 [ocTmkeHne KpUTUYeCcKnxX 1 npegynpeauTenbHbIX

napameTpoB pexunma paboTbl 06opyaoBaHus anis
KOHTPONMMpPYEMbIX aHanoroBbIX CUrHarnoB

rnc1 15 HeuncnpaBHOCTb BTOPUYHBIX Lienen nepemMeHHoro 1
NMOCTOSIHHOIO TOKa, HanNpsXXeHus (uenu ynpasnexus, uenu
nuTaHWUs u gpyrue)

rnc1 16 [Myck aBTOMaTNYECKOro NoXapoTyLLUEeHUs

rnc1 17 CpabatbiBaHus NOXXapHOW, OXpaHHOW CUrHanmsaumm

Mnc2 18 HecummeTpus B cetn 6-35 kB

Mnc 2 19 Myck yctponcts P3A u MNMA

rnc 2 20 OWwmnbKN CUHXPOHU3ALMN BpEMEHN

rnc2 21 M3meHeHne KoHdurypauum TepmMmmnHanos

rnc 2 22 M3ameHeHune ycTaBok

Mnc2 23 M3ameHeHne COCTOSIHMSA KIoYen ynpaBneHns pexmmom
paboTbl 060pyaoBaHMS

rnc2 24 HapywweHnus cesasm B JIBC ACY TI1

rncz 25 HewncnpasHocTb ycTponcTts ACY TT1, BbisiBNneHHas B
npoLecce camouarHoCTUKK

rnc2 26 HewucnpaBHoCTb ceTeBoro ob6opyaoBaHus

rnc2 27 HeuncnpaBHOCTb BHELWHUX (M04) CUCTEM

rnc2 28 HewncnpaBHocTb TexHonorunvyeckoro obopygosanus MNC

Mnc2 29 HeuncnpaBHOCTb Npu BbINOSIHEHNUN CEPBUCHbIX
NPUNoXeHni, owmnbkn paboTbl NPOrPaMMHOrO
obecneyeHuns

OoC 30 KomaHgab! ynpaBneHus

ocC 31 M3aMeHeHWe NonoXXeHs BbICOKOBOSBTHBLIX BbIKIioYaTeneu,

pasbeanHutenen n 3H

ocC 32 M3meHeHune cocTosiHua yctponcTts P3 1 IMNMA (BBeaeHbl 1
BblBEAEHbI)

ocC 33 BbiBoa/BBOA OonepatuBHON BrioKMpPOBKM

oC 34 MI3MeHeHMe COCTOSTHUSA TEXHONMOMMYECKNX KITHoven

oC 35 Myck PAC, OMIN

OoC 36 YcTtaHoBKa/cHATME nnakaToB 6esonacHoOCTU

oC 37 Havano/3aBepLieHne ceaHca paboTbl Nonb3oBaTens

oC 38 CucteMHble curHansl ACY TT1

oC 39 3amelleHune curHana
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Knacc TpeBor

Ne cbyHKLMOHaNbLHON rpynnbl

HanmeHoBaHue pyHKLMOHANBLHON rpynnbi

oC

40

M3meHeHne Npn3HakKoB Ka4vyecTea

oC

41

[encTteune nonb3oBatens

oC

42

CucrtemHoe cobbiTne b

oC

43

MNonb3oBaTenbckoe cobbiTne b

oC

44

He,EI,OCTOBepHOCTb

oC

45

PemoHT

oC

46

Mmuntaumsa

oC

47

WHdopmaums

AC — ABapuiiHble cobbITUS

MNMC — MNMpeaynpeauTenbHblie cObObITUSA

OC — OnepatumBHble cobbITUA

Kaxgomy cobbITHIO JoMyCcKaeTcst Ha3Ha4nTb BenbiBatowee coobueHne (PyucyHok 151).

[ o] cosbitue [ ¥posens saxwocTu rpynna Bennuisaiowee coobene
1 Cucremmsie coobuyenus T Onepatuenoe cocrostue ~ (38) Cucremmbie curHans ACY TN * 310 cucTemHoe coobuenmel
2 Cuctemmsie ownbkm T
3 CucTemmsie npegynpexaenia OnepaTueHoe cocToanme ¥ (38) Cucremmsie carHanst ACY T -
4 Hexsarka caoBOAHOTO MeCTa Ha ancke Mpeaynpeaurensisie curnans 2 ¥ (29) H T npM cepaucHx np i1, OWIHGKH PaBoTS NPOrPaMMHGTD oBecnedenia ¥
5 Ypanenme sanuceii apxuea o npuamHe ) curvansi 2 v (29) HEMCnpaBHOCTL NPW BbIMDAHEHUMY CEPBACHBIX NPUACHKEHHT, OLIMGKM PaboThi NPOrpaMmMHOro obecnedenns
6 3anyck NPOLEAYPb NPOPEXMEIHMA/YCPEAHEHNR Onepatusroe coctosme v (38) Cuctemmsie currans ACY T -

8 B

Mepexniauenne cepsepos
Mons3osatensckue cooBlueHns

PyurOif BBOA 3HaUEHUS

Mowmerkn Ha cxeme

Ynpasnenue

CéopMnpoBan oTder

Cucremribie coobuerms 1B
MNossosarensckue coobusenmna ME
Cucremnsie npeaynpexaenia UG
MonssosaTensckite Npeynpexaenis U6

7 WnupgenTe UG

Vsmererie ycTasok
Kenrnposarine

YCTaHOBKa/CHATIE NAaKATOR BESONACHOCTA

CooBluerM O Hauane/3aBEPILIEHAM CEaHCa PaBOTH! NOMLI0BATENR

Henepexaioueiye KOMMYTALMOHOT ANNAPaTa 33 333aHHOE Bpems

T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T

Onepatuence coctosmne
Oneparuerioe cocrosHme
Onepatusioe coctostie
Oneparugioe cocrosHme
Onepatuence coctosmne
Oneparuerioe cocrosHme
Onepatusioe coctostie
Oneparugioe cocroHme
Onepatuence coctosmne
Oneparuerioe cocrosHme
MpeaynpeauTensisie curnans: 2
Oneparugioe cocroHme
Onepatuence cocrosmne
AB3pUiiHbIE CUTHANG!
Onepatusioe coctostie

MpeaynpeauTenshsie curnans 1

-

(38) Cuctemmsie carrans ACY TTT
(41) [eiicTeue nonwsosaTEAR

(39) 3auewenme curnasa

(41) fleficraue nonssosatens

(30) Komanas: ynpasnenua

(41) [eiicTeue nonwsosaTEAR

(42) Cuctenmoe cosimne VB

(43) Monssosarenscrue cobuimua UG

(42) Cucremmoe coimne MB

(43) Mons3osarensckue cobuiTHA MB

(29) HewCnpasHOCTS NPW BHIMOAHEHMY CEPBIACHSIX TPIACKEHHTH, OLIMBKY PaBOTh NPOTPaMMHOTO oBecnesenn
(41) fleficraue nonssosatens

(41) [eiAcTeue nonssosatenn

(36) Ycranoska/chatie nnakaTos BesonacHocTd

(37) Hauano/3asepuenme ceanca pabors! NoMs308aTEM

8 1y

0o annapara, PITH Tpancopuaropa

¥ 310 cucTemkoe cobeitne B |
——

* Mponsowso kenTuposarive!

v BuNONHENa yCTaHOBKA MAGKaTOB |
——

PucyHok 151 - BecnnbiBalowee cooblieHune

CoobLeHre BcnnbiBaeT Npy HaBEAEHMN Kypcopa Ha CTPOKY C cobbiTvem B xypHanax (PucyHok 152).

| < poBaTh ‘ ‘ KBUTHpOBaTh BCE | [¥] @wnetpauma  3xcnopr =
O/m  [7]7]epena |~ [onucanme [ = [osor| = [ naps| 7 [3nauenme| 7 [cocromme | 7 [oynx] 7 [1ero| 7 [yzen |
15 17.08.2020 16:19:45.311000 KewTwposaHe BCe coBeTna [JeiicTene scada
14 17.08.2020 16:18:33.131000 YcnewHwii exog & APM (scada). Hauano/s scada
13 17.08.2020 16:18:13.064000 Beixop w3 APM (scada). Hauano/s scada
12 17.08.2020 16:17:00.220000 BbigaHa KoMaHAa ynpagneHna 500 kB / 5 Monoxen 2 BrmoueHune Komarge: 7fO0000L scada
11 17.08.2020 16:16:47.972000 BbigaHa KOMaHAa yNpaBeHUa 500 kB / 5 MonoxeH 1 OTknoyeHHe Komange 7f000001 scada
10 B 17.08.2020 16:15:36.053000 Crat naakat "PABOTA NOA HAMPAXKEHWEM. MOBTOPHO HE BK/IKOYATB!" S00kB/ 5 Char Yctanosk scada
] W 17.08.2020 16:14:32.957000 Ycrawomaew nnakat "PABOTA MOZA HAMNPAXEHMEM. NOBTOPHO II BrIND/HEN YCTAHOEKE NNAKATOE YcTaHosneH YcTanosk scada
B 17.08.2020 16:11:02.204000 YcnewHwin exog 8 APM (scada). s ————— Hauano/z scada
7 17.08.2020 16:10:11. 247000 Brixog ws APM (scada). Hauano/s scada
6 17.08.2020 16:08:42.619000 Ycnewnsii axog 8 APM (scada). Hauano/a scada
5 17.08.2020 16:08:25.073000 Heyaaunas nonbiTka BxoAa 8 APM (scada). HesepHeiid napons. CucTeMHC scada
4 17.08.2020 12:10:33.685000 YcnewHwiii exoy B kondurypatop (scadaconfig). Hauano/3 scadacon|
3 17.08.2020 12:09:26.898000 Brixog w3 kondurypatopa (scadaconfig). Hauano/s scadacon
2 17.08.2020 12:05:40.013000 Ycnewwslii exo B kongurypatop (scadaconfig). Hauano/s scadacon|
1 17.08.2020 12:05:28.616000 HeyaauHan nonwiTka Bxoaa B KoHgmrypatop (scadaconfig). Heseprbii napons. CrncremHc scadacon

PucyHok 152 - BecnnbiBalowee cooblieHue

OnuncaHue gononHUTeNbHLIX KOMaHg Ans paboTbl ¢ cobbITUAMM NpeacTtasneHo B Tabnuue 24.

Tabnuua 24 - Pabota ¢ cobbITUAMM

KomaHpa

OnucaHue

Cospatb

Co3pgaHue HOBOro Tuna coobITU

Yoanntb

YpaneHue BblAenNeHHoro Tmna cobbiTui
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KomaHpa OnucaHue
SkenopT JkenopT KoHdUrypaumm Tunos cobbitun B hopmate CSV
WmnopTt UmnopT KoHdurypaumm tunos cobbitui B opmate CSV

[ns oTknoYeHnsa Tuna cobbITMS CHUMUTE «#» B CTpOKe cobbiTus creea.
= BHumaHume: [locne OTKNIOYEHUS Takmue TUMbl COObITUS He 6y,u,yT 3anncbiBaTtbCA B XKypHarl.

¥ )

(L

[nsa obpaTHOro BKMo4eHUs Tuna cobbITUS YCTaHOBUTE «#» B COOTBETCTBYHOLLEN CTPOKE.

8.2.3 MNpuBA3Ka cobbITUN

Bo Bknagke MpuBA3ka cobbITUI BbINOMHAETCA NPYBA3Ka COOLITUIA K UIBMEHEHUIO COCTOSHNS Unu atpubyTta kavecTea
curHana, u AUCKPETHbIX 3HA4YEeHMI NapaMeTpoB B 3arpyxeHHoMm npoekte (Tabnuua 25). Pabovas obnacte BKNagku
COCTOUT 13 NAHENM Co CMNMCKOM AOCTYMHbIX CTON6LOB ANs 0To6paXkeHus 1 Tabnuvubl C 4epeBOM 0ObEKTOB 3arpy>KEHHOro
npoekta (PucyHok 153).

Tabnuua 25 - Npu3Hakn N3MeHeHns napamMeTpoB

MpusHak 3HayeHue npusHaka

ATpunOyTHI KayecTBa Bnoknpoeka / bnokupoBka (cHATUE)

BHe grnanasoHa / BHe gnanasoHa (cHsTue)

Opebesr / Opebesr (cHsATUE)

Heto4Hoe / HeTouHoe (cHATUE)

MepenonHeHue / NepenonHeHue (CHATHE)

lNMnoxas cceinka / MNnoxas ceblnka (cHATHE)

MopcraHoBka / MNogcTaHoBKa (CHATME)

MpoTmBopeumnsoe / MNpoTrMBOpeYnBoe (CHATHE)

C6on / Coon (cHATME)

YcTapesBLuee / YcrapeBluee (CHATUE)

KauyectBO HepencTButenbHoe Kka4ecTBO

CoMHUTENbHOE KayecTBO

Xopoluee Ka4yecTBO

Mepexonpbl Mepexopg B 00 (0)

Mepexoq B 01 (1)

Mepexoqg B 10

Mepexog B 11

YcTaBku BepxHsasa AY (B3BegeHue)

BepxHsas AY (cHaTue)

BepxHsaga 1Y (B3BegeHue)

BepxHas Y (cHaTue)

Makcumym (B3BeaeHue)

Makcmumym (cHATre)

MuHumym (B3BegeHue)

MuHumym (CHATKE)
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MpusHak

3Ha4yeHue NMpU3HaKa

HwxHsa AY (B3BeaeHue)

HwxHsa AY (cHaTme)

HwxHas MY (B3BegeHune)

HwxHas MY (cHaTtune)

Mpum.:

[ Korguryparop Redkit

Mpoexr  JRCU.EEVS]

Hactpo

MprBeAzKa coBLITH

v Bl ArpubyTsl kavecrsa

BAOKMpoBKa
BaoKmposKa (cHsTie)
Bre guana

BHe AnanasoHa (CHATWE)

Hetouroe
HetouHoe (cHATHE)
Mepenonnenne

Mepenonnenue (crstve)
Mnoxan ccwinka
Mnoxan ccsiaka (cHaTue)
MoacTanoeka
MoacTaHoBk: ATHE)

Mporusopeunsoe

v B Kawectso
B Hegelicraurensros ka

NOUTOBOrO KNUeHTa

MpoTusopeansoe (cHaThe)

Cnucki cOCTOAHMIA

YueTHbie 3anuck

Anroputmbl  Mogyan

Poan

MAakathi U MeTKA

MNapoabHan NOAUTHKE

Ky Omuersl  YcTapeBaHie U MOACTaHOBKA

3KkenopT  3anyck cropokHero MO O nporpamme

YaaneHHbIid 3anyck 6AaHKOB

Ql ‘ [ kcnopT H Wimnopt H

[ Viun 61850

AKTHEHA MOULHOCTs. aza A
AxTneHan mouyocTs. Gaza B
AkTHBHES MOWHOCTs. Baza C
EROKVPOBKa yrpaBAEHIR
Kaabbinyment wowrocTi. basa A

Ko @mument mowmocT.Oasa B
Koagouument mowmocTu.basa C
Meskaydasile Hanpaxenun. Oase AB
Meoxaydaseie Hanpsxennn Oase BC
Mexaydaseie Hanpswenms. Gase CA
MecTHoe/lucTaHymorHoe
MecTroe/fucTanLnonHoe
Hanpsxenna gasa-vedrpans. Pasa A
Hanpsoxenns pasa-weTpans. Oaza B
HanprkeHna dasa-Heiitpans.basa C
Orinovenue paspewenc

MoaHas MouHoCTs.Oasa A

Moakxas MowHocTe.Pasa B

Moaan MouyocTs.®asa C

MNonoxerne

VL4Q2 VL4Q2Controller.Q33MMXUL MX W.phsA.cVal.mag.f
VL4Q2 V14Q2Controller Q33MMXUL MX W.phsB cVal mag f
VL4Q2 VL4QZController. Q33MMXUL MX W.phsC cVal. mag f
VL4Q2VL4Q2Controller.Q33CILOL.ST.EnaOpn.stVal

VL4Q2 VL4Q2Coniroller.Q33MMXUL MX PF.phsA.cVal.mag.f
VL4Q2 VL4Q2Controller Q33MMXUL MX PF phsB.cVal.mag f
VL4Q2 VL4QZController Q33MMXUL MX PF phsC.cVal. mag f
VL4Q2 VL4Q2Controller.Q33MMXUL MX PPV.phsAB.cVal. mag.f
VL4Q2 V14Q2Controller Q33MMXUL MX PPV phsBC.cVal mag
VL4Q2 VL4QZController Q33MMXUL MX PPV phsCA cVal mag.f
VL4Q2 VL4Q2Controller.Q33CSWIL.ST.Loc.stVal

VL4Q2 VL4Q2Coniroller.Q33XCBR1.ST.Loc.stVal

VL4Q2 VL4Q2Controller Q33MMXUL MX PNV phsA cVal mag f
VL4Q2 VL4QZController Q33MMXUL MX PNV phsB.cVal.mag f
VL4Q2 VL4Q2Controller.Q33MMXUL MX PNV.phsC.cVal.mag.f
VL4Q2 V14Q2Controller Q33CILO1 ST EnaCls. stVal

VL4Q2 VL4QZController Q33MMXUL MX VA phsA cVal. mag f
VL4Q2 VL4Q2Controller.Q33MMXUL MX VA, phsB.cVal. mag.f
VL4Q2 VL4Q2Coniroller.Q33MMXUL MX VA, phsC.cVal.mag.f
VL4Q2 VL4Q2Controller Q33XCBR1 ST Pos stVal

PucyHok 153 - MpuBsAska co6biTun

B Tabnuue otobpaxaloTcsi TONMbKO Te MNapaMeTpbl, KOTOpble paHee Obinyv MpuBSA3aHbl K cCUrHamam oT
obopyaoBaHus, Unu Te, YTo y4acTBYoT B 06paboTke anropuTtmoB.

[nsa npmeAskm cobbiTua BoinonHuTe genctensa (PucyHok 154):

1. Bb|6epv|Te cTonoubl ¢ NPU3HAKOM U3MEHEHUA 3Ha4YeHNn CUrHarnos.

2. [Oeaxabl HaxxmuTe JIKM no Tpebyemon siueinke B Tabnumue. OTKPOETCSt OKHO CO CMMCKOM COOBLITUI 4SS NPUBSA3KM.

3. Bbibepute cobbiTve 1 HaxxmuTe HasHaunTb.

v B Mepexogs
Mepexca s
Mepexog & 01 (1)
Mepexoa & 10

Mepexog = 11

<]

TaBKW

<]

Bepuinn AY (38eaeHme)

<]

Bepxian AY

(cHaTve)
BepxHsa MY (e38ea2HKE)
Bepxran MY (cHATHE)

w (B3BEAEHUE)

a3BEAEHMUE)

Hunxrina MY (cHATue)

Cobbman | Yposnu [n

Mapamerp

0 |

[ un 61850

| Bepxrsnn AY (a3sepenul Bepxnnn AY (cHatie) |

AxtvBHas MouHocTs Hynesas nocaeaosatens s1VL1Q2 VL 1Q2Controller QZMMXU2Z MX W.res
sLVL1Q2 VL1Q2Controller Q2MMXULMX W.net
sLVL1Q2VL1Q2Controller.Q2MMXUZMX W.net

AKTiBHas Mo HOCTL Cpegries
AxTiBHas MowHocTs Cpeariee
LU H ()

AKTWBHAA MOwWwHoCTb.®asa A

AKTHEH

AKTWEHaR MOWHOCTE Dasa B
AxTHBHaA MOWHOCTE Qaza B
AxTHBHaA MowHOCTE. Gaza C
AkTHBHaR MowHocTe.®asza C
BACKADOBKa BKAKDYEHNS
BROKAPOBKA OTKA IOUEHIR
BROKAPOBKa yrpABNEHAA

Koaduuuent mouwocTn Heitrpans

Koaduuument mownocTh. Hynesas nocaegos: sLVL1Q2VL1Q2Cantroller.Q2MMXULN

Koadduument mouHocTn.CpeaHee
KoadduumeHT mowHocTn.Gasa A
Kostbbuupnent Mot HocTH Gasa B
Koaduupent moutHocTi Gasa C
MexdasHoe Hanprxerie Dassi AB
MexdasHoe Hanpaxenve base BC

MexdasHoe Hanoaxerme Gass CA

SLVL1Q2.VL1Q2ControllerQ2MMXUL MX.W.phsA
1VL1Q2V11Q2Controller Q2MMXU2 MX'W.phsB

Ii__

s1VL1Q2VL1Q2Controller Q2MMXULN HazHauenwe cobeitna X
SLVLIQ2VLIQControllerQMMXUZN (0o crun
sLVL1Q2VL1Q2Controller.Q2MMXUL € Cucremmbie ownbkm
SLVLIQ2VLIQConroller QXCRRLST, ¢ oo o
SLVUIQ2VI1Q2ControllerQACBRLST] [ o oro wecra s ek
SRR oniole QR OLON ¥ Ynanexue 3anuceil apxvBa No NPUUMHE NEPENOAHEHWA
s1VL1Q2 VL1Q2Controller. Q2MMXUL ST TIEICILATIEISE I oo

A Mepekniouenue cepsepos
sLVL1Q2VL1Q2Controller.Q2MMXUL 1 N e
s1VL1Q2VL1Q2Controller.Q2MMXULN - e
s1VL1Q2VL1Q2Controller. Q2MMXUL N Nomer Ha cxeme
s1VL1Q2VL1Q2Controller Q2MMXULN B e e
SLVIQZVUIQXController QMMXULN ¢ oo
sLVL1Q2VL1Q2Controller.Q2MMXULNM Bl Ciscreminie cocbu A VB
s1VL102.VL102Controller.O2ZMMXUL Ml rorsearentome oo S e

C  Cwcremnbie npegynpexaenins VB

M Monb3oeatensckue npegynpexaeHus M6

N WHumgerTe B

"

K Kswruposarve

¥ YcraHoeka/cHaTve nnakaros GesonacHocTm

—ET

PucyHok 154 - NpuBsaska cobbiTHi

Mocne BeiGopa B siueiike ByaeT oToGpaxaTbCsl TN HagHaYeHHOro COBbITUSA Y COOTBETCTBYHOLLIMI EMY YPOBEHb BaXKHOCTU.
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[lnsi NpuBS3KM OAMHAKOBLIX COOLITWI K HECKONBbKMM NapamMeTpamM npeaycmMoTpeHa yHKLUMS KONMMPOBAHUS HACTPOEHHOM
AYEVKM U CTPOKM Tabnuubl.

[na konvpoBaHusa BeINoNHUTE cnegytowme aencrens (PucyHok 155):

1.

HaxmuTe KM no ogHOM U3 HAaCTPOEHHbIX siYeek, U3 KOHTEKCTHOMO MeHto Bblbepute komaHay KonupoBaTtb Auenky
unu KonupoBaTtb CTPOKY.

OTmeTbTE NapameTpbl B 4ePEBE NPOEKTA, A5 KOTOPbIX HEOOXOAMMO CKOMMPOBAaTb HACTPOMKN NPUBSA3KY.

Haxmute Ha kHONKy BcTaBuTb (ONsi OTMEHblI KOMMPOBaHUS HaXXMUTE Ha KHOMKY OTMEeHUTb KonupoBaHue,
pPacnonoXeHHY PSAoM).

OTKpoeTcst OKHO noaTBepXaeHust konnposaHus. Haxxmute OK.

Mpyesaka cobswii

apewee Q

apesiu ee (CHATME)

Bepxrian AY (s3segenv| Bepxran AY (cHatve)

ocTs Hynesan nocnesosa s1VL1QLVL1Q1Controller QIMMXUZ MX W.res
Axtusan w ) iocTs. Hynesan nocneaosa s1VL1Q1 VL1Q1Controller.QIMMXULMX W.res
sLVL1GLVLIQ1Controller. QIMMXU2 MX W.net
SLVL1QLVL1Q1Controller.QIMMXULMX W.net

s1VL1Q1VL1Q1Controller Q1IMMXULMX W phsA Ul V3menesus s Manizuauusvers

s1VL1Q1 VL1Q1Controller QIMMXU2 MX.W phsA. Pepaxtiposars
Konmposars sueiicy

SLVL1QLVL1Q1Controller.QIMMXUZ MX.W.phsB
Konuposars cTpoky

SLVL1QLVL1Q1Controller. QIMMXULMX W.phsE

AxTuanan Mol HocTs. Cpeanee

B Xopouee cauecten AKTMBHaR MoLHoCTs.CpeaHee

v B Nepexops AKTHBHER MOUYHOCTs Da3a A

MNepexoa & AKTWBHaA MOLWLHOCTE Ba3a A

AKTMBHES MOW HOCTE. Daza B

Mepex: AxTienan MowHoCTs Paza B

Mepexo s 11 AKTWBHaS MOLLHOCTh. Da3a C

$1VL1Q1 VL1Q1Controller QIMMXULMX. W.phsC
$1VL1Q1 VL1Q1Controller QIMMXU2 MX. W.phsC
s1VL1Q1 VL1Q1Controller QIXCBRLST BlkOpn
SLVL1QLVLIQIController QIXCBRLST BIKC]
SLVLIQLVLIQIController.Q1cILOLST| M x]
SLVL1Q1VLIQIController QIMMXUL|  Flpuuerurms konuposanite ana creayiows s 2 napameTpos

Ko guumert MowHocTi Hynesan nocne s1VL1Q1VL1Q1Controller QIMMXUL
S1VL1Q1 VL1Q1Controller. QIMMXUL|

4
<]

AKTHBHER MOUYHOCTs D333 C

a

BADKUpOBKa BN IOUEHNA

a

BAOKHPORKA OTKAKGHEHHA

BAoKHpORKa ynpaBeHma

Ko3d buLment MowHocTi Helitpans
Cumym (a3egEHME)

S1VL1QLVLIQIController QIMMXULMX W.phsC  AKTUBHaR MOLL HOCTS.
s1VL1Q1VLIQIController QIMMXUZMX W.phsB  AKTWEHaA MOLL HOCTS.

Makcumym (s o A )

Muhimym

MUHHMYM (CHATHE)

Koagduumenrt mowHocTh. Oasa A
Koagdinumert mowocTh.Oasa B
KoagduumerT MouyHocTi Oasa C

) ([l 0 |30 & (G0 @ (O O E )

Mexdasroe Hanpaxenme Dass AB

Mexdas+oe Hanomxenwe Dass BC

SLVLIQLVLIQ1Controller. Q1IMMXUL.
sLVL1QLVL1Q1Controller. Q1IMMXUL.
s1VL1Q1VL1Q1Controller Q1IMMXUL|
s1VL1Q1VL1Q1Controller Q1IMMXU1L |
sLVL101VL101Controller. O1IMMXUL.

E—

PucyHok 155 - KonupoBaHue siueniku

[na ynaneHus npmBasku cobbiTvs kK napameTpy Haxmute [TKM no siuerike ¢ HadHaYeHHbIM CODbITUEM U U3 KOHTEKCTHOTMO
MeHI0 BbIbepuTe komaHay YaanuTtb. [loateepauTte gencTeBmne B 4MANOroBOM OKHE.

8.2.3.1 AkcnopT/MUMnopT NPUBA30K COOLITUN

Redkit Configurstor

ObbektHas Mofens [ LEY M)

HacTpoiiku NOUTOBOrO KNMeHTa

e Lo [ —

[ s 61850

peswee

TapesL ee (CHATUE)

4EcTED
OpOLL 86 KAUECTEOD

v W Mepexoam

<]
< <]

Maxcumy

Makcumym (i

MuHuym (&

OCTORHWA  ANropuTMbl  HacTpoitku yana

YueTHble 3anucK Ponu

MaponbHas NoAUTMKa  SkCNOpT  3any

MnakaTsl U METKKM MKy Oruets YcrapesaHue W NOACTaHOBKA

opoHHero MO O nporpamme

YpaaneHHslA 3anyck BAAHKOB

Bepxrinn AY (s3segenu| Bepxrian AY (cHaThe)

AKTUSHaR MOLY HoCT=. Hynesan nocneaosaTens sLYLIQ2VLIQ2Controller.Q2MMXU2MX. W.res

Axtusnan mowHocTs Cpeariee
Axtusian mouHocTs Cpegyiee
AKTisHas MowHOCTs. Gaza A
AKTHaR MoLHoCTs. Ba3a A
AxTusHan Mo HocTs Ga3a B
Axtusnan MowHocTs Hasa B
Axtuias mowHocTs Hasa C
AxTaHan MowHocTs. $asa C
BAOKMPOBKa BKNIQUEHHA
BAOKWPOBKa OTKAKOHEHNA
BrokvposKa ynpasnena

Koag@wnumeHT MowHoCTH. HeltTpank

T . Hynesan
Kot & uupenT mouyHocTi Cpemtes
Koadduupent mouynocTn dasa A
Kosddmument mouynoctn Gasa B
KoaggunumeHT mowHocTn.®aza C
MexdazHoe Hanpaxenne. Gase AB
MexdazHoe Hanpsxenue Gase BC

Mexdasnoe Hanosuwenve Dase CA

S1V11Q2VL1Q2Controller Q2MMXULMX. W net
S1VL1Q2VL1Q2Controller Q2MMXU2 MX W.net
SLVL1Q2VLIQ2Controller.Q2MMXUZMX. W.phsA.
SLVL1Q2VLIQ2Controller.Q2MMXULMX. W.phsA.
$1VL1Q2VL1Q2Controller Q2MMXU2 MX. W.phs
S1VL1Q2VL1Q2Controller Q2MMXULMX W.phsE
s1VL1Q2VL1Q2Controller Q2MMXU2MX W.phsC
SLVL1Q2VLIQ2Controller.Q2MMXULMX.W.phsC
sLVL1Q2VL1Q2Controller Q2XCEBRLST.BIkOpn
$1V11Q2VL1Q2Controller Q2XCBR1 ST BIkCls
s1VL1Q2VL1Q2Controller Q2CILOL ST Enapn
SLVL1QZVLIQ2Controller.Q2MMXULMX.PF.neut
SLVL1Q2VLIQ2Controller.Q2MMXULMX.PF.res
S1VL1Q2VL1Q2Controller Q2MMXUL MX PF.net
s1V11Q2VL1Q2Controller Q2MMXUL MX.PF. phsA
s1VL1Q2VL1Q2Controller Q2MMXULMX PF.phsE
SLVL1Q2VLIQ2Controller.Q2MMXULMX.PF.phsC
sLVL1Q2VLIQ2Controller Q2MMXULMX. PPV, phsAB
s1V11Q2VL1Q2Controller Q2MMXUL MX PPV, phsBC
sLVL102VL102Controller O2MMXULMX PPV.ohsCA

PucyHok 156 - kcnopT/MIMnopT npuBs30K COOLITUMI
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CsolicTBa:

- OkenopT/MnopT NpMBA30K COObLITUI BbINOMHSETCA B hopmate CSV.
- Bo3moxHO MMNopTMpoBaTh NPUBA3KN COOLITUIA, SKCMOPTUPOBAHHbLIE B BEPCUMM HE CTapLue TEKyLLEN.

- ABTOMATMYECKMI 3KCMOPT/MMMOPT NPUBA30K COOLITUIA MEXay BEPCUAMU BO3MOXKEH Tornbko ¢ Bepcumn 1.3.2005 B
1.3.2103. B gpyrmx cny4yasx ans KoppekTHOro uMmnopra notpebyeTtcsa pyyHoe pegaktupoBaHme CSV-channa.

- Ecnwn B umnoptpyemom CSV-channe k Tery npnBsisaHo XoTsa 66l 04HO cobbITME, KOTOPOrO HET B TEKYLLEW CUCTEME,
TO ANA 3TOro Tera HNYEro He UMNOPTUPYETCS.

Mpoueaypa akcnopTa NpUBA30K COOLITUI:

1. Haxmute 3kcnopT (PucyHok 156).
2. CoxpaHute cdpopMmmnpoBaHHbIi CSV-chann.

Mpoueaypa MMnopTa NPUBSA30K COGLITHIA:

1. Haxmute UMmnopTt (PucyHok 156).
2. 3arpyauTte paHee 3KCNopTUpoBaHHbI CSV-chann.

8.2.4 XypHanbl

8.2.4.1 UnTepdhenc. Bnabl xxypHanos

Ha Bknagke YKypHanbl BbIMOMHSAETCA HACTPOMKa MONb30BATENBCKMX XYPHANoB ¢ npegonpedeneHHbiM1 unsrpamu
(PvicyHok 157).

YpoBHM BaxHoCTH | Makens cobbmall | MCTOUHUKA ynpaBneHua

-~ | Bce cobbitia
Iz‘ Bce cobbimua .
- -
[7] He oToBpakats Ha rMasHOM NaHenu

XKypHan U6

[[] AeTomMaTHueck OTKPEIBATE NPMA HOBOM €oBbiTHl, ecnn YPOBEHb BaXHOCTW Bbille WK paBeH Asapvi‘»—me CUrHansi 5

HoBblid xypHan

= < [T] OTRAOUNTE MHCTPYMEHT KBUTMPOBaH WS
00begMHEHHbBI W

FyBK1Ha 3arpyskiu NO yMONYaHUKD 1 oyt =

MNpeaBapUTeAbHLIA NPOCMOTP Cronbum ¥ 33aNOMHWTL NaPaMETPbl COPTUPOBKM

D‘ D | v | v | Bpems ‘ |Onncanw| v | OBopyao | % | Napamerp | |3HGHEHME| v | Coctonme | v |0ym(uv|m| v | I/IcTDHHm| 5 | ¥sen v |
~

O 8 B 29.09.2019 15:21:15.789000 ¥cnewHsid Bx: Hauano/zasep scada

O 7 I 29.09.2019 15:20:52.915000 Beixoa s AP Hauano/zasep scada

0 6 [ 29.09.2019 15:06:06.979000 Crmena komar MNC Creng ACY Crapt Henpepl 11 Komange ynp. 7f000001 scada

Mepesie 3 anemenTa

MpeaduasTpsl

[7] Bee 3nemeHTEI
7] He keutMpoBaHO
] Keutuposaro
7] HekeuTupyemo

[ Cratyc kButupoBanms

[ ¥Yposens saxHocTi

[1 Onucanne

PucyHok 157 - HacTpoiika xXypHanoB
MHdopMaumsa no coaepXMmomMy pefdaktopa XXypHanoB npeacraeneHa B Tabnuue 26.

Tabnuua 26 - OnucaHune nHTepdenca xxypHanos

Ne Ha HaunmeHoBaHue OnucaHue
pUCYyHKe
1 Karanor xypHanos CopepXuT CnUCcoK CyLLIeCTBYOLLUNX XXypHanoB. Mo

ymonyaHuio B [porpamme co3faHbl ABa XypHana: Bee
co6biTnsa 1 XXypHan UB.

2 MaHernb HAaCTPOEK XypHarnos HacTpolika HasBaHWs xypHana, UKOHKW, 0BLLmX
napamMeTpoB OTOOPAXEHUS, OTKPLITUSA, KBUTUPOBAHUS,
rnyGuHbI 3arpy3Kku XypHaros.

3 MpeanpocMoTp Tabnumubl XypHanos HacTpoWika oTobpaxeHus xxypHana: 3agaHue ctonbuos
ONs OTOOpaXKeHMs1 1 COPTUPOBKM.
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Ne Ha HaumeHoBaHue OnucaHune

PUCYHKe

4 MaHenb HacTpoek NpeadunsTPoB HacTtporika napameTpoB npeasaputenbHoOn dunsTpaunm
XypHana.

B MporpamMmMe npedycMOTPEHO Co3aaHue ABYX TUMOB XKYpPHAroB:

1. CTaH@apTHbLIN.

2. O6beanHeHHbIN — 00beanHSET COObITUA N3 CTaHAAPTHBIX XKYPHANoB (4OCTYMHbIX ONpeaeneHHoOMY Norb30BaTento)
no ycnosuto NN ¢ BO3MOXHOCTBIO MPUMEHEHUS AOMNONHNTENBHOIO oUnsTPa.

8.2.4.2 Co3paHue u HacTpoMKa XXypHana

Mpouecc co3gaHna U HAaCTPOWKM XXypHana npeactaeneH Ha PucyHke 158, onncaHne — Huxe.

oakrubN

CozgaTe HOBLIA XypHan ¥aanute

Bce cobbimua

| Hosblid xypHan +—7

XKypnan B

<

[7] He oToBpaxars Ha ragHON NaHenn
[T ABTOMaTHUECKM OTKPLIEATE MPU HOBOM COBLITUM, ECIM YPOBEHE BAKHOCTA Bhllle WAM PABEH Asapuincie curHantl ¥ 4]

[Tl OTkntOUMTE MHCTPYMEHT KEUTHPOBAHWA

[ny6uHa 3arpyaky No yMoNuaHnio 1 oykn & 5]

MNpeABapHTEAbHBIA NPOCMOTP Cronbust

3aNOMHUTL NapaMeTpLl COPTUPOBKK MNocmoTpeThb kak: MBaHos MeaH MBaHosuy (ivanoff)
- Py

o [7] 7 [spewn

L]
[ Chcame ! \ [z

i

9 W 29.09.2019 17:22.43.583000 g_,wa HOBaA yHeTHaR 3anMch van B Hasmanennme ponu: Onepatop. a
8 B 29.09.201915:21:15.789000 YcnewHsii exog & APM (Redkit).

7 W 29.09.2019 15:20:52.915000 Bwixog us APM (Redkit).

6 I 29.09.2019 15:06:06.979000 OTmeHa KOMaHAB! YNpagieHua Ha 3Tane uiGopa.

Mepekie 4 3nemeHTa

MpeadunsTpel

(<) [0

Onucanne

o o

YpoeeHb BaxKHOCTH: 1.

CTaTyc KEWTUPOBaHWA

YpOoBEHb BRKHOCTH

OGopyaosaHke i NapaMeTpLl OnepaTveHoe cocToAHKe

YcraHoBAEHHbIE NpegdrabTpLl

:

[ Bee anemenTsi

[ Asapuiitele curnans
] NpeaynpegurensHele curkans 1
"] NpegynpegutensHeie curdans 2

PucyHok 158 - CozpaHue xXypHana

HaxmuTe Ha kHonKy Co3aaTb HOBBLIW XXypHan. V3 BeinagaroLlero cnvcka Bblbepute Tun xypHana: CTaHgapTHbIN
unn O6beaNHEHHbIN.

BbiGepuTe UKOHKY >KypHana.
BeBegute Ha3BaHuWe XypHana.
OTtmeTbTe «#» HeobXoaMMble HACTPOWKM.

BbibepuTte rmyOuHy 3arpysku xxypHana (Mo yMmonyaHuio BbiCTaBreH nopor 1 cyTku).
Bbibepute cTonbubl AN oTobpaxkeHus B XypHane. [JJocTynHble ctonbupbi:

mET T S@ ™m0 o0 T

53

YHukaneHbli ngeHtudmkatop (ID).

CraTtyc KBMTUpOBaHMS.
CraTyc KBUTUPOBaHUSA (TEKCT).
YpOBEHb BaXKHOCTH.

YpOBeHb BaXXHOCTU (TEKCT).
Bpewms.

OnucaHwe.

O6opynoBaHue.
[ucnetyepckoe HaMMeHoBaHuMe.
[MapameTp.

McTovHUK nHpopmaumn.
3HayeHue.

. CocTosiHue.

(DyHKLl,I/IOHaJ'IbHaﬂ rpynna.
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0. Homep yHKUMOHaNbLHOW rpynnbl.
p- ACTOYHUK.

q. Y3en.

r. Onpoc.

Cosert: ﬂ,OI'IyCKaeTCFl nepenMMeHoBbIBaTb CyllecTByloLimne cTonoubl:

- Haxwmute KM no 3aronoeky ctonbua.

- HaxwmuTte Ha komaHay MepeMmeHoBaThb.
- Bnvwwute HOBOe Ha3BaHue.

- Haxwmute Enter.

7. BbinonHute COPTUPOBKY No cTonduam: HaXXMUTe Ha 3arofioBKM CTonobLoB, No KOTOPbIM HeobX0ANMO BbINOMHUTL
COPTUPOBKY Tabnuupl XypHana. Haxmute 3anoMHUTb napameTpbl COPTUPOBKMN.

Tonbko ANA 06beANHEeHHOro TUNa XypHana: ykaxute y4eTHYH0 3an1cb ANns A0CTyna K NPOCMOTPY XKypHana.
9. YcrtaHoBuTe Heobxooumble NpeadunbsTpbl U MX napameTpbl. JOCTynHbie NpeadunsTpbI:

®

CraTyc KBUTUPOBAHUSI.
YpOBEHb BaXKHOCTH.
OnucaHue.

O6opynoBaHve 1 napameTpbl.
3HauyeHue.

CocTtosiHue.
dyHKUMOHanbHas rpynna.
MCcTOuYHMK.

Y3en.

S@ ™o oo oTw

8.2.4.3 YpaneHue XypHana

[na yopaneHus xxypHana Belbepute TpebyeMblIl XKypHar B Katanore n HaxxmMmute Ha komangy Yaanutb (PucyHok 159).

Kongurypatop Redkit

L UEN MM AnropuTMel  Mogynn  OTueTel  BRaHkW NepeknkoueHui

M i "
+ | CO38aTh HOELIA XypHan ¥ ¥aanuThb

+]

Bce coBLITHA | XypHan W
ﬁ ¥ | [ He oto6paxal

[ AeTomaTHueck

IE Xypuan Wb

PucyHok 159 - YoaneHue xKypHana

8.2.5 NaHenb coObITUA

Bo Bknagke MNMaHenb cOObLITUM BLINOMHSAETCA HACTPOWKa OTOBpaXKeHNss CObbITUIA OnpeaeneHHoro XXypHana Ha naHenu
cobbiTn nonb3oBatenbckon cpeabl npunoxeHms Redkit SCADA ans onpegeneHnHoro nonb3osatens (PucyHok 160).
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Kongurypatop Redkit

EEEES

Haifm

Npoekr (BTSN AnroputMbl  Mofynn  OTWeT  GAGHKH NEpEKNIOYEHM  YueTHsle 38nMcn  Ponu  [lapofHas noaHTHKR  KCMOPT O Nporpammie

KypHane! | Mpuenzka cobemii | CoBumya | YPOBHH BaxHOCTH | Manerls cobamnii

Yuernan 3anuce | Nonssosatens

Kypran gna navesm cobemwit

ivanov Wearoe Vean Mearosny

petrov Nerpos Bacunwii Bacunseany

Bee cobuimua -
Kypran UB -
(QGbeaHHEHIE AOCTYHENX Ky PHAACE

OBbeIHERHE AOCTYNHbIX XyPHANGE

Bce cobuimua

HKypHan 16

3 3nemenra \
21 Mions 2018 17:1420 rootv | Cremsi v fepeso uShemﬂa\ Apxus  Tekywve ganebie  [paguku  Ycraskn  Omersi v Cnpaska~ |
== | CoSem 21.0620181430:06.798 Yenewnaii exon 8 APM (Redkit).
- He xavuposano: 1 l‘)) 21.0620181219:17.540 Yenewnaii sxop 8 APM (Redkit).
Beero: 6 1 1 | 210620181219.11283 Heygaunas nonsitka sxcaa s APM (Redkit). Hesephiii napons.

PucyHok 160 - MaHenb coGbiTuin

Bbl68pMTe YYETHYI0 3anucb n I'IpVICBOVITG e HeobxoanMbI TUN XypHana 13 Bbinagarwowiero cnmcka.

8.2.6 UcTouHMKM ynpaBneHus

Ha Bknagke UcTOYHUK ynpaBneHua 3ajaetcsa MﬂeHTMd)MKaHMH nHnunaTopa n3mMeHeHnsAa COCTOAHUA ynpaBliidemMoro

00beKTa AaHHbIX. Tpe6yeTc;| Ans Toro, 4YtoobI I/I,El,eHTVI(bVILI,VIPOBaTb MCTOYHUK ynpaBlieHUA.

1. Bnvwwure 3HayeHwne B ctonbue Orldent (PucyHok 161).

F

]

2. Brnvwwute 3HaveHue Orldent B cton6ue 3HavyeHue (PucyHok 161).

itx BHumanue: Yucno undp Orldent Bcerga yeTHoe. Hanpumep, 3HadeHne 123 Hago ykasatb B Buge 0123.

Hypraner | Mpueaszka coboimui

Cobbitwa | ¥poeHw BaHocTk | [Madens coBeimwid | Morounukn ynpasneduns

[ :j CozpaTk | [ ¥aanuTe

| Orldent

3HaueHne

1000

Kakol-To ncTouHnK

WeTounuk 123

PucyHok 161 - UcTouHuK ynpaBneHus

YnaneHue NcTovHuKka ynpasneHua:

1. 3anonHuTte YekBOKC Y BbIBPaHHbIX NCTOYHMKOB yrpaBieHus.
2. Haxwmute Yganutb (PucyHok 162).

Kypuane! | MNpweazka cobeimui | CoBemwa | ¥poedw eamdoctn | Madens coBeimwii | Mcroynukw ynpaenesns

:j Cozgate || ¥Yoanute

| Orldent JHAYEHNE
1000 Kakoi-To McTouHNE
WeTounme 123

PucyHok 162 - YoaneHune nctouHuka ynpasneHus

8.3 Cnuckum cocToAHUM

B MeHi0 CNUCKK COCTOAHUM 3a4aeTCs HAaCTPOWKa AN KOHKPETHbIX COCTOSIHUA CUCTEMBbI.
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CnncKM COCTOAHUM — 3TO TEKyLLME AaHHble + nocneaHee cobbiTne. bepetca Tabnuua TeKyLWwmnx AaHHbIX U COeQMHAETCS
¢ Tabnvuen, xpaHsiwen nocriegHee cobbiTe aAng Kaxgoro napameTpa. Het napameTpa B TEKYLUMX AaHHbIX — HET 3anucu
B CMUCKaxX COCTOSHWNA.

1. Haxmute Ha komaHgy Co3aaTtb HOBbIN CMIUCOK.

2. OTpeaakTupymnTe CNmMCOoK N0 aHarorMm ¢ HaCTPOMKOW XXypHanoB COObITUA.

3. BbinonHuTe NpuBA3Ky cobbITUsSI K cUrHanam Ha Bknagke Npussaska cobbITUA.

CospgaHHbI cnivcok byaet oTobpaxatbes Ha naHenu rmasHoro MeHto Redkit Workstation (PucyHok 163).

Mpoekr  XypHansl REUITORTaGENM AfroputMel  Mogynu  Maakatel Y OTuetel | YeTapesanue W NOACTAHOBKA  YueTHble 3amnucu

Skcnopt  3anyck crtopoxHero MO O nporpamme

+'_j [ PeaakTMpoBath ] [ Yaanut

HoBkil cnucok Hoewiii cniucok

@ T B Ownounts WHCTPYMEHT KEMTUDOBAHUA

MNpeABapUTenLHLlid NpoeMoTp  Cronbus w
N 5| ¥ |Napametp | ¥ | OBopygosanve |+ | 3navenwe | © | Onucanne cobuitha | & | Kaued
Her 3anmcei
0 3nemeHTOR \
ARy
[l O6opysosaHue
[ Bes obopygoeatus
30 MioHb 2019 18:57:31 {.m:‘;‘ugg"' A ” Muemokagpel ¥ g [lepeso obbektos  Apxve  Tekyliue AaHHble [padmikd >
= Cobeima 30.06.2019 18:57:21.848000 YcnewHsii & Hal
= 10 He keutnposana: 10 I‘)) J‘ @ 30.06.2019 18:57:08.769000 Buixog w3 AF Hal
Beero: 47 1 10 0 0 30.06.2019 18:17:56.392000 Wameriena yc 110 kB / Test e

PucyHok 163 - Cnuckn coctosiHMMn

8.4 Anropntmbil

B meHi0 ANroputmbl BLIMOMHSETCS CO34aHWE U PEfaKTUPOBaHWE MOMb30BaATENbCKUX anrOpPUTMOB Ha CKPUMTOBBLIX
asblkax ST/JavaScript/Lua. C nOMOLLbIO anropuTMOB peanuayroTcst UBMEHEHUS 3HAYEHUS BbIPAXXEHUSA C MPUMEHEHNEM
JIOrMYECKMX U apndMETUYECKMX Onepaunii, onepauuii cpaBHEHUs], pacdeT GanaHca MOLLHOCTM U Mpoyme onepauuu.

Mpum.: Bce anropuTMbl BbINOMHATCS OT MUMEHWN CUCTEMBI, @ HE OT UMEHM MONb30BaTeNs.
®yHKUMOHaN anropuTMOB AOCTYMEH TOMbKO MOCNe 3arpy3kn NpoekTa.
Pa6Gouas obnactb MeHo AnroputMbl cogepxuT (PucyHok 164):

1. [JepeBo npoekTa.
2. Cnucok CKpunToB.
3. CeoiicTBa ckpunTa.
4. TekcT ckpunTa.
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Haitrn

CroiicTea ckpunTa:

Hazsanue

QnucaHue | MpueAska |

3anyck no coBeiAM

~ [Mpoekr

10«B

110«B

400B
AunarHocTuka
Kniou ynpasnenis

[JECTTS

T-1 )
TCH-1 n

ry v v v vvrvrcw

Mepuogmueciuii sanyck

3anyck b30BATENEM

Pesxum oTnagK

OE oBEE

Tekcr ckpunTa

W Tun

Hert sasucnmoctein

8 Bn

CNUCoK CKpUNTOB

HE [

| HazgaHune | Tun

Lua_script_3 Lua
Lua_script_2 Lua

[CRCNS|

Lua_script_1 Lua

PucyHok 164 - Anroputmbl

PyHKUMM KHONOK pabodyelt obnact MeHo ANropUTMbI NPeAcTaBneHbl B Tabnuue 27.

Tabnuua 27 - MeHI0 «ANropUTMbI»

Cnuncok CKpunToB

KHonka / CBoncTBO

OnucaHue

Cnincok ckpuntos (Ne2
Ha PucyHke 164)

[obGaBuTb anroputm

[obaeneHne anroputma.
oTobpaxaTbCs HUXe.

Cnucok anroputmoB Byget

- [onyckaeTcs co3naBaTb HECKOSBKO anropuTMOB.

- [lepeumeHoBaHWe ¥ yganeHne cosgaHHbIX
anropMTMOB BbINOSHAETCS U3 X KOHTEKCTHOIO MEHIO,
BbI3biBaemoro TKM.

- Wmsa anroputma gomKHO BbITb Ha NaTtMHULE 1
HayMHaTbCs C OyKBbl.

E 3arpy3ska 13 channa

3arpyska ganna anroputma B popmatax LUA, JS, ST,
XML

Caowctaa ckpunTta (Ne3
Ha PucyHke 164)

3anyck no cobbiTuaAM

BkntounTb 3anyck anroputma no niobomy cobbiTuio,
3aperncTprpoBaHHOMY B XXypHarne (M3MeHeHune
MONoXeHwus, BblAavya KoMmaHabl ynpasneHus,
noacTaHoOBKM, NoObIe Nonb3oBaTenbCkue CobbITUS U
npo4ue)

Mepuogmnyecknin 3anyck

BknounTb neproguyeckunii 3anyck anropmtma

MNepunop 3anycka

Mepwuog 3anyck Ans Nepuoanyeckoro 3anycka anropmtma.
[onyctumbln doopmat nepuoda 3anycka: MUINCeKyHabl
(mc), cekyHapl (Cek), MUHYTBI (MUH), Yachbl (4)

38I'IyCK nonb3oBarernemMm

BkntounTb 3anyck rnoJjib3oBarteriem

Pexxum otnapkm

BkntounTb pexunm otnagkum

3anyC|< no npuxoay Teros

,D,O6aBI/ITb Tern n3 gepesa npoekrta, rno NSAMeHEeHMo
KOTOPbIX 6yp,eT 3anyckaTtbCa anroputm

MapameTpbl ANs 3anycka

[obaButb napamMeTpbl And 3anycka norb3oBaternem

nornb3oBaTenem
Tekct ckpunta (Ned Ha [ [+][5] YBenuuuntb / YMeHbLUNTbL Macitab Tekcta ckpunta
PucyHke 164)

CoxpaHnTtb CoxpaHeHune HacTpoek

MNpoBeputb lMpoBepka cUHTaKcKca anroputma

OkcnopT B chann

BKcnopT anroputma B doann
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Cnuncok CKpMnToB KHonka / CBoMcTBO

OnucaHue

MmnopT 13 cpanna

Wmnopt anroputma 13 canna

OYynCTUTb CNINCOK
3aBMCUMMOCTEN

OuncTuTb CNMCOK 3aBNCUMOCTEN U3 hopMbl 3anycka no
npuxogy Teros

8.4.1 Co3paHue n

1.

HaCTpOﬁKa anroputmMma

B cnvcke CKpUNTOB HAXXMUTE Ha KHOMKY [lo6aBUTb anroputm .

2. Bbibepute 13 BbinagaroLLero cnucka tun anroputma u Haxmute OK (PucyHok 165).

BriGepwTe TMN anrcputma

X

Lua
5T
JavaScript

MoppobHee Npo Ucnonb3oBaHUE NapamMeTPOB MO KAXXAOMY TUMY CMOTPUTE B pasaernax: Micnonb3oBaHne napaMeTpoB
B JavaScript, icnonb3oBaHue napameTpos B Lua, Vicnonb3oBaHne napameTpos B ST.

PucyHok 165 - Tun anroputma

Lua B Redkit.

Bnuwwute TekcT ckpunTa B obnacTb TeKCTa CKpunTa, ncnonb3ysa tern ns gepesa npoekrta (Ne1,4 Ha PucyHke 164).
Tern 0o6aBnAlOTCS B TEKCT CKpUMTA NepeTacknBaHUEM.

|/|CI'IOJ'Ib3yI7ITe KOMaHAbl U3 pa3gena an/IMeHeHI/Ie A3blKa

CoserT: B Tekcte CKpunTa peann3oBaH MexaHU3M NoACKa30K Mo JIOrM4eCKnM y3rnam un arieMeHTamMm CxemMbl (PI/IcyHOK

166). Bbl30B NOACKa3Ku BbINOMHAETCA coveTaHMeM Krna
Knasuwien Enter.

Buw Ctri+lMpobersn. Beibop nogckasku BbIMONHAETCS

Teker ckpunTa: param_J5*

1l | let tagB = scada.nsvTag("=s1l.VL1Ql.VL1QlController . Q1MMEUL . MX,.A.phsB") ;

2 | console.log(param 1);

3 new data = parselnt(param 1);

4 | console.log(new data):

5 | tagB.data = new data;

6 | tagB.g = 0;

7 | scada. sav=aTag(tagB):

9 ||s1.VL1Q1.VL1Q1lController.

X asoom
Q52C5WI1
Q52CIL01
Q52GGI01
Q52PstGGEI0L
Q51X5WI1
Q51C5WIL
Q51CIL0O1
Q51GGI01
Q51PstGGIOL

PucyHok 166 - Noacka3ska

4. AxtnsupywTe ceomnctea ckpunta (Ne3 Ha PucyHke 164).
5. BbInonHuTe HAcCTpoOWiKy 3anycka no Npuxoay Teros n/mn
6. Haxmute CoxpaHuUTb.

n HaCTpOVIKy 3anycka nosrb3oBaTesrieM.
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8.4.1.1 Ucnonb3oBaHMe napameTpoB B JavaScript

O6paleHue K napameTpam

Yepes BCTPOEHHbIN B KOHTEKCT 06bekT inParams (inParams.param_N)

Ucnonb3oBaHMe YNCNOBbIX NapamMeTpoB

MpuBOAUTL NapameTp Kk NtobomMy umcny He obsizaTenbHO, HO pekomeHayeTcs Yepe3d Number(inParams.param_N)
Paspenutenb ApoOHbIX Yncen

Touka

Ucnonb3oBaHne napameTtpa Tuna boolean

ObszaTenbsHO npeobpasoBate B uucro tag.data = Number(inParams.param_N), Torga Moryt npuMMEHSATbCS Kak
yncnosble — 0/1, Tak U cTpokoBble — true/false nutepansl

Ucnonb3oBaHMe CTPOKOBLIX NapamMeTpoB
Mpw “cnonb3oBaHUM NepeMeHHo Tuna VarChar Hu4ero NpuBOOUTL HE HYXHO
Mpumep npocTeiiero anropuTma ¢ NnapameTpPOM

let myTag = scada.newTag("sl.VL1Q1l.VL1QlController.Q1MMXUI.MX.Hz") ;
myTag.data = Number (inParams.param 1);

myTag.q = 0;

scada.saveTag (myTaqg) ;

8.4.1.2 Ucnonb3oBaHue napameTpoB B Lua

OO6palueHue kK napameTpam
Hanpsamyto no umeHn napametpa (param_N)
Ucnonb3oBaHue YACNOBbLIX NapamMeTpoB

Jlobon umcnosow napametp (Bigint, Int, Double, Float) HyxHO npMBOAMTE K 4YWCNY C MNOMOLLBI OYHKLMK
tonumber(param_N)

PaspenuTtenb Apo6HbIX Yucen

Touka

Ucnonb3oBaHue napameTpa Tvna boolean

3apaetca uncnom: 0 — false, 1 — true

Ucnonb3oBaHMe CTPOKOBbLIX NapamMeTpoB

Mpun ncnonb3oBaHuM nepemeHHon Tuna VarChar HA4Yero NpuBOAUTL HE HYXHO
Mpumep npocTeiero anropurmMa c napaMmeTpom

local myTag = scada.newTag("sl1l.VL1Q1l.VL1QlController.Q1MMXULl.MX.Hz")
myTag.data = tonumber (param 1)

myTag.qg.value = 0

scada.saveTag (myTag)

8.4.1.3 Ucnonb3oBaHue napameTpoB B ST

O6paleHue K napameTpam

Yepes siBHOE 3afjaHWe BXOOHbIX NapamMeTpoB B anropuTM (MMeHa nepemMeHHbIX A0SMKHbI OblTb HanMcaHbl 3arnaBHbIMU
BykBamu):

VAR_INPUT
PARAM_1:INT;
PARAM_2:STRING;
END_VAR

Wcnonb3oBaHue YNCNOBLIX NapaMeTpoB
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Tun BxOgHOro nmapameTpa, ykasaHHOro B obnactu «[lapameTpbl Ans 3anycka nonb3oBatenem» AOMMKEeH coBnagatb C
SIBHO yKa3aHHbIM napameTpom B obnactu VAR _INPUT (Bigint—LINT; Int— INT; Double — LREAL, Float— REAL, Boolean
—BOOL, VarChar - STRING)

Paspenurtenb gpobHbIX Yncen

Touka

Ucnonb3oBaHue napameTtpa Tuna boolean

MoryT npumeHATbCA Kak yncnosble — 0/1, Tak n cTpokoBble — true/false nutepansi
Ucnonb3oBaHMe CTPOKOBbLIX NapamMeTpoB

Mpwn ncnonb3oBaHun nepemeHHon Tnuna VarChar HAYero NpuBOAMTL HE HYXXHO
Mpumep npocTeiiero anropMTmMa ¢ napaMmeTpom

PROGRAM EXAMPLE

VAR_INPUT

PARAM 1:LREAL;

END VAR

VAR

TAG1:SCADA_TAG;

TIMEL:LDT;

QUALITY : DWORD;

END VAR

TAGL:=SCADA_NEW TAG("sl1.VL1Ql.VL1QlController.QIMMXUl.MX.Hz");
QUALITY:=0;

TIMEL:=GET CURRENT TIME () ;

SCADA TAG _SET DATA DOUBLE (TAG1l,PARAM 1,QUALITY,TIMEL);
SCADA_SAVE_TAG (TAGL) ;

END PROGRAM

8.4.2 3anyck no npuxoay Teros

3aﬂyCK no nNpuxoay Teros — 3anyck anropntMma no usMeHeHuto Teros, nob6aBneHHbIX B (bopMy 3anyckKa no npunxoay Teros:

1. lNepeTawmTe Tern n3 gepeBa NpoekTa B (hopmy 3anycka no npuxogy teros (PucyHok 167).

| Haiitn CeoiicTBa ckpunTa: param_Lua
Haseanue | Onucanme 3anyck no coBemuam 3anyck no npuxogy Teroe:
7 e L [ Mepuopnueckuii sanycx |s1.vt1Q2 v 1G2Controller.Q2cswWI ST.POS X
7 =AU Mepwog sanycka 0 mMc
» Q2CIL01
[7] 3anyck nonszoeatenem
¥ Q205WI
v ST [[] Pesaura oTnagrun

=l T Teker ckpunra: param_Lua*

Loc Local control beha

local tag = scada.ncple 51.VL10Q2.VL102Controller.Q2C5WI1.ST.Pos"™
scada . d=ha. am 1)

LocKey MecTHoe/Auctane

new_data = tonumber(param 1)
scada.dsbug(new data)
tag.data = new_aat,a
tag.qg.value = tonumber("0")
scada.saveTag(tag)

Posi Switch L1
PosB Switch L2

S T R

PucyHok 167 - NepeTackuBaHue Teros
2. Haxmunte CoxpaHUTb.

8.4.3 3anyck nonb3oBarenem

3anyck nonb3oBaTtenemM — Npu3Hak BbIMONHEHUS anropuTma nonb3oBaTtenem n3 Redkit Workstation ¢ Bo3amoxxHOCTbIO
3agaBaHus NnapaMeTpoB.

3apgaBaHne napameTpoB:

1. OtmeTbTe Yekboke 3anyck nonb3oBaTenem B cBovicTBax ckpunta (Ne3 Ha PucyHke 164).

2. Haxmute KM B cbopme napameTpoB Ansi 3anycka nonb3oBaTenem u Bbibepute [lobaBuTb napameTp (P1CyHOK
168).
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CeoiicTEa ckpunTa: param_Lua
3anyck no cobbITuam
[] Nepnoguueckwii zamyck
Mepnog 2anycka
3anyck No/b3oBaTENEM

[7] Pexknm otnagkm

Teker ckpunTa: param_Lua

MC

3anyck No Npuxogy Teroe:

MapameTphl 4nA 3anycka nofk30eaTenem:

Het zaBncumocTeit

Wna | Tun

foBaenTs NapaMetp

MepenMeH OBaTE NapamMe

¥AanuTe Nnapamerp

G

scada.dsbug(param 1)

scada.dsbug(new_data)
tag.data = new_data

S e W e

scada.saveTag(tag)

new_data = tonumbsriparam 1)

tag.g.valune = tonumbsr("0")

local tag = scada.nswTlag("s1.VL1QLl.VL1Q1lController.QlCSWI1.S5T.Fos"™)

PucyHok 168 - Jo6aBuTL napameTp
3. lpun HeoBxoaAMMOCTM NepeumMeHynTe napameTp ¢ NOMoLLb0 KomaHabl MepenmMeHoBaTb N3 KOHTEKCTHOMO MEHHO
(PvcyHok 169).

CeoiicTEa ckpunTa: param_Lua

3anyck no coBemuam

[] Nepwognuecknii samyck

Mepuoad 2anycka MC T

3anyck NoAL30EaTENEM

[[] Pessan onagem

Texer ckpunTa: param_Lua

3anyck o NpUXogdy Teroe:

nEpEMETphI ANnA 2anycka NoNL20EaTeNEM.

HeT zaencumocTeii

Wnaa | Tun |

[oBaenTe napameTp

MepenMeH OEaTL NapaMeTp

¥aanuTe napametp

o b L B

tag.q.valne = tonumbsr("0")

local tag = scada.nswTag("s1.VLIQL1.VL1QlController.QlCSWI1.5T.Fos™)
scada.dsbug (param_ 1)
new_data = teonumber(param 1)
scada.dsbug(new data)
tag.data = new_aata

Double, Float, Boolean, VarChar.

PucyHok 169 - lNepenmeHoBaTb napameTp
4. BbibepuTe Tvn napameTpa 13 Bbinagatowlero cnucka (PucyHok 170). ocTtynHble Tunbl napameTpos: Bigint, Int,

CeoiicTBa ckpunTa: param_Lua

3anyck no coBLITMAM

[[] Mepuoanuecknii zamyck
Mepwog zanycka
3anyck Nonb30EaTENEM

[7] Pesxum otnagkm

MC

3anyck No NpUXo4y Teroe:

HEpEMETphI ANA 2anyCKa NoNe20EaTenam:

Het saBncumocTeit

] | Tun |
He onpeaenen
Biglnt

Int

scada.dsbug(param 1)

tag.data = new_data

BRI T Y S

scada.savsTag (tag)

tag.g.valne = tonumber("0")

Tekcr ckpunTa: param_Lua Double
- - - - - Float
local tag = scada.newTag("sl.VL1Q1.VL1Q1Controller .QI1CSWI1.S5T.Pos™)
Boolean

new_data = tonumber(param 1)
scada. dsbug (new_data)

VarChar

5. HaxmuTte CoxpaHuTb.

PucyHok 170 - Tun napameTpa

8.4.4 OTknioyeHne anroputma 6e3 yganeHus

1. CHumuTeE 4ekBOKC C HEOOXOAMMOrO anropMTMa B cnucke ckpuntoB (PucyHok 171).
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CNWCOK CKpUNTOE

E Haiti

HazeaHwe Twun

stovernye_dannye Lua

5T script_1 5T
Lua_script_1 Lua

PucyHok 171 - OTknioueHue anroputma
2. MNopTBEpaMTE CBOM AEUCTBUSA B Ananorosom okHe (PucyHok 172).

MpegynpexgeHne x

HD,EI,TBEP,II,HTE OTENHXHEHWE anropnThg. Mocne
OTE.NHXHEHWA aNrcprTha ,ﬂ,EHHbIﬁ CEpHNT HE ﬁ'_'.f,II,ET
EBINCNHATECA BE CHCTEME,

T

PucyHok 172 - OTknioueHue anroputma

8.4.5 CBouncrtBa Teros B anropmtmax

Tern, y4YyacTteyouime B anroputMmax, He obsizaTenbHo MOryT ObITb npunBA3aHbl K annapaTtHOMY YpPOBHHO. Ecnn Tern He
npmBA3aHbl K annapatHOMY YPOBHKO, TO OHU HE OTO6pa)KaIOTCﬂ B JepeBe TeroB Ha BKnagke O6bekTHas mogens.

CeolicTBa Teros arropuTmMosB:

1. lMpu co3gaHnu anropuTMa Tern NosiBMATCS B AepeBe Ha Bknagke O6bekTHas Mofersb.

2. lpu yganeHun TEroB U3 anropuMTMa Tery ncyesatoT U3 Aepesa Ha Bkrnagke OOGbekTHas Moaersb.
3. Mpu yoaneHun anroputMa Tern ncyesatoT U3 Aepesa Ha Bknagke O6bekTHas Moaernb.
4

. Mpu nepekntoyeHMn anropnTMa M3 akTMBHOMO B HEAKTMBHOE COCTOSIHME TErn OCTaloTCs B AepeBe Ha BKNagke
Ob6bekTHas moaens.

8.4.6 NMNapannenbHoe BbINOSIHEHME aNrOPUTMOB

KonnyecTBo NOTOKOB MNOA BLINOMHEHME anropuTMOB KOpPEKTUPYeTcs B HacTpoikax mogayns Cepsep o6paboTku
CcoObITUIA.

8.5 HacTpowuku y3na

B 3aBucumocTu oT TMna KoHdwUrypaumm B cucteme cosgaercs Habop ysnos. HacTporika y3na BbinonHseTcs B doopme
KoHurypmpoBaHus cnpasa (PucyHok 173).
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[Jo6aewnts y3en

Haszsatme

Redkit_Arm
» Redkit_Configurator
» Redkit_Master
» Redkit_Slave

[+l+N+H] +
m @ [ o)
L]

Wma obvexta | Redkit_Arm
[] KputnunocTs yana
OTaensHeIi NoToK

Mcnonsb3oBaTe NPUOPKUTET Y303 ANA MOgyned

MpUopWTET MOYAR NO YMONYaHWHD 140
Appec w nopT cepeepa:
| 127001 | 2333

A'.'J'FIECE W NoOpTel Y3008 NOAKNHYEHNA

| 127001 | 2231

| 3232

Ap||dp

| 127001

PucyHok 173 - HacTpowka y3na

Pagom ¢ HaumeHoBaHMEM y3/a pacnonararotcAa KHOMKK, onncaHne KoOTopbiX HaxXxognuTcd B Tabnuue 28.

Ta6bnuua 28 - KHonku y3noB

PesepBupoBath y3en

KHonka HasBaHue OnucaHue

Hanwnune nogknioveHns Mpu3Hak HanUuUs NOAKIMIOYEHNS C Y3roM
+| Hob6asutb Moaynb(n) B y3en | [JobasneHve moaynen B yanel (pasgen JJobasneHve mogynen)
[=] KnonuposaTb y3en / Pa3sHoe Ha3BaHMe kKOMaHAbl B 3aBUCUMOCTW OT TvNna ys3na.

K.ﬂOHMpOBaTb y3en — KonupoBaHue Yyana.

B HaumeHoBaHUM

nobaensietca cydpopukc "clone" (Hanpumep, "Redkit Arm_clone").
Hactpoiikun 4yekbokcoB KputuuHoctb y3na, OTaenbHbIA NOTOK U
Ucnonb3oBaTb npuopuTeT y3na ansa moaynen 6yayt cKonMpoBaHhl,
a MoAynu BHYTPWU Nony4vaT Takow e NPUOPUTET, KaK y poaMTENbCKOro
y3na.

Pe3epBupoBaTb y3en - KonupoBaHue yana. B
HauMmeHoBaHUM pgobaensietca cyddukc "reserve”  (Hanpumep,
"Redkit_Slave_reserve"). Hactpowiku yekbokcoB KputnyHocTb y3na,
OToenbHbIM NOTOK M Ucnonb3oBaTb NPUOPUTET y3Nna ANA Mmoaynen
OyoyT CKONMMPOBaHbI, @ MOAYNW BHYTPM Mony4aTr npuoputeT Ha 1

MeHblLlEe, 4YeM Yy pOaAUTENbCKOIo yarna.

£

CoxpaHnTb KOHUrypawmo

CoxpaHeHune koHdurypaumoHHoro INI-cbarina yana

Mpum.: Vcnonb3oBaTb TONBKO NpY CUTyauuUK, Korga HET 4OCTyNa K
cepsepam, Ho ecTb goctyn B KoHdurypatop ¢ APM Onepartopa.

Ynanute y3en

YpaneHve y3na CcO BCeM coAepXUMbIM U3 KOH(bI/IpraU,I/IVI

OnuncaHne dopmbl HAaCTpoek NpeactasneHo B Tadbnuue 29.

Tabnuua 29 - HactpoWku y3nos

HasBaHue

OnucaHue

Nmsa obbekTa

Nwms yana

Kp1THUYHOCTL y3na

Ecnu y3en kputnyeH ans KoHUrypaumm n OH He B CETU, TO CTaTyC
KoHdurypauum He « OK»

OT1OenbHbIlA NOTOK

3anyckaTb 3K3eMnsp NiaTgopMbl B OTAENbHOM MOTOKE

VMcnonb3oBatb NpropuTeT y3na ans
mMoaynen

Ecnu «[a», To npu go6asneHun HoBoro Moayns emy byaer
yCTaHaBMMBaTbLCA 3TOT NPUOPUTET
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HasBaHue Onucaxue
[MpuopuTeT MoayNsA Mo yMONyaHuio MpuoputeT mMogynsa no ymondaHuwo (1 — cambli HU3KUA, 255 — cambin
BbICOKWIA)

M3meHeHne npunoputeTa:

1. NameHnTe NpnopuTer.
2. Haxmute YcTaHOBUTb BCEM.

Agpec v nopt cepeepa IP-agpec 1 nopT cepBepa, UCMosb3yeMble A NOAKIIYEHUS APYTUX Y3r0oB

Anpeca v nopTbl y3MoB nogkniodeHuss | Aopeca 1 nopTbl CEPBEPHbIX Y3IOB, K KOTOPLIM GyAeT NofkmnoYaTbCs 3ToT
y3en

Kaxabii y3en copepxut cBovi Habop Mogynen no ymonyauuio (PucyHok 174). Kaxgbii mMogynb oTBeyaeT 3a
onpegeneHHbI yHKLMoHan. MNogpobHee o kaxgoM Mogyne B pasgene Mogynu.

HobBaewnTe y3en

HazeaHwe

b Redkit Arm

+
b Redkit_Configurator |
* Redkit_Master +|

ApXWENpOBAHNE

Meayne zanuck curnance e B/}

Mogyne 3axeata obopyacEaHWA

Mogyne kouTponsa cepeepoe bl

Mogyne cGpaboTin BnaHKos NepeKnoYEHIA
Moayne curxpornzaugum c b
MnaHWpoBLLME BBIAZYM KOMEHA YNPaBIEHWA
Cepeep obpaboTkn cobbmmi

b Redkit_Slave EH B =

PucyHok 174 - Mopynu B y3ne

8.5.1 [lo6aBneHne moaynen

1. HaxmuTe Ha kHonky E (PucyHok 175).
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foBasnTe y3en

HazeaHue
F Redkit_Arm
b Redkit_Configurator
¢ Redkit_Master
* Redkit Slave

ApxnenpoBaHne

+ ]+ +
O @ @
o @) @] [

<

Moagyne 3anuck curnance e b1

Moayne 3axeaTta obopyaoBaHmA

Moayne konTpons cepeepoe b/l

Mogyne cbpaBoTin BnaHKoE NepeknYeHHIA
Moagyne cuHxpornzaumm ¢ bl
MNaHWpPOELLMK BBIAAYN KOMAHA yNPaBAEH A

Cepeep obpaboTen cobeimvii

PucyHok 175 - lo6aBneHue Mmoaynewn
2. Bblbepute ognH Unm Heckonbko moaynen (PucyHok 176).
3. Haxmute MpumeHuTb (PncyHok 176).
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JocTynHBIE MAAMMHE IE'
| Hazeanne Mna knacca nnarnHa |
[ API-mogyne gna yznoe Redkit RedkitServiceRestApiAdapter
[1 API-mogyne cepenca Keeper KeeperRestApifdapter
[] APM Onepatopa GuiPlugin
[1 ApxmenposaHne TagCompressor
[[] BeB-cepeep WasmServer
[[] Tenepatop wameHeHwii Teroe TagGenerator
[ Texepatop oTuetoce ReportiutoGenerator
[] WMcnonbzoeanwue gncka DiskSpaceChecker
Knvent npotokona lecl04 lecl04 Client
[ Kawent npotokona Modbus ModbusClient
[[1 Knwewt npotokona Snmp SnmpClient
[ Koneeprtep daiinoe ocunnnorpamm OscFormatConverter
[] Kondurypatop GuiPlugin
[ NokaneHele napameTpel cCTEME SySensors
[1 Mogynn DMS DmsPlugin
[ Mogyne gnarHocTkn NOKENEHOR MALLWHEI DiagnosticKeeper
1 Moavnk sanice 0AC OnerationalScheduleWriter — © |
27 3nemeHToR
oo

PucyHok 176 - [lo6aBneHue moaynewn

8.5.2 YnaneHune moaynen

1. HaxmuTte Ha kHonky -~ (PucyHok 177).
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JoBaewTe y3en

HazeaHue
b Redkit_Arm
» Redkit_Configurator
b Redkit_Master
* Redlit_Slave

-+ -+ 1+ M+
o @ @ @
I

ApxvBnpoBEaHWE

Moayne 3anucn curnance e b/

Muogyne 3axeata obopyaoEaHmWA

Mogyne konTpons cepeepoe b

Mogyne cbpaboTin GNaHKoE NEpEKNFOYEHNA
Mogyne cuHxpoHrzagnm c b
MMnaHWpoBLUMK BBIZAYKN KOMaHA yNPaBIeHA
Cepeep oBpaboTkn cobbimyi

b Redkit_Slave_reserve g &

PucyHok 177 - YaaneHne moayns
2. MNopTBEpPOMTE CBOM AENCTBUSA B AnanoroBom okHe (PucyHok 178).

MpegynpexgeHne X

Bbl AeACTEMTEARBHD XOTUTE YAANWTE NAATMHT

e

PucyHok 178 - NoaTBepxaeHue yaaneHns moayns

8.5.3 UHdhopmupoBaHue 06 M3MEeHEeHUN HaCcTpPoeK B MOAYNSX

00 uameHeHUn B HacTpowkax Mogynen MHopMUpyT cneunansHele cumeonbl (PucyHok 179). OnucaHne cumBOIOB
npeactaeneHo B Tabnuue 30.
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HazeaHue

» Redkit_Configurator
* Redkit_System_Service
ApxvBENpOBaHWE
WMcnonssosaHne gucka
Knuent npotokoena lec104
Knwent npotokena lect1850
Mogyne 2anucn curdance B B
Mopgyne 3axeata cBopyaosaHua
Mogyne koHTpons cepeepoe B/
Mogyne cbpaboTen BRaHKoE NEpEKNHIYEHWA
Mogyne cuHxpoHuzanmn © B
MonutopuHr yuactua 8 OMNPY
MAaHWpOBLLWE EBIAAYN KOMEHE YNPaEaeHUA
PoTauywa apxnea cobeimiii
Cepeep obpaBoTkn coBuITki

b Redkit_Workstation

£

£

=

F
s} =

PucyHok 179 - UHcdopMmupyioLe cneucumMBofibI

Ta6bnuua 30 - OnucaHne MHOPMUPYHOLLNX CMELICMMBOJIOB

CumBon

PacwudpoBka

OnucaHue

*

N3MEHEHUA

Haxxmnte Ha cumBon 1 OTO6p83VITCFI, B KakKnx moaynax BHyTpU yarna eCTtb

Deprecated

Haxxmnte Ha cneucmmson u OTO6pa3MTCF|, Kakune HaCTpOVIKM BHYTPU
mMoayna oonblue He MCNONb3YyHKTCA

New

Haxkmnte Ha cneucmnmson u OT06pa3MTCF|, KaKune HoBble HaCTpOﬁKM
noABUIMNCb BHYTPWU MOAYynNA

Ch

Changes

Moaynsa n3aMeHunucb

HaxMuTe Ha cneucrmBon 1 0TOBPasnTCH, Kakne HaCTPONKM BHYTPU

8.5.4 Moaynu

8.5.4.1 APM OnepaTopa

APM Onepatopa — mogynb rpacdmyeckoro nHTepderica nonb3oBarens.

Ta6bnuua 31 - Hactponku moayns «<APM Onepatopa»

Fpynna HacTpoek | HacTponka 3HauyeHue no | OnucaxHune
YMOJ4YaHuUIo
- Mmsa obbekTa APM OnepaTtopa -
Wmsa knacca ons mogyns GuiPlugin -
Wms darina mogyns guiplugin -
Obwwe OCHOBHOWN NOTOK Oa 3anyckaTb MOAyrb B OCHOBHOM MOTOKE
Mpuoputet moayns 140 MpuopuTeT Mmogyns (cambli HU3KkUA 1,
camblii BbICOKMIA 255)
Bpems oxunganus (Mc) 60000 Bpemsa oxugaHus oTBeTa Ha KOMaHay
WHTepBan npoBepku (Mc) 1000 MHTepBan npoBepkn OoTBETA OT
obpaboTumka
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTtBo NOBTOPOB KOMaHAbI, €CNK
06paboTymK He oTBEYaET 3a BpeMs
OXMOaHus OTBETa Ha KoMaHay
MoHuTopuHr (He | OTcnexuBaTtb NapaMeTpsbl Het OTcnexunBaTb BHYTPEHHME NapameTpbl
noggepxxuBaercs) mMoaynsi
JlormpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHue: [locne
/= " Mcnonb3oBaHus ob6s3aTenbHO
OTKITHOMUTE HACTPOWKY,
TaK Kak poTauus 3anucemn
AaHHbIX MOHMUTOPWHIA B 10T He
KOHTPONMpyeTCS.
OunarHocTnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
WHpopmaums AunarHocTnyeckon nHpopmaumm
WHTepBan arperayun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
OaHHbIX
WHTepBan namepeHui (Mc) 1000 WHTepBan nsmepeHnn arpermpoBaHHbIX
ONarHOCTUYECKNX AaHHbIX
YacTHble ABTOMaTuyeckumn Bxog nocne | Her ABTOMAaTMYECKNIA BXOA NMOCre Bbixoaa
BbIXOZa M3 Ceccum n3 ceccum
OTKpbIBaTb TOMLKO OAWH Het OrpaHnynTb KONMYECTBO OTKPbITHIX
3K3eMNNsSp MHEMOCXEMbI 3K3EeMNNAPOB OOHOW MHEMOCXEMbI
OTobpaxaTb MUKPOCEKYHAbI Oa OTobpaxaTb MUKPOCEKYHAbI
OTobGpaxaTb Ha cxeme Het OTobpaxaTb Ha cxeme nnakaTbl 6e3
nnakartbl 6e3 WwabnoHos WwabnoHoB
OTobpaxkaTb TOYKM B MeCcTax Het OTtobpaxaTb YepHble TOYKN B MeCTax
COeAMHEHUS NIUHUIA Ha COEAVHEHUN NIMHUI C LWMHaMN Ha
MHEMOCXeme MHeMOoKagpax
Bydep Tabnuu B oHNamnH 0 Pasmep bydepa Tabnuy, B oHnamH
pexvme (CTpoK) pexume
Bydep Tabnuubl TekyLmnx 100 Pasmep Oydepa Tabnuubl TEKYLLMX
OaHHbIX (CTPOK) OaHHbIX
my6vHa nepBoHayanbHom 1 My6uHa nepBoHa4anbHOW 3arpysku
3arpysku gepesa aepesa
3agepkka coobLueHun 200 3agepxka coobLLEHMI CUHXPOHM3aLUK
CUHXPOHM3auun cobbiTuii (Mc) coObITHiA (MC)
3apepxka cpabatbiBaHusA 200 3apepxka cpabaTbiBaHWUsi 3BYKOBOM
3BYKOBOW CuUrHanusauum (Mc) curHanusaumm (Mc)
3anac BpemeHu npu 3arpyske (10 3anac BpemMeHu npwu 3arpyske rpacuvka
rpacmka (%) B NpoueHTax OT paccMaTp1MBaemMoro
BPEMEHHOro UHTepBeana
WHTepBan peTpocnekTuBbI 5 OnuTenbHoCTL MHTepBana
(MnH) peTpocnekTuBbl (MUH)
MakcumarnbHoe Konm4ecTso 1000 MakcumarbHoe KonmM4ecTBO CUrHarnos B

CUTrHamnoB B rpynne

rpynne
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
Makcumym curHanos ans 1000 Makcumym curHanoB ang rucrorpamm
rmcTorpamm
Makcnmym curHanos gns 100 Makcmym curHanos gnst MIMHENHOTO
NIMHENHOTO peXxuma ¢ 04HOM pexuma ¢ O4HOW LLKanown
LKanomn
Makcmym curHanos gns 100 Makcnmym curHanoB gnst MIMHENHOTO
FNIMHENHOTO pexuma ¢ pexvmMa C pasfgenbHbIMY LKanamm
pasgenbHbIMUY LKanamm
Makcumym curHanos ans 10 Makcumym curHanoB ans pexvma
pexvMa cpaBHEHWS CpaBHEHUs
OrpaHu4yeHmne cyetunka ctpok | 10000 OrpaHunyeHmne cHeTYnKa CTPOK (CTPOK)
(cTpok)
Mepuoa o6HoBneHus rpaduka | 1000 Mepwog obHoBNEHMSA rpadmka (Mc)
(mc)
Mepuoa curHanusaumu 10 Mepwog curHanusauumn cobbiTnin (oHeN)
cobbITun (gHen)
Mopor noarpy3ku AaHHbIX 50 Mopor noarpysku AaHHbIX (CTPOK)
(cTpok)
Pasmep 6ydepa Tabnumy 200 Pasmep Oydepa Tabnuy (CTpok)
(cTpok)
CB#A3b ¢ mogynem mncnonHexms | 1000 Mepuropn npoBepkn CBA3N C Moaynem
anropmMTmMoB (Mc) WCMOSTHEHNS anropuTmMoB
Yuncno cTpok neyaTtun ¢ 200 MakcnmanbHoe KonmM4ecTBo
NpeanpocMoTPOM (CTPOK) CTPOK Tabnmupl Anst nedaTun ¢
NpeanpocMoTPOM
WnpwuHa wara rpadumka (px) 20 LWnpwuHa wara rpaduka (px)
KoppeKkuns WMpUHbI NMHWUK 0.001 Koppekums WnpuHbl NMHWK Ans

npenoTepaLleHns ee NCYEe3HOBEHMS

Myt go katanoros ¢
ocuunnorpaMmamm

MyTn po kaTanoros c
ocuunnorpammamu. Heckonbko nytemn
yKa3sblBalOTCH Yepes «;»

MNyTb K Nporpamme nNpocmMoTpa
OCLMITIIOrpaMm

MyTb K Nporpamme NpocMoTpa
ocLMIIorpamMm

MyTb K panny Tembl

prosoftquick/themes/
prosoft.qml

MyTb Kk parny Tembl

8.5.4.2 ApxuBupoBaHue

ApxuBupoBaHue — MOZyrb MOSINTUK apXUBMPOBaHMS U XPaHEHUs TETOB.

Ycnosus paboTbl apXMBUPOBaHUS:

1. lMonutukn apxmeBmpoBaHUA GbINKU CO3haHbl Ha aTane NepBMYHOro KOHUrypmnpoBaHus (war 10 pasgena NepsuyHoe
KOHUrypmpoBaHue).

2. Terwn, koTopble 6yayT 06pabaTbiBaTbCS COrNAacHO HAaCTPOEHHbBIM NOMUTUKAM apXMBUPOBaHNS, OTMEYEHbI YHEKBOKCOM
B cTonbue ApxuBupoBaHue Ha Bknagke O6bekTHas moaens (pasgen 3arpyska npoekTa).

3. Mogyns ApxuBupoBaHue obaBneH B cepBucHble yanbl (Redkit System_Service unu Redkit_Master n Redkit
Slave, B 3aBMCMMOCTU OT TUNa KoHdUrypauum).

EcTb ABa TMna nonuTuk: XpaHeHne BcexX AaHHbIX N XpaHeHne arpernpoBaHHbIX AaHHbIX.
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CsolicTBa:

- o yMOJ14aHUio BCe Terun 06paGaTblBaI-OTCF| NONMUTUKON XpaHeHua BceX AaHHbIX C MUHMMallbHbIM BpeMEHEM

XpaHeHus.

- Tern moryT o6pabaTbiBaTbCs TONbKO OAHOW MOSIMTUKON XpaHEeHUs] BCeX AaHHbIX.

- [0na kaxgon nonuTrkn arpermpoBaHHbIX OaHHbIX HY>XXHO Bbl6paTb TErn, KoTopble 6y/J,yT O6pa6aTbIBaTbCFI
COrnacHO 3TOW NOSNTUKN.

- OavH 1 TOT Xe Ter MoXeT 06pa6aTbIBaTbCﬂ HECKONbKMW NONTUTUKaAMWN arpernpoBaHHbIX AaHHbIX.

Mo ymonuaHuio B nporpaMme CcO3daHbl TpU NOMUTUMKKM: XpaHEeHWe UCXOAHbIX p[aHHbiX, OnepaTuBHbIe
HeonepatuBHble (Tabnvua 32).

Ta6bnuua 32 - MonUTUKM apXMBMPOBaHUSA NO YMOMYaHUIO

Monutuka Mepuon xpaHeHusi UHTepBan arperauuu
XpaHeHne UCXOAHbIX AaHHbIX 30 gHen 0
OnepaTuBHble 360 gHen 1 MuHyTa
HeonepaTtnBHble 720 gHen 30 MUHYT
HacTtpownkn mogyns npeacraeneHsl B Tabnuue 33.
Ta6bnuua 33 - HacTponku moayns «<ApxvBupoBaHue»
F'pynna HacTpoek | Hactponka 3HavyeHue no | OnucaHve
YMOM4YaHuio
- Mwms obbekta ApxunBupoBaHue -
Wmsa knacca ons nnaruHa TagCompressor -
Wmsa cparina nnarvHa tagcompressor -
O6wme OTpenbHbI NOTOK Ha 3anyckatb Mogyrb B OTAENbHOM NMOTOKE
[Npuoputet mogyns 201 MpropuTeT Moayns (CamMblin HU3KKIA 1,
camblii BbICOKMIA 255)
Bpewmsi oxngaHus (mc) 60000 Bpems oxugaHusa otBeTa Ha komaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa OT
obpaboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTBo NOBTOPOB KOMaHAbI, €CNU
006paboTumK He OTBEYaET 3a BpeMs
OXMOaHUs OTBETa Ha KoMaHay
Mepuoa obHapyxeHus 5 WHTepBan, B Te4eHne KoToporo
ayénupytowlero mogyns (cek) MoZyNnb NPy CTapTe BbINOMHAET NOUCK
aybnvpytowero mogyns
MoHuTopuHr (He [ OTcnexmBaTtb napameTpbl Het OTtcnexuBatb BHYTPEHHWE NapameTpbl
NoaAepXUBaEeTCs) mMoayns
JlormpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHue: [llocne
/= " Mcnonb3oBaHus 06s3aTenbHO
OTKIMOYMUTE HACTPOVIKY,
Tak Kak potaums 3anucem
AaHHbIX MOHUTOPWHIA B F10T He
KOHTPONMpyeTCs.
HunarHocTnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
UHpopmaums AunarHocTnyeckon uHpopmaumm
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apxmBoB

Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
YMOM4YaHuio

WHTepBan arperayun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYecKnx
OaHHbIX

WHTepBan namepeHui (Mc) 1000 WHTepBan nsmepeHnn arpermpoBaHHbIX
ONarHoCTUYECKNX AaHHbIX

YncTtka apxmeBoB Pacnncanuve 3agaHo HUKorga Korga nocnegHnin pa3 W3MEHSNOCb

pacnvcaHue 3anycka mogynsi. 3aBucut
OT HacTpoek lNMepuoa 1 Bpema Havana
HUXeE.
Ecnn «Hukorga», 3Ha4uMT pacnvcaHue
He 3agaBarnocb c MOMEHTa
KOHUrypmposaHua cuctembl. Mogynb
Oygetr 3anyckatb 00paboTky apxuBa
COrMacHO HacTporKam No YMOIYaHUIO:
Kaxabln geHb B 2:00 4. no BpemeHu
CUCTEMBI.

Mepuog eXeaHEBHO Mepwog 06paboTkm apxmBa:
eXeHEBHO, eXXeHeAenbHO MIu
€XeMEeCHAYHO.

Bpems Hayana 02:00 Bpemsi Hayana obpaboTku apxuea

leHepupoBatb cobbiTre o Oa leHepupoBaTb CObbITUE O NpoLueaLlen

npoLlefLlen O4UCTKe apX1BoB O4YMCTKE apXUBOB B XXypHarne cobbITun
Redkit Workstation

MoBsTopbl Nnpu owmnbke B 3 CKOnbKo pa3 NoBTOPSATb MOMbITKM
apxvMBUpoBaHUA npu owmnbke b

MNepenHgekcnpoBatb Het MepenHgekcmpoBaTb arpermpoBaHHbIe

arpermpoBaHHble AaHHbIe Npy JaHHble Npu NepeHoce B apxXuB

nepeHoce B apxvB

MyTb AN coxpaHeHus nycTo MyTb ANS COXpaHEHMS apXMBHbIX

[aHHbIX Ha BHELUHWI HOCUTENb

8.5.4.2.1 BbiGop Teros Ans NoOfIMTUK apXMBUpPOBaHUA

1. Haxmute gBorHbiM wendkom JIKM no nonutuke. OTKPOETCA OKHO C AEPEBOM MNMPOEKTA.
2. Bbibepute Teru un Haxmute OK (PucyHok 180).
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HaGop Teroe X

BriBepuTe Tern.

| Hafiti

Hazeanme Onucanne
* [U] Mpoekr

1

2T

10 kB

220 kB

400 B

BM

leHepaTopkl CUTHANOE

Knrou ynpaeneHua
MonwTopuar OMNPY

nar

Cwunosoi TpaHcgopmatop 2K 5

Cunoeoi TpancdopmaToep 2X 6

5 Y R 9

Tect

PucyHok 180 - BbiGop Teros ansi NONUTUK apXMBUPOBaHUA
3. lNosTopuTte warn 1-2 ons ocTanbHbIX NOMUTUK.
4. Haxwvwnte NMpumeHUTb.
5. Mepesanyctute cnyxby Redkit System Service.

8.5.4.3 Beb-cepBep
Beb6-cepBep — moaynb Be6G-cepBepa Redkit.

Ta6bnuua 34 - HacTtpoiiku moayns «Be6-cepsep»

F'pynna HacTpoek | HacTponka 3Ha4yeHue no | OnucaxHune
yMonyaHuto
- Mmsa obbekTa Beb-cepBep -
Wmsa knacca gnst nnaruHa WasmServer -
Wma dparina nnarvHa wasmserver -
O6wwme OToenbHbI NOTOK Ha 3anyckatb Mogyrb B OTAENbHOM NMOTOKEe
Mpuoputet moayns 201 MpuopuTeT Mogynsa (cambli HU3KUA 1,
CaMbll BbICOKMI 255)
Bpems oxuganus (Mc) 60000 Bpems oxugaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa OT
obpaboTumka

155



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

http-cepsepa

Prosoft-Systems/
Redkit

Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTtBo NOBTOPOB KOMaHAbI, €CNK
06paboTymK He oTBEYaET 3a BpeMs
OXMOaHus OTBETa Ha KoMaHay
Mepuoa obHapyxeHus 5 WHTepBan, B Te4eHne KOToporo
ayénupytoulero mogyns (cek) MoZynb Npy CTapTe BbINOMHAET NOUCK
aybnvpytowero moayns
MoHuTopuHr (He [ OTcnexuBaTtb napameTpbl Het OTtcnexuBatb BHYTPEHHWE NapameTpbl
NoAAEPKUBAETCS) mMoayns
JlormpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHue: [locne
/= "} MCMNonb3oBaHWs 06A3aTenbHO
OTKIMOYMTE HACTPOVIKY,
Tak Kak poTauums 3anucem
OaHHbIX MOHUTOPWHIA B 10T He
KOHTpONMpyeTCs.
HwnarHoctnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
nHdopmaums AmarHocTnyeckon nHopmaumm
WHTepsan arperauyun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
OaHHbIX
WHTepBan namepexHui (Mc) 1000 MHTepBan namepeHunin arpermpoBaHHbIX
OMarHoCTUYECKMX AaHHbIX
YacTHble MopT http-cepsepa 8080 MopT http-cepaepa
MopT ans NAT 0 Mpu ncnonb3osaHnn NAT Homep nopTa,
KOTOpbI ByaeT TpaHCNMpoOBaTLCSA B
agpec 1 nopT cepsepa
Appec http-cepsepa 0.0.0.0 Appec http-cepsepa
OupexTopusa pecypcos C:/Program Files/ | QupekTopus pecypcos http-cepsepa

Wwms yana Beb6 APMa

Redkit_Workstation

Nwmsa yana Be6 APMa

8.5.4.4 TeHepaTop oTyeTOB

leHepaTop OTYETOB — MOAYSb HACTPOWKN aBTOMaTUYECKOW reHepauumn oT4ETOB.

Tabnuua 35 - Hactpownku moaynsa «eHepaTop oT4eTOB»

F'pynna HacTpoek

HacTtpownka

3HauyeHue
yMOS4yaHuIo

no

OnucaHue

Nmsa obbekTa

leHepaTop OTYETOB

Mmsa knacca ans nnarnHa ReportAutoGenerator | -
Wmsa cparina nnarvHa reportautogenerator |-
Obwwe OTaenbHbIN NOTOK Oa 3anyckaTb MOAyrb B OTAENbHOM MOTOKE
Mproputet moayns 201 MpuopuTeT Mmogyns (cambli HU3KUA 1,
camblii BbICOKMIA 255)
Bpems oxuganus (Mc) 60000 Bpemsa oxugaHus oTBeTa Ha KOMaHLy
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
WHTepBan npoBepku (Mc) 1000 WHTepBan nposepkun oTBeTa OT
obpaboTtumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTBo NOBTOPOB KOMaHAbI, €CINN
06paboTymK He OTBEYaEeT 3a BpeMs
OXMOaHUs OTBETA Ha KOMaHay
MoHnuTopuHr (He | OTcnexuBaTtb NnapaMeTpbl Het OTcnexunBaTb BHYTPEHHME NapameTpbl
noggepXxuBaercs) mMoaynsi
JlornpoBaHue Het 3anucbiBaTb JaHHbIE MOHUTOPUHTA B
nor
' BHumaHume: [Nocne
/= "} MCMNonb3oBaHWs 06A3aTenbHO
OTKIMOYMTE HACTPOVIKY,
Tak Kak poTauus 3anucemn
AaHHbIX MOHUTOPWHIa B JIOT He
KOHTpONMpyeTCs.
HwnarHoctnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
nHdopmaums AmarHocTnyeckon nHopmaumm
WHTepsan arperauyun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
[aHHbIX
WHTepBan namepexHui (Mc) 1000 MHTepBan namepeHunin arpermpoBaHHbIX
ONarHOCTUYECKUX AaHHbIX
YacTHble CoobuieHne nycTo Coo0LeHune, NpUKpenieHHoe K OTHYETY
Tema nycTo Tema nucbma ¢ OTYETOM

8.5.4.5 Ucnonb3oBaHue gucka

Ucnonb3oBaHue Ancka — MOAyInb OTClieXnBaHnA UCMNOJ1b30BaHUA OUCKOB B CUCTEME. Korga MecTo Ha »XeCTKOM Aucke
3aKaH4YnBaeTCH, B XKypHane cobbITun 6yﬂ,6T BbIBOANTLCS COOOLLEHNE C npenynpexageHnem.

Ta6bnuua 36 - Hactpowku moayns «Mcnonb3oBaHue gucka»

Fpynna Hactpoek | HacTponka 3HauyeHue no | OnucaxHune
YMOMYaHuio
- Mwms obbekTa WMcnonb3oBaHue -
ancka
Mms knacca ansa nnarvHa DiskSpaceChecker -

Wwms danina nnarvHa

diskspacechecker

O6wwe

OTaenbHbIN NOTOK Oa 3anyckatb Mogyrnb B OTAENbHOM NOTOKE

[Npuoputet mogyns 201 MproputeT Mmoayns (CamMmblin HU3KKIA 1,
caMmblii BbICOKMI 255)

Bpewmsi oxngaHus (mc) 60000 Bpemsa oxugaHusa otBeTa Ha koMaHay

WHTepBan npoBepku (Mc) 1000 MHTepBan npoBepkn OTBETA OT
obpaboTumka

Kon-Bo NoBTOpOB KOMaHAbI 0 KonuyecTBo NOBTOPOB KOMaHAbI, €CNu

06paboTumK He OTBEYAET 3a BpeEMS
OXWOaHWsA OTBETA Ha KomaHay
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto

Mepuoa obHapyxeHus 5 WHTepBan, B Te4eHne KoToporo

ayonupytowero moayns (cek) MOAYMb NpU CTapTe BbINOMHSAET NOUCK
aybnvpytowero moayns

MoHuTopuHr (He | OTcnexuBaTtb NapaMeTpsbl Het OTcnexunBaTb BHYTPEHHME NapameTpbl
noggepxxuBaercs) mMoaynsi

JlornpoBaHune Het 3anucbiBaTb JaHHbIE MOHUTOPUHIA B
nor

' BHumaHume: [ocne
/= " Mcnonb3oBaHus ob6s3aTenbHO
OTKITHOMUTE HACTPOWKY,
TaK Kak poTauus 3anucemn
AaHHbIX MOHUTOPWHIa B JIOT He
KOHTpOmnuMpyeTcs.

[unarHoctnyeckas Oa OTtBe4vaTb Ha KOMaHAgbl onpoca

WHpopmaums AunarHocTnyeckon nHpopmaumm

WHTepBan arperayun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
[aHHbIX

WHTepBan namepeHui (Mc) 1000 WHTepBan nsmepeHnn arpermpoBaHHbIX
[ONarHoCTUYECKNX OaHHbIX

Mcnonb3oBaHue EanHnubl namepexns % EovHunupbl namepenus: % wnm IN'b
ancka

MpeoynpeouTb 0 HexBaTke 20 [omkHO ObITb CTpOro 6orblle 3Ha4YeHUs

MecTa, Koraa Ha gucke ¢ b Ha4yana portaumm

octanocbk cBoboaHo B %/I'b

Hauatb potauutio, korga 10 [omKHO BbITb CTPOro MeHbLLE

Ha aucke ¢ B[] octanocb npenynpeavTenbHOro 3Ha4YeHus

cBoboaHo B %/I'b

Pacnucanue Pacnuncanne 3agaHo HuKorga Korga nocnegHuin pa3 W3MEHSNOChb
06paboTku pacnucaHue 3arnycka mogynsi. 3aBucut
apxuBa u OT HacTpoek lNMepuopg n Bpema Havana
XypHana HUXeE.
Ecnn «HuKorga», 3HauYnT pacnucaHue
He 3agaBanocb c MOMeHTa
KOHUrypmpoBaHust cuctembl. Mogaynb
Oyoetr 3anyckatb 00paboTky apxuBa
N XKypHarna cornacHo HacTponkam Mo
ymonyaHuio: kaxapii aeHb B 03:30 4. no
BPEMEHN CUCTEMBI.

Mepuop exegHeBHO Mepvog ob6paboTkm apxmBa 1 XXypHana:
eXeaHeBHO, eXXeHeaenbHO 1nu
€XXeMeCsiHHO.

Bpems Hayana 03:30 Bpems Hayana obpaboTku apxuea 1
XypHana

ApxuB cobbITuI YnaneHnue 3anucen Het YaaneHue 3anucen apxmea cobbiTui

OcTaBnATb AaHHble MnajLle 1 OcTaBnaTb gaHHble Mnaglle (gHewn)

(AHen)

Yoanate 3a pas He bonee 1 Yoanate 3a pas He bonee (MecsiLeB)

(mecsLeB)

ApxuB 3Ha4yeHUn | YaaneHue 3anucen Ja YnaneHue 3anucen apxuea 3Ha4yeHUn

158



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
OcTtaBnATb AaHHble MNajlle 100 OcTtaBnaTb AaHHble Mnaglwle (aHew)
(AHen)
Yoanate 3a pas He 6onee 6 Yoanate 3a pa3 He 6onee (MecsiLeB)
(mecsiueB)

8.5.4.6 KnueHT npoTtokona lec104

KnueHT npotokona lec104 — moaynb, oTBe4atoLwun 3a cbop aaHHbIX No npotokony MOK 60870-5-104.

Tabnuua 37 - Hactponku moayns «KnueHT npotokona lec104»

Fpynna HacTpoek

HacTtpomka

3Ha4yeHue
YMOM4YaHuio

no

OnucaHue

Nmsa obbekTa

KnneHT npoTokona
lec104

obmeHa ¢ ycTponcTBamm

Wwmsa knacca ana nnarvHa | lec104Client -
Nmsa danna nnarnHa iec104-client -
O6wme OToenbHbI NOTOK Ja 3anyckatb MoAyrb B OTAENbHOM NOTOKE
MpuopuTeT moayns 201 MpuoputeT Mmoayna (camblii HU3KKK 1,
caMmblli BbICOKMIA 255)
Bpems oxunaaHus (mc) 60000 Bpems oxugaHusa oTBeTa Ha koMaHay
WHTepan nposepku (mc) | 1000 MHTepBan npoBepku OoTBETa OT
obpaboTtumka
Kon-Bo nosTopos 0 KonnyecTtso NoBTOPOB KOMaHAbI, €Crnv
KOMaHAabl 06paboTymK He OTBEYaET 3a BpeMs
oXuaaHus OTBETa Ha KOMaHA4y
Mepuog obHapyXeHus 5 WHTepBan, B Te4EHNE KOTOPOro
Aybnupytowiero mogyns MoZyIb Npy CTapTe BbINOMHAET MOUCK
(cek) aybnupytoLlero moayns
MOHUTOPUHT OTtcnexwuBaTtb napameTpsl | HeT OTcnexuBatb BHYTPEHHUE NapameTpbl
mMoayns
JlornposaHue Het 3anuckiBaTb JaHHbIE MOHUTOPWHIA B NoOr
' BHumaHue: [Nocne
/& 4 ncnonb3oBaHus 0b6A3aTenbHO
OTKMNIOUMTE HAaCTPOWKY, Tak
Kak poTaums 3anucen gaHHbIX
MOHUTOPWHra B Nor He
KOHTpOnupyeTcs.
[unarHoctnyeckas Ja OtBeyvaTtb Ha KOMaHAbl onpoca
MHdopMaLnsa OnarHocTn4eckom nHgpopmaumm
WuTepBan arperauyum (mc) | 60000 WHTepBan arperaunn guarHoCTUYECKNX
OaHHbIX
WHTepBan namepeHui 1000 VHTepBan namepeHui arpermpoBaHHbIX
(mc) JONarHoCTUYECKUX AaHHbIX
YacTHble 3anuck xypHanos Het 3anuce xxypHanos obmeHa ¢ ycTponcTBamu
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Fpynna HacTtpoek |HacTtpowka 3Ha4vyeHue no | OnucaHune
yMos4yaHuto

PesepBHbIn Moaynb Oa PesepBHbIN Moaynb AepxaTb B pexume

aepxartb B pexvme onpoca

onpoca

CoxpaHsTb nonb3oBarens | [a CoxpaHaTb ums nonb3oBaTens,
OTNpPaBUBLLErO KOMaHAY ynpaBneHms unm
NoACTaHOBKY

YnpasneHue kayecteoMm | [a YnpaenaTb Ka4ecTBOM

Bpewms accouuwaumm (mc) | 5000 Bpemsa accoumnaumm 3Ha4eHns ¢ KoMaHgon
yrpaBneHnst Unn NogCcTaHOBKON

Bpewmsi 6ychepusaumm 180000 Bpewmsi 6ydhepusaumm Ha pe3epBHOM

(mc) cepsepe

Bpems oxunaaHus (mc) 5000 Bpems oxuaaHus pesynsrata NoACTaHOBKM

Jenbta BpemeHu ans 1000 [Mepwvog BpemMeHn, B TeHEHNE KOTOPOTO

KOppeKummn 3Ha4eHus (Mc) UrHOPUPYETCH 3HaYeHne no obLuemy
onpocy nocne nosnyyeHnst Cnopagukm

Bagepxka ctapTa (Mc) 1000 3agepxkka ctapTa (Mc)

3anasgbiBaHne BpEMEHU | NycTo HonycTmoe 3anasabiBaHne BpeMeHM

(mc) NCTOYHMKA OaHHbIX OT BPEMEHM cepBepa
(MuHMMYM 0, makcumyMm 2592000000)

OnepexeHne BpeMeHU 43200000 JonyctuMoe onepexeHue BpemeHn

(mc) NCTOYHMKA OaHHbIX OT BpEMEHW cepBepa
(MrHUMYM 0, makcmym 43200000)

Mepuopg 60 Mepuoa nHgopMmpoBaHnsi 06

WHPOPMUPOBaHMS (Cek) 0BHapy)XEHUN PacXoXaeHUsi BPEMEHHU
NCTOYHMKA OaHHbIX U cepBepa

Cnuncok rpynn ycTponcTs | nycTo Ecnu nycTo, 3HauMT ncnonb3oBaHme BCEX

HaWAEHHbIX rpynn yCTPOWCTB

8.5.4.7 KnuneHT npoTtokona lec61850

KnueHT npoTtokona lec61850 — moaynb, oTBevatoLmii 3a cbop AaHHbIx No ctaHgapty MOK 61850.

Ta6bnuua 38 - HacTpowku moaynsa «KnueHT nportokona lec61850»

Fpynna HacTpoek

HacTtpomka

3HauyeHue
YMOI4YaHUIo

no

OnucaHue

Mmsa obbekTa

KnuneHT npoTokona
lec61850

Mmsa knacca ansg nnarvHa

lec61850Client

Wma canna nnarnHa

iec61850-client

O6wwme

OTaenbHbIN NOTOK Oa 3anyckaTb MOAyrb B OTAEIbHOM MOTOKE

MpuopuTeT moaynsa 201 MpuopwuTteT Mogyns (cCambIi HU3KMIA 1,
CaMblIi BbICOKMIN 255)

Bpems oxunaaHus (mc) 60000 Bpems oxuaaHusa otBeTa Ha koMmaHay

WHTepsan nposepku (mc) | 1000 MHTepBan npoBepku OTBETA OT

o6paboTumka
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Fpynna HacTtpoek |HacTtpowka 3Ha4vyeHue no | OnucaHune
YMOS4YaHuio
Kon-Bo nosTopoBs 0 KonnyecTtBo NOBTOPOB KOMaHAbl, €Crnv
KOMaHabl 06paboTymk He oTBEYaeT 3a BpeMs
oXunaaHus OTBETa Ha KoMaHay
Mepuog obHapyxeHus 5 WHTepBan, B Te4eHne KOToporo
Aybnupytowero mogyns MoZynb Npy CTapTe BbINOMHAET NOUCK
(cek) ayonuvpytowiero mogyns
MoOHUTOPUHT OTtcnexusatb napameTpsbl | Het OTcnexusaTtb BHYTPEHHWE NapameTpbl
mMoayns
JlormpoBsaHue Het 3anucbiBaTb AaHHbIe MOHUTOPWHIA B f1OT
' BHumaHue: [Nocne

{ = 3 WCNOJ1b30BaHUA ob6s3aTenbHO
OTKINO4nTE HaCTpOIZKy, TakK
KaK poTtauud 3anucen gaHHbIX

MOHUTOPWUHIa B J10I He

KOHTpONMpyeTCs.
[wnarHoctnyeckas Ha OtBeyaTb Ha KOMaHAbl onpoca
WHopmaums AnarHocTnyeckon uHdopmaumm
WHTepean arperauum (mc) | 60000 WHTepBan arperauum guarHoCTM4eCckux

OaHHbIX
WHTepBan namepeHui 1000 VIHTepBan namepeHui arpermpoBaHHbIX
(mc) JMarHoOCTUYECKUX AaHHbIX
YacTHble BknitounTb onpoc Het BkntounTb onpoc ocuunnorpamm ¢ IED
ocumnnorpamMm
BkntounTb yoaneHune Het BkntounTb yoaneHune ctapbix
CTapbIX OcUMmnorpamMmm OCLMIIIorpaMm
PesepBHbIN Moaynb Oa PesepBHbIN MOOyNb AepXaTb B pexume
aepxartb B pexume onpoca
onpoca
CoxpaHsTb nonb3oBartens | [da CoxpaHaTb ums nonb3oBaTens,
OTMNpaBUBLLErO KOMaHAY ynpasneHns unu
NoACTaHOBKY

YnpasneHue ka4yecTBom [a YnpaBnatb kKa4yecTBOM

Bpewms accoumaumm (mc) | 5000 Bpems accoumaumm 3Ha4YeHUs ¢ KomaHgom
yrpaBneHnst Unu NogCcTaHOBKON

Bpewms 6ydepusaumm 180000 Bpewmsi Bydepusaumm Ha pe3epBHOM

(mc) cepsepe
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Fpynna HacTtpoek |HacTtpowka 3Ha4vyeHue no | OnucaHune
yMos4yaHuto
Bpems oxunaaHus 6500 Tarimep, N0 UCTEYEHUN KOTOPOTO
noareepxaeHusa Operate 3aBepLuaeTca onepauus ynpaeneHus
(Enhanced), mc Mpum.: CornacHo IEC 61850 (ed.2.1):

npu ncnonb3osaHun Enhanced

MOEenu ynpasrneHus y ynpaenseMoro
obbekTa ecTb 06s13aTenbHbIN aTpudyT

- operTimeout. MNpu ynpaBneHuu

Redkit SCADA nonbiTaetcs nonyynTb
3TOT aTpubyT C YyCTPOWMCTBA HUXKHETO
ypoBHs. B cny4yae ycnexa sHadeHue
TanmayTta 6yaet 3agaHo B 1.5 pasa
bonbLuee, Yem nonyyeHHoe. MHaye Gyaer
NCMNOrb30BaTbCH 3HAaYEHUE U3 HACTPoeK

KnneHTa.

Bpems oxungarus (mc) 5000 Bpemsa oxungaHus pesynsrata nogcTaHOBKM

AnuteneHoCTb XxpaHeHusa (0 Ecnu oTpuuartenbHoe 4ncno, To CEKyHAbI

OCLMIIIOrpamMm, CyTKM

3apepxka ctapTa (Mc) 1000 3apepxka ctapTta

3anasgbiBaHWe BpEMEHU | NycTo JonycTumoe 3anasabiBaHne BpeMeHu

(mc) NCTOYHMKA OaHHbIX OT BpeMeHu cepsepa
(MrHUMYM 0, makcumym 2592000000)

Kateropusa namumatopa 2 Kateropus nHmumatopa (orCat)

OnepexeHne BpeMeHu 43200000 JonycTtumoe onepexeHne BpemMeHu

(mc) NCTOYHUKA AaHHbIX OT BPEMEHU cepBepa
(MrHUMYM 0, makcmym 43200000)

Mepuropg 60 Mepwvopg nHdopmupoBaHus ob

MHOPMMPOBaHUS (CEK) 0BHapy>XeHUN pacXOXOeHWs1 BDEMEHM
MCTOYHMKA AaHHbIX 1 cepBepa

Bpewmsi Hayana yganenust | nycto Bpewmsi Hayana yganeHnust ocuunnorpamm,

ocuumnnorpamm, Yyacbl:MUHYTbI. CekyHObl UTHOPUPYHOTCSI.

Yacbl:MUHYTbI

WoeHTudukatop cepsepa | 1 MpeHTndurkaTop cepeepa

MyTb 4Ns coxpaHeHus nycTo MyTb ANSA coxpaHeHus ocumnnorpaMmm Ha

ocuunnorpaMmm cepBepe, nonyyeHHbix ¢ IED

Cnuncok rpynn ycTponcTs | nycTo Ecnu nycTo, 3HauMT ncnonb3oBaHme BCEX

HaWAEeHHbIX rpynn yCTPOWCTB

8.5.4.8 KnueHt npotokona Modbus

KnueHT npotokona Modbus — mogynb, oTBevatoLmin 3a coop gaHHbIX No npoTokony Modbus.

Tabnuua 39 - Hactpoiku moaynsa «KnueHt npotokona Modbus»

F'pynna HacTtpoek |HacTtpowka 3Ha4vyeHue no | OnucaHune
yMos4yaHuto

- Nms obbekTa KnueHT npoTokona -
Modbus

Mms knacca anga nnarnHa | ModbusClient -

Nmsa danna nnarvHa modbus-client -
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Fpynna HacTtpoek |HacTtpowka 3Ha4vyeHue no | OnucaHune
yMos4yaHuto
Obwume OToenbHbIN NOTOK Oa 3anyckatb Mogyrb B OTAENbHOM MOTOKE
MpuopuTeT moayns 201 MpuopwuTteT Mogyns (CambIi HU3KMA 1,
caMmblli BbICOKUIA 255)
Bpems oxungarus (mc) 60000 Bpemsa oxungaHus oTBeTa Ha KOMaHay
WuTepBan npoeepku (mc) | 1000 MHTepBan npoBepku OTBETA OT
obpaboTtumka
Kon-Bo noeTOpOB 0 KonnyecTtBo NOBTOPOB KOMaHAbl, €CNx
KOoMaHAbl 06paboTyumK He OTBEYAET 3a BpeEMS
oXuaaHus OTBETA Ha KOMaHAy
Mepuog obHapyXeHus 5 WHTepBan, B Te4eHne KOTOporo
AyonupytoLiero mogyns MOAYnNb NpU CTapTe BbINOMHSAET NOUCK
(cek) AybnupytoLero moayns
MoHuUTOpUHF OTtcnexuBaTtb NnapameTpsbl [ Het OTcnexvnBaTb BHYTPEHHME NapamMeTpbl
Moayns
JlornposaHue Het 3anucbiBaTb JaHHbIE MOHUTOPUHIA B NIOT
' BHumanume: [Mocne

/= 'y Wcnonb3oBaHusi 06a3aTernbHO
OTKINIOYMTE HACTPOKKY, Tak
Kak poTtauusa 3anncen gaHHbIX
MOHUTOPWHra B 10T He

KOHTpOMnuMpyeTcs.
HnarHocTnyeckas Oa OTBevaTb Ha kKOMaHZbl onpoca
MHdopMaLns OnarHocTn4eckom nHpopmaumm
WHTepean arperauun (mc) | 60000 WHTepBan arperauum gnarHOCTUYeCKUX

OaHHbIX
WHTepBan namepeHun 1000 WHTepBan namepeHuin arpernpoBaHHbIX
(mc) ONarHOCTUYECKUX OaHHbIX
MpoTokon O6bveguHaTe TCP Het ObbegunsaTts TCP ycTpoincTsa onpoca
YCTPOMWCTBa ornpoca
CoxpaHaTb nonb3oBatens | Ja CoxpaHATb nms nonb3oBarens,
OTMpaBMBLLErO KOMaHAY YNpaBrieHns unm
NMOACTaHOBKY

YnpasneHue kayecteom | [a YnpaBnaTb Ka4eCcTBOM

Bpems accounaumm (mc) | 5000 Bpemsa accoumnaumm 3Ha4eHns ¢ KoMaHgon
yrpaBneHnst Unn NogcTaHOBKON

Bpewmsi 6ychepusaumm 180000 Bpewmsi 6ydhepusaumm Ha pe3epBHOM

(mc) cepBepe

Bpewms oxnagaHus (mc) 5000 Bpewmsi oxungaHusa pesynsrata nogcTaHOBKM

Bagepxka ctapTa (Mc) 1000 3agepxkka ctapta (Mc)

3anasgbiBaHne BpEMEHU | NycTo HonycTmoe 3anasabiBaHne BpeMeHM

(mc) NCTOYHMKA OaHHbIX OT BPEMEHM cepBepa
(MuHMMYM 0, makcumyMm 2592000000)

OnepexeHne BpeMeHU 43200000 JonyctumMoe onepexeHue BpemeHn

(mc) NCTOYHMKA OaHHbIX OT BpEMEHM cepBepa

(MrHUMYM 0, makcmym 43200000)
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Fpynna HacTtpoek |HacTtpowka 3Ha4vyeHue no | OnucaHune
YMOS4YaHuio
Mepuopg 60 Mepwopg nHdopmuposaHusa ob
WHPOPMUPOBAHMS (CeK) OBHapyXeHUN pacxoxaeHNss BpeMeHN
WCTOYHUKA OaHHbIX 1 cepBepa
Cnmncok rpynn ycTponcTe | nycTo Ecnu nycTo, 3Ha4uT ncnonb3oBaHue Bcex

HanOeHHbIX rpyrnn yCTPOMUCTB

8.5.4.9 KnueHTt npotokona SNMP

KnueHnT npotokona SNMP — moaynb, oTBevaroLmmn 3a c6op aaHHbIX no npotokony SNMP.

Tabnuua 40 - Hactponku moaynsa «KnneHT npotokona SNMP»

Fpynna HacTpoek

HacTtpomka

3Ha4yeHue
YMOM4YaHuio

no

OnucaHue

Nmsa obbekTa

KnneHT npoTokona
Snmp

Mwmsa knacca gns nnarvHa | SnmpClient -
Nmsa danna nnarnHa snmp-client -
O6wme OToenbHbI NOTOK Ja 3anyckatb MoAyrb B OTAENbHOM NOTOKE
MpuopuTeT moayns 201 MpuoputeT Mmoayna (camblii HU3KKK 1,
caMmblli BbICOKMIA 255)
Bpems oxunaaHus (mc) 60000 Bpems oxugaHusa oTBeTa Ha koMaHay
WHTepan nposepku (mc) | 1000 MHTepBan npoBepku OoTBETa OT
obpaboTtumka
Kon-Bo noBTOpOB 0 KonnyecTtBo NOBTOPOB KOMaHAb!, €CNn
KOMaHabl 06paboTumK He OTBEYAET 3a BpeEMS
OXWOaHUs OTBETA Ha KOMaHay
Mepuog obHapyXeHus 5 WHTepBan, B Te4eHNEe KOTOPOro
Aybnupytowiero mogyns MoZyIb Npy CTapTe BbIMNOMHAET MOUCK
(cek) aybnupytoLlero moayns
MoOHUTOPUHT OTtcnexunBaTtb NnapameTpbl [ HeT OTcnexuBatb BHYTPEHHUE NapameTpbl
mMoayns
JlormposaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWUHra B nor
' BHumaHume: [ocne
/& 4 ncnonb3oBaHus 0b6A3aTenbHO
OTKMNIOUMTE HAaCTPOWKY, Tak
Kak poTtauus 3anncen gaHHbIX
MOHUTOPWHra B 1O He
KOHTpOnupyeTcs.
[unarHoctnyeckas Ja OtBeyvaTtb Ha KOMaHAbl onpoca
MHdopMaLnsa OnarHocTn4eckom nHgpopmaumm
WuTepBan arperauyum (mc) | 60000 WHTepBan arperaunn guarHoCTU4ECKNX
[aHHbIX
WHTepBan namepeHui 1000 VHTepBan namepeHui arpermpoBaHHbIX
(mc) JONarHoCTUYECKUX AaHHbIX
YacTHble CoxpaHsaTtb nonb3osatens | [a CoxpaHsiTb MMs1 Nonb3oBaTens,

oTnpaBMBLLEro kKOMmaHay ynpasrieHna nnm
noacTaHOBKY
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Fpynna HacTtpoek |HacTtpowka 3Ha4vyeHue no | OnucaHune
YMOS4YaHuio

YnpaeneHue kayecteom | [a YnpaenaTbe Ka4eCTBOM

Bpewms accoumaumm (mc) | 5000 Bpems accoumaumm 3Ha4yeHUs ¢ KomaHgom
yrnpaBneHnst unu NogcTaHOBKON

Bpems 6ydepunsanmm 180000 Bpems bydepnsaumm Ha pe3epBHOM

(mc) cepBepe

Bpewms oxnagaHua (mc) 5000 Bpems oxuaaHus pesynsrata NoacTaHOBKM

3apepxka ctapTa (Mc) 1000 3apgepxkka ctapTa (Mc)

3anasgbiBaHWe BpEMEHU | NycTo [JonycTumoe 3anasabiBaHne BpeMeHu

(mc) NCTOYHMKA OaHHbIX OT BpeMeHu cepsepa
(MrHUMYM 0, makcumym 2592000000)

OnepexeHne BpeMeHu 43200000 JonycTtumoe onepexeHne BpemMeHu

(mc) NCTOYHUKA AaHHbIX OT BPEMEHU cepBepa
(MrHUMYM 0, makcmym 43200000)

Mepuvopg 60 Mepwopg nHdopmupoBaHus ob

WHOPMUPOBaHMS (CeK) OBHapyXeHUN pacxoxXaeHNsi BpeMEHN

MCTOYHUKa OaHHbIX U cepBepa

Cnmcok rpynn yCTpONCTB | NyCTO Ecnu nycTo, 3Ha4uT ncnonb3oBaHue Bcex
HanZeHHbIX Fpynn yCTPOMUCTB

8.5.4.10 KoHBepTep channoB ocumnnorpamm

KoHBepTep channoB ocuunnorpamm — Mogysb, OTBEYAOLLMIA KOHBEPTUPOBAHNE OCLUNIIOrpamMmM.

Ta6bnuua 41 - Hactponku moayns «KoHBepTtep channos ocuuniorpamm»

Fpynna HacTtpoek |HacTtpowka 3HayeHue no | OnucaxHune
YMOM4YaHuio
- Nmsa obbekTa KoHnBepTep darnnos -
ocumnnorpamMm
Wwmsa knacca ans nnarvHa OscFormatConverter -
Nmsa danna nnarnHa oscformatconverter -
Ob6wume OTaenbHbIN NOTOK Oa 3anyckaTb Moayrb B OTAENbHOM
noToke
MpuoputeT mogyns 201 MpuopuTeT mogyns (cambli
HWU3KMI 1, caMbll BbICOKMI 255)
Bpems oxugaHums (Mc) 60000 Bpemsa oxungaHus oteBeTa Ha
KomaHay
MHTepBan npoBepku (Mc) 1000 MHTepBan npoBepku oTBETA OT
obpaboTtumka
Kon-Bo NoBTOpPOB KOMaHAb! 0 KonnyecTBo NOBTOPOB KOMaHAp!,

ecnn obpaboTunk He oTBeYaeT
3a BpeMsi OXXuaaHusl oTBeTa Ha

KomaHay
MOHUTOPWHT (He OTcnexuBatb NapameTpbl Het OTcnexuBaTb BHYTPEHHME
noaaepxuBaertcs) napameTpbl MOAyns

165



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

Fpynna HacTpoek |HacTtpowka 3HaveHue no | OnucaHme
yMoOs4yaHuto
JlornposaHue Het 3anuckiBaTb JaHHbIE

MOHWUTOPWHra B Nor
. BHumaHue: [Nocne

4 '_1 NCMNONb30BaHWs
06s3aTenbHO OTKIYNTE
HaCTPONKY, Tak Kak
poTauus 3anncen gaHHbIX
MOHWUTOPWHTa B O He
KOHTpOnMpyeTcs.

[unarHoctuyeckasn nHcopmaumsa | a

OtBeyvaTtb Ha KoOMaHabl onpoca
OnarHocTn4eckomn nHgpopmaumm

WHTepean arperauun (Mc) 6000 WHTepBan arperauun
OMarHoCTUYECKMX AaHHbIX
WHTepBan nsmepeHun (Mc) 1000 WHTepBan nsmepeHun

arpermpoBaHHbIX
ANarHoCTn4eCKnxX gaHHbIX

8.5.4.11 KoHdpurypatop

KoHdurypatop — mogyne rpadudeckoro nHtepdenca Redkit Configurator.

Ta6bnuua 42 - Hactpownku moayns «KoHdurypatop»

Fpynna HacTpoek | HacTponka 3HauyeHue no | OnucaxHune
yMonyaHuto
- Mmsa obbekTa KoHdurypaTop -
Wmsa knacca gns mogyns GuiPlugin -
Wma dparina moaynsa guiplugin -
Obwwe OcCHOBHOW NOTOK Oa 3anyckaTb MOAyrb B OCHOBHOM MOTOKE
Mproputet moayns 201 MpuopuTeT Mogynsa (cambli HU3KkuA 1,
CcaMbll BbICOKMI 255)
Bpems oxugaHus (Mc) 60000 Bpems oxugaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (McC) 1000 WHTepBan npoBepku oTBeTa OT
obpaboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTtBo NOBTOPOB KOMaHAbI, €CNU
06paboTumK He oTBEYaET 3a BpeMs
OXMOaHus OTBETA Ha KoMaHay
MoHnuTopuHr (He | OTcnexuBaTtb NapaMeTpsbl Het OTcnexunBaTb BHYTPEHHME NapameTpbl
noggepxxuBaercs) mMoaynsi
JlormpoBaHue Het 3anuceiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHue: [llocne
/= " Mcnonb3oBaHus 06s3aTenbHO
OTKITHOMUTE HACTPOWKY,
TaK Kak poTauus 3anucemn
AaHHbIX MOHMUTOPWHIA B 10T He
KOHTPONMpyeTCS.
OunarHocTnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
WHpopmaums AunarHocTnyeckon nHpopmaumm
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cobbITni (gHewn)

Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
WHTepBan arperayun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYecKnx
OaHHbIX
WHTepBan namepeHui (Mc) 1000 WHTepBan nsmepeHnn arpermpoBaHHbIX
ONarHoCTUYECKNX OaHHbIX
YacTHble Mepwvopg curHanmsauun 10 Mepuropg curHanuaauumn cobbITnin (QHen)

8.5.4.12 JlokanbHble NnapameTpbl CUCTEMbI

NokanbHble napameTpbl CUCTEeMbIl — MOAYI1b, OTBeL-IaPOLIJ.I/IIZ 3a ANarHoCTuUKY 1 BblBO VIH(*)OpMaLI.I/II/I [0} pa60Te CUCTEMBbI.

Tabnuua 43 - Hactporku moayns «JlokanbHble NnapaMeTpbl CUCTEMbI»

Fpynna HacTpoek | HacTtpownka 3HayeHue no | OnucaxHune
yMoOJ4aHuto
- Nms obbekTa JlokanbHble -

napamMeTpbl CUCTEMbI

Wwms knacca gng nnarvHa SySensors -
Wmsa cparina nnarvHa sysensors -
O6wwe OTaenbHbIN NOTOK Oa 3anyckatb Mogyrnb B OTAEMNbHOM NOTOKE
MpuopwuTteT mogyns 201 MpuopuTeT Mmoayns (cambli HU3KUA 1,
camblii BbICOKUIA 255)
Bpems oxuganus (Mc) 60000 Bpemsa oxugaHus oTBeTa Ha KOMaHay
MHTepBan npoBepku (Mc) 1000 MHTepBan npoBepku oTBETA OT
obpaboTtumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonmyecTBo NOBTOPOB KOMaHAbl, ECIN
00paboTumK He OTBEYAET 3a BpeMS
OoXuaaHusa OTBETa Ha KOMaHAy
Mepuoa obHapyxeHus 5 WHTepBan, B Te4eHNe KOTOPOro
ayonupytowlero mogyns (cek) MoZyMb NpY CTapTe BbINOMHAET MOUCK
aybnupytoulero moaynsi
MoHuTtopuHr (He | OTcnexusaTtb NnapaMeTpsbl Het OTcnexnBaTb BHYTPEHHME NapameTpbl
nogaepxxuBaercs) mMoaynsi
JNlornpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHue: [llocne
{ = ) UCnonb3oBaHusi obs3aTenbHO
OTKMOYUTE HACTPOWIKY,
Tak Kak poTaums 3anucemn
AaHHbIX MOHUTOPWHIa B J1OT He
KOHTpOnupyeTcs.
OnarHocTnyeckas Oa OTtBeyaTb Ha kKOMaHAbl onpoca
MHdopMauna OnarHocTn4eckomn nHgpopmaumm
WHTepBan arperauun (Mc) 60000 MHTepBan arperaunmn gMarHoCTU4EeCKnX
OaHHbIX
WHTepBan namepeHui (Mc) 1000 WHTepBan nsmepeHun arpermpoBaHHbIX

ANarHoCTn4eCKnX gaHHbIX
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
YacTHble WHTepsan obHoBneHus (Mc) 1000 WNHTepBan o6HoBNEHWA nHdopmaumm o
cucteme (Mc)
Mmsa gucka ona otcnexunsBanus | nycrto Nmsa gncka gnsa otcnexveanns (bykea)
Tervn pa3amepa gucka nycTo MmeHa Teros gns sanvncm obuuero
pa3mMepa oTcrexusaemoro gucka B Mb
Tern pasmepa onepaTnBHON nycTo MmeHa Teroe ans sanuncu o6Luero
namsaTu pasmepa pmamyeckon onepaTMBHoON
namsitn B8 Mb
Tern pasmepa csobogHon nycTo WmeHa TeroB gns 3anucu pasmepa
onepaTuBHOM NaMATK cBobogHom husnyeckon onepaTMeBHON
namsitn B8 Mb
Tern cBobogHOro Mecra Ha nycTo WmeHa TeroB ans 3anucu ceobogHoro
ancke MecTa Ha oTcnexmnsaemom gucke B Mb
Tern ctatyca cepsepa nycTo MmeHa TeroB ans 3anucu ctatyca
Redkit System Service B ponu mactepa
Tern TeKyLLEero BpemMeHm nycTo MmeHa TeroB ons 3anucu TekyLlero
cUCTEMBI BPEMEHM CUCTEMBI B Unixtime
8.5.4.13 Moaynu DMS
Ta6bnuua 44 - Hactpowku mogynein DMS
Fpynna HacTpoek | HacTponka 3HauyeHue no | OnucaxHune
yMonyaHuto
- Mmsi obbekTa Moaynu DMS -
Mmsa knacca gnga nnarvHa DmsPlugin -
Wma dparina nnarvHa dms -
O6wwme OTpenbHbI NOTOK Ha 3anyckatb Mogyrb B OTAENbHOM NMOTOKE
Mproputet moayns 201 MpuopuTeT Mogynsa (cambli HU3kuA 1,
CcaMbll BbICOKMI 255)
Bpems oxugaHus (Mc) 60000 Bpems oxugaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (McC) 1000 WHTepBan npoBepku oTBeTa OT
obpaboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTBo NOBTOPOB KOMaHAbI, €CNK
06paboTymK He oTBEYaET 3a BpeMs
OXMOaHus OTBETA Ha KoMaHay
MoHnuTopuHr (He | OTcnexuBaTtb NapaMeTpsbl Het OTcnexvBaTb BHYTPEHHME NapameTpbl
noggepxxuBaercs) mMoaynsi
JlormpoBaHue Het 3anuceiBaTb AaHHbIE MOHUTOPWHIA B

nor

1 MCNonb3oBaHNs 06A3aTeNbHO
OTKITHOMUTE HACTPOWKY,
TaK Kak poTauus 3anucemn
AaHHbIX MOHUTOPWHIa B JIOT He
KOHTpOnuMpyeTcs.

' BHumaHume: [Nocne

L
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
HwnarHoctnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
nHdopmaums AnarHocTnyeckon nHopmaumm
WHTepBan arperauyum (Mc) 60000 WHTepBan arperaumm gnarHoCTUYecKnx
AaHHbIX
WHTepBan namepexHui (Mc) 1000 WHTepBan namepeHnin arpermpoBaHHbIX
ONarHOCTUYECKUX AaHHbIX
8.5.4.14 Moaynb 3anucu NAr
Ta6bnuua 45 - Hactponku moayns 3anucu NAr
Fpynna HacTpoek | HacTponka 3HauyeHue no | OnucaxHune
YMOM4YaHuio
- Nmsa obbekTa Mogayne 3anucu NAar |-
Mms knacca ansa nnarvHa OperationalScheduleVYeiter
Wwms darna nnarvHa operationalschedulewrjter

Obwume OTaenbHbIN NOTOK Oa 3anyckatb Mogyrb B OTAENbHOM NOTOKE
[Npuoputet mogyns 201 MproputeT Mmoayns (CamMmblin HU3KKIA 1,
CaMbll BbICOKMIN 255)
Bpewmsi oxngaHus (mc) 60000 Bpemsa oxugaHusa otBeTa Ha komaHay
WHTepBan npoBepku (Mc) 1000 MHTepBan npoBepkn OTBETA OT
obpaboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonuyecTtBo NOBTOPOB KOMaHAbI, €CNu
06paboTumk He OTBEYAET 3a BpPeEMS
OXMOaHUs OTBETa Ha KoMaHay
Mepwropg oGHapyxeHus 5 WHTepBan, B Te4eHne KOTOpOoro
ayonupytowero moagyns (cek) MOAYMb NpU CTapTe BbINOMHSAET NOUCK
aybnvpytowero moayns
MoHuTopuHr (He | OTcnexuBaTtb NapaMeTpsbl Het OTcnexvBaTb BHYTPEHHME NapameTpbl
noggepxxuBaercs) mMoaynsi
JlormpoBaHue Het 3anuceiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHue: [llocne
/= " MCcnonb3oBaHus 06s3aTenbHO
OTKITHOMUTE HACTPOWIKY,
TaK Kak poTauus 3anucen
AaHHbIX MOHUTOPWHIA B 10T He
KOHTPONMpyeTCS.
OunarHocTnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
WHpopmaums AunarHocTnyeckon nHgpopmaumm
WHTepBan arperayun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
OaHHbIX
WHTepBan namepeHui (Mc) 1000 WHTepBan nsmepeHnn arpermpoBaHHbIX
ONarHOCTUYECKUX AaHHbIX
YacTtHble Mepwnog 3anucu (cek) 1 Mepuropg 3anncu (cek)
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8.5.4.15 Moaynb 3anucu curHanos B b[]

Moaynb 3anucu curHanos B Bl — mogynb, oTBevatoLLmii 3a 3annck curHanos B BJI.

Tabnuua 46 - HacTtporiku moayns 3anucu curHanoB B B[]

Fpynna HacTpoek

HacTtpowka

3Ha4yeHue
YMOM4YaHuo

no

OnucaHue

Nma obbekTa

Mogynb 3anucu
curHanos B B[]

Nmsa knacca ana nnarvHa

TagRegistrator

Mmsa danna nnarnHa

tagregistrator

TeroB NCTOYHUKaA

O6wue OTpnernbHbI NOTOK Ja 3anyckatb Moayrb B OTAENbHOM NOTOKE
Mpuoputet Mmoayns 201 MpuoputeT Mmoayns (Camblin HU3KUIA 1,
camblii BbICOKMIA 255)
Bpemsa oxuganuns (Mc) 60000 Bpemsa oxugaHua otBeTa Ha koMaHay
WHTepBan npoBepku (McC) 1000 MHTepBan npoBepkn oTBETa OT
obpaboTumka
Kon-Bo noBTOpOB KOMaHAb! 0 KonnyecTso NOBTOPOB KOMaHAb!, ecimn
00paboTumK He OTBEYAET 3a BpeMs
OoXugaHus OTBETa Ha KOMaHAy
Mepuoa o6HapyxeHus 5 WHTepBan, B Te4eHne KOToporo
ayonupytowero moayns (cek) MoZyNb Npy CTapTe BbINOMHAET MOUCK
ayonupytollero moaynsi
MOHUTOPUHT OTtcnexuBatb NapameTpbl Het OTcnexuBatb BHYTPEHHWE NapameTpbl
Moayns
JlornposaHue Het 3anucbiBaTh JaHHbIE MOHUTOPUHIA B
nor
' BHumaHue: llocne
/& % Mcnonb3oBaHMs ob6A3aTenbHO
OTKNIOYMTE HACTPOWKY,
Tak Kak poTaums 3anucen
OaHHbIX MOHUTOPWHIa B JOT He
KOHTpOnupyeTcs.
[unarHoctnyeckasa Ja OTBeyaTb Ha KOMaHabl onpoca
MHdopMauma OnarHocTn4eckomn nHgpopmaumm
WHTepBan arperauum (Mc) 60000 MHTepBan arperaumnm gmMarHoCTU4eCcKmnx
OaHHbIX
WHTepBan nsmepeHui (Mc) 1000 MHTepBan namepeHuni arpermpoBaHHbIX
ONarHoCTUYECKMX AaHHbIX
YacTHble ApxuBrpoBaTb 3Ha4YeHUsI Oa ApxuBMpOBaTb 3HAYEHUS NPULLIEALLINX
npuLLeawmnx no onpocy Mo OnpoCy ANCKPETHbLIX CUrHANoOB
OUCKPETHbIX CUrHanoBs
Bpems TpaH3akumm 3anucu 1000 Oxumpaemoe Bpems OOHOM TpaH3aKuUmm
(mc) 3anucu Teros B B[
[nvHa oyepean Ha 3anuch B 5000 MakcumanbHas annHa odepeam Teros
b Ha 3anunck B Bl
[nvHa oyepenmn xpaHeHus 5 KonnyecTBo XpaHMMbIX MOCTYNaoLWmx

OT UCTOYHMKA faHHbIX 3HAYEeHUI TEeros
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto

3agepkka CUHXPOHMU3aLun 3000 3agepka CUHXPOHM3aLUN 3anmncaHHbIX

(mc) TEroB Mexay OCHOBHbIM U pe3epBHbIM
MoaynsMm

WHTepBan obHoBNEHUA 3600 MakcnmaneHbIN MHTepBasn BpeMeHu

CTaTUCTUKKM (CeK) Mexay OOGHOBNEHUAMN cTaTucTukn B

WHuTepan nposepku pesepsa | 200 MHTepBan NpoBepKkn pe3epBHOro

(mc) mMoaynsi

MHpopmmpoBaHme o 60 Meprog nHdopMMpoBaHMs O

nepenonHeHnn ovyepeam (cek) nepenorHeHnn o4yepeam Teros

MHdopmmpoBaHue 06 owmnbke |5 Mepuron nHpopmmnpoBaHusa ob ownbke

COXpaHeHus (cek) COXpaHeHMWs TEroB

KonuyecTtBo 3anucem 100 KonunuyecTtBo 3anucer B nayke npu
BCTaBke B B[]

KonuyectBo cekuun ons 2 KonuuecTtBo cekuuin ansa pacyeta

pac4eTa cpepHero pasmepa

KonuyectBo curHanoBs ans 100 MakcumanbHoe KOnmM4yecTBO CUrHamnoB

OTAENLHOro arpernpoBaHus npu Kaxaom NoAcyeTe arperatos, No
KOTOPbIM UOET BbIYMCIIEHNE arperaTtos
C yKaszaHueM Crnvcka MaeHTMdunkaTopos
3TMX curHanos. Ecnu B nHTepBane
pac4deTa arperaTtoB U3MEHUITOCb
DornbLuee KONMYecTBO CUrHaNoB, To
pacderT (3anpoc B B[l) naet no scem
cuyrHanam 3a aToT nepvop,

OO6HoBMNEeHWe NHOEKCOB 60 Mepron 06HOBNEHMS MHOEKCOB

Tabnuupl (cek) Tabnuubl Tera

O6GHoBMEHWe NHOEKCOB Ha 10 KonnyectBo 06HOBREHUI MHOEKCOB Ha

O0BHOBMNEHME CTAaTUCTUKM 0fHO 0GHOBNEHWe cTatucTukm b

MoTokoB 3anncy B apxmB 1 MakcrmarnbHoe Konm4ecTBo
OLHOBPEMEHHbIX coeanHeHnn c b

[MoTokoB 3anmncu TekyLLmX 4 MakcumarnbHoe KOnmMy4ecTBO NOTOKOB

OaHHbIX 3anncy TEeKYLLMX AaHHbIX

Pasmep cekumm arperatos (I'6) | 5 MakcumanbHbI pasmep cekuum

arperaTtoB B rurabanTax

8.5.4.16 Moaynb 3axBaTta o6opyanoBaHusi

Mop,ynb 3axBaTa oGopy.qOBava — MOo4yIb, oTBevalLWwmmn 3a HaCTpOﬁKy 3axBaTta O60pyﬂ,OBaHl/Iﬂ.

Tabnuua 47 - HacTpoiku moaynsa 3axsata o6opyaoBaHus

Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHme
yMos4yaHuto
- Mmsa obbekTa Mogaynb 3axBaTta -
obopynoBaHus
Mmsa knacca gnst nnarnHa TagContainerCapture(Gentroller
Mmsa danna nnarnHa tagcontainercapturecoptroller

O6wme

OTaenbHbIN NOTOK

Ja

3aI'IyCKaTb MoAynb B OTAEJIbHOM MOTOKEe
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
MpuopwuTteT mogyns 201 MpuopuTeT Mmogyns (cambl HU3KUA 1,
camblli BbICOKUIA 255)
Bpems oxuganus (Mc) 60000 Bpemsa oxugaHus oTBeTa Ha KOMaHay
MHTepBan npoBepku (Mc) 1000 MHTepBan npoBepku oTBETA OT
obpaboTtumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonmyecTBo NOBTOPOB KOMaHAbl, ECIN
00paboTyuMK He OTBEYAET 3a BpeEMS
OoXuaaHus OTBETa Ha KOMaHAy
Mepuoa obHapyxeHus 5 WHTepBan, B Te4eHNe KOTOPOro
ayonupytowero mogyns (cek) MoZyNb NpW CTapTe BbINOMHAET MOUCK
aybnupytoulero moaynsi
MoHuTopuHr (He | OTcnexusaTtb NapaMeTpsbl Het OTtcnexnBaTb BHYTPEHHME NapameTpbl
nogaepxuBaercs) mMoaynsi
JNlornposaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHume: [locne
{ = ) uCnonb3oBaHusi obs3aTenibHO
OTKMOYUTE HACTPOWIKY,
Tak Kak poTaums 3anucemn
AaHHbIX MOHUTOPWHIa B J1OT He
KOHTpOnupyeTcs.
OnarHocTnyeckas Oa OTtBeyaTb Ha kKOMaHAbl onpoca
MHdopMauna OnarHocTn4eckomn nHgpopmaumm
WHTepBan arperauun (Mc) 60000 MHTepBan arperaunmn gMarHoCTU4eCKnx
OaHHbIX
WHTepBan namepeHui (Mc) 1000 WHTepBan nsmepeHun arpermpoBaHHbIX

ANarHoCTn4eCKnX gaHHbIX

8.5.4.17 Moaynb 06paboTku 6naHKOB nNepekntoYeHnn

Moaynb 06paboTku 6naHKOB NepeKkno4YeHnn — Moayrb, OTBeYaLWwmii 3a 06paboTky GnaHKoB NEPEKITIOYEHNIA.

Ta6bnuua 48 - HacTpoiiku moaynsi o6paboTku 6naHKOB nepeKtoveHUn

Fpynna HacTpoek

HacTtpownka

3HauyeHue
YMOI4YaHUIo

no

OnucaHue

Nmsa obbekTa

Mogynb 06paboTku
bnaHkoB

nepeknioyeHni
Wmsa knacca gns nnaruHa SwitchoverProcessor |-
Wma dparina nnarvHa switchoverprocessor |-
O6wwme OTpenbHbI NOTOK Ha 3anyckatb Mogyrb B OTAENbHOM NMOTOKEe
Mproputet moayns 201 MpuopuTeT Mogynsa (cambli HU3KkuA 1,
CaMbll BbICOKMI 255)

Bpemsa oxuaaHus (Mc) 60000 Bpemsa oxugaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa OT

obpaboTumka
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OTYETOB (CYyTKM)

Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
YMOM4YaHuto
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTtBo NOBTOPOB KOMaHAbI, €CNK
06paboTymK He oTBEYaET 3a BpeMs
OXMOaHus OTBETa Ha KoMaHay
Mepuoa obHapyxeHus 5 WHTepBan, B Te4eHne KOToporo
ayénupytoulero mogyns (cek) MoZynb Npy CTapTe BbINOMHAET NOUCK
ayonvpytowero mogyns
MoHuTopuHr (He [ OTcnexuBaTtb napameTpbl Het OTtcnexuBatb BHYTPEHHWE NapameTpbl
NoAAEPKUBAETCS) mMoayns
JlormpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B
nor
i: BHumaHue: [locne
/= "} MCMNonb3oBaHWs 06A3aTenbHO
OTKIMOYMTE HACTPOVIKY,
Tak Kak poTauums 3anucem
OaHHbIX MOHUTOPWHIA B 10T He
KOHTpONMpyeTCs.
HwnarHoctnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
nHdopmaums AmarHocTnyeckon nHopmaumm
WHTepsan arperauyun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
OaHHbIX
WHTepBan namepexHui (Mc) 1000 MHTepBan namepeHunin arpermpoBaHHbIX
OMarHoCTUYECKMX AaHHbIX
YacTHble MponyckaTb kKoMaHabl Het Ecnu HacTpoiika BKkrntoveHa, To
yrpaBneHus, ecrnm npeanpoBepka Ans onepauum
o6opynoBaHue yxXe B Hy>KHOM yNpaBneHns BbINOMHAETCA OAMH pas.
COCTOSHMU Ecnu npu atom o6opynoBaHue yxe B
TpebyeMoM COCTOsIHMM, TO onepauus
yrnpaBneHns nponyckaeTcs (3anpoc
Ha ynpaBreHue He oTnpaensercs). B
oTyeTe ANnd AaHHow onepauun byget
cratyc «[1ponyck».
MakcmnmanbHoe Bpemsi 1200000 MakcumanbHoe BpeMsi 6e3aeincTems no
6e3nencTBmsa Npu NoKansbHOM OnaHKy B pexxume nokarbHOro 3anycka
3anycke (Mc) (-1 Bpemsa He orpaHn4yeHo)
MakcumarnbHoe Bpems 5000 MakcumanbHoe BpeMs 6e3aeicTBus no
Ge3nencTemsa Npu yaaneHHom BnaHKy B pexvmMe yaaneHHoro 3anycka
3anycke (Mc) (-1 Bpemsa He orpaHN4yeHo)
MuHUManbHBIN CpoK XpaHeHns | 20 MwHMManbHBIN CPOK XPaHEHNS OTHETOB

(cyTkn)

8.5.4.18 Moaynb 06paboTKM HenpuBA3aHHbIX CUTHaNoOB

Mop,ynb OﬁpaEOTKM HenpuBA3aHHbIX CUrHanoB — MoAyrb, oTBevalLmmn 3a o6pa60TKy HenpmBA3aHHbIX CUrHaNoB.

Tabnuua 49 - Hactpoiku moayns o6paboTkm HenpuBA3aHHbIX CUrHanoB

Fpynna HacTpoek

Hactpowka

3HavyeHue
YMOM4YaHuio

no

OnucaHue

Nma obbekTa

Moaynb o6paboTku
HenpuBsi3aHHbIX
CMrHanos
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Fpynna HacTpoek

Hactpowka

3HavyeHue
YMOM4YaHuio

no

OnucaHue

Mmsa knacca ana nnarvHa

NoBindingSignalsProtgeol

Wma dparina nnarvHa

nobindingsignalsproto

ol

Obwume OTaenbHbIN NOTOK Oa 3anyckatb Mogyrb B OTAENbHOM NMOTOKE
Mproputet moayns 201 MpuopuTeT Mogyns (cambli HU3KkuA 1,
CaMbll BbICOKMI 255)
Bpems oxuaaHus (Mc) 60000 Bpems oxugaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa OT
obpaboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonnyecTtBo NOBTOPOB KOMaHAbI, €CNK
006paboTumK He OTBEYAET 3a BpeMs
OXMOaHWs OTBETA Ha KoMaHay
Mepuoa obHapyxeHus 5 WHTepBan, B Te4eHne KOToporo
ayénupytouiero moayns (cek) MoZynb Npy CTapTe BbINOMHAET NOUCK
aybnvpytowero moayns
MoHuTopuHr (He | OTcnexuBaTb NapaMeTpbl Het OTcnexvBaTb BHYTPEHHME NapameTpbl
noggepXxuBaercs) mMoaynsi
JlornpoBaHue Het 3anucbiBaTb JaHHbIE MOHUTOPUHTA B
nor
' BHumaHume: [Nocne
/= "} MCNonb3oBaHUs 06A3aTenbHO
OTKIMOYMTE HACTPOVIKY,
Tak Kak poTaums 3anucemn
AaHHbIX MOHUTOPWHIa B JIOT He
KOHTpOMMpyeTcs.
HwnarHoctnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
WHpopmaums AunarHocTnyeckon nHcpopmaumm
WHTepBan arperauyun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
[aHHbIX
WHTepBan namepexHui (Mc) 1000 WHTepBan namepeHnin arpermpoBaHHbIX

ANarHOCTUYEeCKNX AaHHbIX

8.5.4.19 Moaynb nepenayv aaHHbIX B Zabbix

Mogynb nepegaym gaHHbix B Zabbix - Mogynb HacTpoviku nepeaaym aaHHbIx B Zabbix.

Ta6bnuua 50 - HacTporku mogynsa «Moaynb nepegaym AaHHbIx B Zabbix»

Fpynna HacTpoek

HacTtpownka

3HayeHue No yMosnyaHuto

OnucaHue

MNmsa obbekTa

Mopgynb nepegayn AaHHbIX |-

B Zabbix
Mmsa knacca ans nnarvHa ZabbixConnector -
Mmsa danna nnarnHa zabbixconnector -
Ob6wume OTaernbHbIN NOTOK Oa 3anyckaTb Moayrb B
OTAENbHOM NOTOKe
MpuopwuTteT Mmogyns 201 MpuoputeT Mmogyns (cambliv

HU3KUI 1, caMblii BbICOKUM
255)
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Fpynna HacTpoek

Hactpowka

3HavyeHue No yMon4yaHuio

OnucaHue

Bpewms oxmngaHusa (mc)

60000

Bpewms oxvagaHus otBeTa
Ha KoMaHady

WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepkn oTBETa
oT obpaboTunka
Kon-Bo nostopoB komaHabl |0 KonunyecTBo NoBTOpPOB
KOMaHAbl, ecnv
00paboTumK He OTBEYaET 3a
BPEMS OXXMAaHUs OTBETA Ha
KoMaHay
Mepuoa obHapyxeHust 5 WHTepBan, B Te4deHne
ayonvpytoLlero mogyns KOTOpPOro MoAynb npu
(cek) cTapTe BbINOJIHSET MNOUCK
aybnupytowero moaynsi
MOHUTOPUHT (He OtcnexuBaTtb NnapameTpbl | Het OTcnexunBaTb BHYTPEHHME
NOAAEPKUBAETCS) napameTpbl MOAYNSA
JlormposaHue Het 3anucbiBaTb AaHHbIE
MOHUTOPWHra B nor
' BHumaHue: [locne
/& ' MCnonb3oBaHus
obs3aTenbHO
OTKNIoUnTE
HaCTPOWKY, TaK
Kak poTtauus
3anucen gaHHbIX
MOHUTOpPUHra
B fnor He
KOHTpOnupyeTcs.
[unarHoctnyeckas [a OTBeyaTb Ha KoMaHAabl
MHdopMauna onpoca gnarHoCTn4eckom
MHdopMaLmnn
WuTepBan arperauum (mc) | 60000 WHTepBan arperauun
ONarHoCTUYECKMX AaHHbIX
WHTepsan namepexun (mc) | 1000 WHTepBan namepeHui
arpermpoBaHHbIX
ONarHoCTUYECKMX AaHHbIX
MapameTpsbl cepBepa Appec cepBepa nycTo Appec cepsepa
MopT cepBepa 10051 MopT cepBepa
MapameTpbl y3na Wms yana (Zabbix host nycTo Nwma yana (Zabbix host
name) name)
AfLpec UCTovHMKa nycTo AOpec NcTovHuKa
MyTb K yTUnute nycTo MyTb K yTUNuTE
zabbix_sender zabbix_sender
MapameTpbl OTApaBKK Mepuopn oTnpaBku (cek) 10 Mepuop oTnpaBku (cek)
OTnpaensTb MeTKU Het OTnpaBnsaTb METKM

BpeMeHun

BpeMEHN

8.5.4.20 Moaynb npoBepKu ycTapeBaHUsi Teros

Mop,ynb NPpoBepKU ycTtapeBaHUA TeroB — Moayrib, oTBevaloLwmmn 3a NpPOBEPKY yCTapeBaHUA TEroB.

175



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

Ta6bnuua 51 - HacTpoiku moayns npoBepku ycTapeBaHUs Teros

Fpynna HacTpoek

HacTtpownka

3HauyeHue
yMOI4aHuIo

no

OnucaHue

Nmsa obbekTa

Moaynb npoBepku
ycTapeBaHus Teros

aKkTyanbHOCTU Teros (Mc)

Mmsa knacca gns nnaruHa TagAgeChecker -
Mmsa dpanna nnarnHa tagagechecker -
Obwwe OTaenbHbIN NOTOK Oa 3anyckaTb MOAyrb B OTAENBHOM MOTOKE
Mproputet moayns 201 MpuopuTeT Mogynsa (cambli HU3kuA 1,
CaMbll BbICOKMI 255)
Bpems oxuaaHus (Mc) 60000 Bpems oxugaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (McC) 1000 WHTepBan npoBepku oTBeTa OT
o6paboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTBo NOBTOPOB KOMaHAbI, €CNK
06paboTymK He oTBEYaET 3a BpeMs
OXMOaHus OTBETA Ha KoMaHay
Mepwopg oGHapyxeHus 5 WHTepBan, B Te4eHne KOToporo
ayonuvpytowero mogyns (cek) MOAYMb NpU CTapTe BbINOSHSAET NOUCK
ayénupytoLiero moayns
MoHuTopuHr (He [ OTcnexuBaTtb napameTpbl Het OTtcnexuBatb BHYTPEHHWE NapameTpbl
NoAAEPKUBAETCS) mMoayns
JlormpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHue: [llocne
/= "} MCMNonb3oBaHWs 06A3aTenbHO
OTKIMOYMUTE HACTPOVIKY,
Tak Kak potauums 3anucem
OaHHbIX MOHUTOPWHIA B 10T He
KOHTpOMMpyeTCs.
HwnarHoctnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
nHdopmaums AnarHocTnyeckon nHopmaumm
WHTepBan arperauumn (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
OaHHbIX
WHTepBan namepexHui (Mc) 1000 MHTepBan namepeHnin arpermpoBaHHbIX
OMarHoCTUYECKMX AaHHbIX
YacTHble Bpems yctapeBaHus 3HayeHu | 60 Bpewmsi yctapeBaHus 3Ha4yeHn (cek)
(cek)
3agepxkka ctapTa (Mc) 60000 3agepxkka ctapTa (Mc)
Mepuog nposepku 1000 [Mepurop NnpoBepkn akTyanbHOCTU TErOB

(mc)

8.5.4.21 Moaynb cumynsiuMm ynpasneHusi

Mop,ynb CUMynsauumn ynpaBrieHnsa — MoayJib, oTBevaloLmn 3a CUMynAUnKo ynpasneHus.
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Tabnuua 52 - HacTpoiiku moaynsi CUMynsiLumM ynpasneHus

Fpynna HacTpoek

HacTtpomka

3HauyeHue
YMOI4YaHUIo

no

OnucaHue

Mmsa obbekTa

Moaynb cumynsaumm

(mc)

ynpaBneHus
Wwma knacca gna nnarnHa | TCSimulator -
Mma cdanna nnarnHa tcsimulator -
O6uwwme OT1OenbHbIl NOTOK Ha 3anyckatb Mogyrb B OTAENbHOM MOTOKE
MpuoputeT moaynsa 201 MpuopwuTteT Mogyns (cCambIi HU3KMIA 1,
CaMblIi BbICOKMIN 255)
Bpems oxunaaHus (mc) 60000 Bpems oxuaaHusa otBeTa Ha koMaHay
WHTepsan nposepku (mc) | 1000 MHTepBan npoBepku oTBeTa OT
o6paboTumka
Kon-Bo nosTopos 0 KonnyecTtBo NOBTOPOB KOMaHAbl, €Crnuv
KOomaHabl 06paboTymk He oTBEYaeT 3a BpeMs
OXMOaHUsA OTBETA Ha KOMaHay
Mepuog obHapyxeHus 5 WHTepBan, B Te4eHne KOToporo
ayonupytoLlero mogynsi MOAYNb NpU CTapTe BhINOMHSET NOMCK
(cek) ayonuvpytowiero mogyns
MOHUTOPWHT (He OTtcnexwuBaTtb napameTpbl | HeT OTtcnexuBatb BHYTPEHHUE NapameTpbl
NoAAEPKUBAETCS) mMogyns
JlormpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B JTOT
' BHumaHue: lNocne
/= i Wcnonb3oBaHus 06A3aTenbHO
OTKIMOYMTE HACTPOWKY, TaK
KaK poTauusi 3anmcen gaHHbIX
MOHWUTOPWHra B JOT He
KOHTpONMpyeTCs.
[wnarHoctnyeckas Oa OtBeyaTb Ha KOMaHAbl onpoca
WHopmaums AnarHocTnyeckon uHopmaumm
WHTepean arperauum (mc) | 60000 WHTepBan arperauum guarHoCTM4eCcKux
OaHHbIX
WHTepBan namepeHui 1000 VIHTepBan namepeHui arpermpoBaHHbIX
(mc) JMarHOCTUYECKUX AaHHbIX
MpoTtokon CoxpaHaTtb nonb3oBatensd | Het CoxpaHATb nms nonb3oBarerns,
OTMpaBMBLLETO KOMaHAY YNpPaBneHnst unm
MOACTaHOBKY
YnpasneHue kayecteom | [a YnpaBnaTb Ka4eCcTBOM
Bpems accoumaumm (mc) | 5000 Bpems accoumaumm 3Ha4eHUs ¢ KomaHaom
ynpasneHnsa nnm nogcTaHoBKON
Bpems 6ydepusarmm 180000 Bpemsa 6ydepnsaumm Ha pe3epBHOM
(mc) cepBepe
Bpewms oxnagaHus (mc) 5000 Bpems oxuaaHus pesynsrata noAcTaHOBKM
3anasgbiBaHne BpEMEHU | NyCTo HonycTtmoe 3anasabiBaHne BpeMeHu

NCTOYHMKA AaHHbIX OT BPEMEHW cepBepa
(MuHMMYM 0, makcnmyMm 2592000000)
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Fpynna HacTtpoek |HacTtpowka 3Ha4vyeHue no | OnucaHune
YMOS4YaHuio
OnepexeHne BpeMeHu 43200000 JonycTtumoe onepexeHne BpemMeHu
(mc) NCTOYHUKA AaHHbIX OT BPEMEHU cepBepa
(MrHUMYM 0, makcmym 43200000)
Mepwopg 60 Mepwopg nHdopmupoBaHus ob
WHPOPMUPOBaHMS (CeK) OBHapyXeHUN pacxoxXaeHNsi BpEMEHN
NCTOYHMKA AaHHbIX U cepBepa

8.5.4.22 Moaynb cuHxpoHusauuu ¢ B[}

Moaynb cuHxpoHusauum ¢ B[] — moaynb, oTBEYaOLWUA 3a CUHXPOHU3ALMIO AaHHbIX MexXay cuctemon n b.

Tabnuua 53 - HacTporku mogyns cuHxpoHusauum ¢ B[}

Fpynna HacTpoek | HacTtpownka 3HayeHue no | OnucaxHune
yMoOs4yaHuto
- Nms obbekTa Mogaynb -
CUHXpOHM3auun ¢ b1
Mms knacca gnsi nnarnHa PGSyncManager -
Wmsa cparina nnarvHa pgsyncmanager -
O6wme OTpernbHbI NOTOK Ha 3anyckatb Mogyrb B OTAENbHOM NOTOKE
Mpuoputet moayns 201 MpuoputeT Mmoayns (CamMblin HU3KUIA 1,
camblli BbICOKUIA 255)
Bpemsa oxuganuns (mc) 60000 Bpemsa oxungaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (McC) 1000 WHTepBan npoBepkn oTBETa OT
obpaboTumka
Kon-Bo noBTOpOB KOMaHAb! 0 KonnyectBo NOBTOPOB KOMaHAb!, ecimn
00paboTyumK He OTBEYAET 3a BpeMS
OXMAaHus OTBETa Ha KoMaHay
MoHuTopuHr (He [ OTcnexuBaTtb NnapameTpbl Het OTtcnexuBatb BHYTPEHHWE NapameTpbl
NoAAEPKUBAETCS) mMoayns
JlornposaHue Het 3anucblBaTb JaHHbIE MOHUTOPUHIa B
nor
' BHumaHue: llocne
/= ' MCNonb3oBaHWs 06A3aTenbHO
OTKNIOYMTE HACTPOWKY,
Tak Kak poTaums 3anucen
OaHHbIX MOHUTOPWHIa B NOr He
KOHTpoOnupyeTcs.
[unarHoctnyeckasa Ja OTBevaTb Ha KOMaHAbl onpoca
MHopmauuns AunarHocTnyeckon nHpopmaumm
WHTepBan arperauum (Mc) 60000 MHTepBan arperaumm gmMarHoCTU4eCKnx
OaHHbIX
WHTepBan namepeHui (Mc) 1000 MHTepBan namepeHunin arpermpoBaHHbIX
ONarHOCTUYECKUX AaHHbIX
YacTHble WHTepBan CMHXpOHU3aLmm 400 MHTepBan onpoca B[] ans
OaHHbIX (MC) CUHXPOHM3aLIMN JaHHbIX
WHTepBan CUHXpoHM3aumum 300 WHTepsan onpoca B[ ans
XypHarnos (Mc) CMHXPOHM3aLMM XypHanoB cobbITui
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8.5.4.23 Moaynb yaaneHHoOro 3anycka 6naHkoB nepekntoYeHnmn

Mopaynb yaaneHHoro 3anycka 6naHKoB nepeknioyeHnit — MoZyrb, OTBEYAIOLLMIA 32 HACTPOWKY yAaneHHoro 3anycka
GrnaHKoB NepeKnioyYeHuni.

Tabnuua 54 - Hactporku moaoyns yaaneHHOro sanycka 6naHkoB nepeknoyeHun

Fpynna HacTpoek | HacTtpownka 3HayeHue no | OnucaxHune
yMoOs4yaHuto
- Nmsa obbekTa Mogynb yaaneHHoro |-
3anycka bnaHkoB
nepekniyeHnin
Nmsa knacca ana nnarvHa AutoSwitchoverLauncher
Mmsa danna nnarnHa autoswitchoverlaunchgr
O6wue OTpnernbHbI NOTOK Ja 3anyckatb Mogyrb B OTAEMNbHOM NOTOKE
Mpuoputet Mmoayns 201 MpuoputeT Mmoayns (Camblin HU3KUIA 1,
camblii BbICOKMIA 255)
Bpemsa oxuganuns (Mc) 60000 Bpemsa oxugaHua otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 MHTepBan npoBepkn oTBETa OT
obpaboTumka
Kon-Bo NoBTOPOB KOMaHAbI 0 KonunyecTBo NOBTOPOB KOMaHAbI, €Cnu
06paboTymK He OTBEYaET 3a BpeMS
oXugaHus OTBETa Ha KOMaHAy
Mepuoa o6HapyxeHus 5 WHTepBan, B Te4eHne KOToporo
ayonupytowero moayns (cek) MoZyNb Npy CTapTe BbINOMHAET MOUCK
ayonupytollero moaynsi
MoHuTopuHr (He [ OTcnexmBaTtb NnapameTpsl Het OTcnexuBatb BHYTPEHHWE NapameTpbl
NOAAEPKUBAETCS) Moayns
JlornposaHue Het 3anucbiBaTh JaHHbIE MOHUTOPUHIA B
nor
' BHumaHume: llocne
/& % Mcnonb3oBaHMs ob6A3aTenbHO
OTKNIOYMTE HACTPOWKY,
Tak Kak poTaums 3anucen
OaHHbIX MOHUTOPWHIa B JOT He
KOHTpoOnupyeTcs.
OunarHocTnyeckas Oa OTtBeyaTb Ha kKOMaHAbl onpoca
UHopmaums AunarHocTnyeckon nHpopmaumm
WHTepBan arperauum (Mc) 60000 MHTepBan arperaumnm gmMarHoCTU4eCcKmnx
OaHHbIX
WHTepBan nsmepeHui (Mc) 1000 WHTepBan namepeHuni arpermpoBaHHbIX
ONarHoCTUYECKMX AaHHbIX
YacTHble MHTepBan nonbITok 60000 Mepurog mexay NOBTOPHbLIMU
ocBoboxaeHust MKY (mc) nonbITkamMn ocBoboXaeHMS
NPOrpaMMHOro Kritoda ynpasneHus
KonuyecTtBo nonbITok 2 KonnyecTBo NOBTOPHLIX NOMbITOK
oceoboxaeHus MNKY 0CBODBOXAEHUSA NPOrPaMMHOro Krtoya
ynpasneHus
JlornH nonb3oBaTtensi nycTo JlorvH nonb3oBaTensi, nog npasamu

KoToporo 6yaeT BbINOMHATLCS 3anycK
6naHkoB

179



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

8.5.4.24 MoHuTOopuHr yyactusa B OMNPY

Ta6nuua 55 - Hactpoiikn moaynsa « MoHUTOpUHT yyacTus B OMPY»

F'pynna HacTpoek

HacTtpownka

3HauyeHue
yMOS4yaHuIo

no

OnucaHue

Nmsa obbekTa

MOHUTOPWHI yyacTus
B OMNPY

Yachbl

Nmsa knacca ans nnaruHa OprchPlugin -
Wmsa cparina nnarvHa oprch -
Obwume OTaenbHbIN NOTOK Oa 3anyckatb Mogyrnb B OTAENbHOM NOTOKE
Mproputet moayns 201 MpuopuTeT Mmogyns (cambli HU3KUA 1,
camblii BbICOKMIA 255)
Bpems oxunganus (Mc) 60000 Bpemsa oxugaHus oTBeTa Ha KOMaHay
WHTepBan npoBepku (Mc) 1000 MHTepBan npoBepkn OoTBETA OT
obpaboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonnyecTBo NOBTOPOB KOMaHAbl, ECIN
00paboTumK He OTBEYAET 3a BpeMS
OoXuaaHus OTBETA HAa KOMaHAy
Mepuoa o6HapyxeHus 5 WHTepBan, B Te4eHne KoToporo
ayénupytowlero moayns (cek) MOAyMb NpU CTapTe BbINOMHSAET NOUCK
ayénupytoLlero moaynsi
MOHUTOPUHT (He OtcnexnBaTb napameTpbl Het OTcnexnBaTb BHYTPEHHME NapameTpbl
nogaepxxuBaercs) mMoaynsi
JlornposaHune Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHume: [Nocne
{ = ) uCnonb3oBaHusi oba3aTenbHO
OTKINIOYMTE HACTPOWKY,
TaK Kak poTauus sanucemn
AaHHbIX MOHUTOPWHIa B JIOT He
KOHTpOnupyeTcs.
OnarHocTnyeckas Oa OTBeyaTb Ha kOMaHAbl onpoca
UHdopMauns AnarHocTn4eckomn nHpopmaumm
WHTepBan arperauun (Mc) 60000 WHTepBan arperauum aAnarHoCTUYeCKNX
OaHHbIX
WHTepBan namepeHui (Mc) 1000 WHTepBan namepeHnn arpermpoBaHHbIX
ONarHOCTUYECKUX AaHHbIX
YacTHble 3anperT BbINOMHEHMWS Het 3anperT BbINOSIHEHMS MOAYNs
MoHuTopuHr yyactus B OMNPY
MyBuHa BHYTpPEHHEro 10000 KonnyecTBo 3Ha4YeHWin BHYTPEHHErO
KonbLeBoro bydepa AaHHbIX KonbLeBoro bydepa gaHHbIX MOAyns
3agepkka oTnpaeku otyetoB, | 120 Kaxgble 30 cekyH npoBepsieTca
CeKyHapl ovepeab OTNPaBK/M OTYETOB Ha
3MNeKTPOHHYto nouty. OTnpaeka
NPOMCXOQUT Nocrie yKasaHHOM
3agepxkn + 0...30 cek
Cpok ycTapeBaHUs OTHETOB, 0 Cpok ycTapeBaHusl OTHETOB, Yachl

180



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
YpoBeHb coobueHunn otrnagkm |0 YpoBeHb coobLieHnin oTrnago4vHomn

nHdpopmaummn, Beisogmumon B LOG-dann
(0O — HeT coobuieHun, 1 — ecTb
coobLeHus)

8.5.4.25 OTcnexuBaHue ToNornorum cucTteMbl

OTcnexunBaHue TONONOrMnN CUCTEMbI — MoayrIb, 0T06pa>|<arou.|,v||7| TeKyLiee COCTOAHME BCeX Mop,yne|7| CUCTEMBbI.

Tabnuua 56 - Hactponku moayns «OTcnexusaHne ToNosorMm CUCTEMbI»

Fpynna HacTpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
- Mmsa obbekTa OTcnexuBaHue -

TONONOrMn CUCTEMBbI

Mmsa knacca ana nnarvHa SystemWatcher -
Mmsa dpanna nnarnHa systemwatcher -
O6wwe OTaenbHbIN NOTOK Oa 3anyckaTb MoAyrb B OTAENBHOM MOTOKE
Mpuoputet moayns 201 MpuoputeT Moayns (CamMblin HU3KUIA 1,
caMblii BbICOKMIA 255)
Bpemsa oxuganus (Mc) 60000 Bpemsa oxugaHua otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan nposepkun oTBeTa OT
obpaboTtumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTBo NOBTOPOB KOMaHAbI, €CINK
06paboTymK He OTBEYaEeT 3a BpeMs
OXMAaHUs OTBETA Ha KOMaHay
MoHuTopuHr (He [ OTcnexuBaTtb napameTpbl Het OTtcnexuBatb BHYTPEHHWE NapameTpbl
NoaAEPKUBAETCS) mMoayns
JlormpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHue: [locne
/= "} MCMNonb3oBaHWs 06A3aTenbHO
OTKIMOYMTE HACTPOVIKY,
Tak Kak potaums 3anucem
OaHHbIX MOHUTOPWHIA B 10T He
KOHTpONMpyeTCs.
HwnarHoctnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
nHdopmaums AmarHocTnyeckon nHopmaumm
WHTepsan arperauyun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
OaHHbIX
WHTepBan namepexHui (Mc) 1000 MHTepBan namepeHunin arpermpoBaHHbIX

ANarHOCTUYEeCKNX AaHHbIX

8.5.4.26 NMnaHMpoBLUMK BblAa4yn KOMaHA ynpaBreHus

MnaHMpoBLMK Bblga4un KOMaHA ynpaBrneHUs — Mofyrb, OTBEYaloLLMIA 3a BblAady KOMaHA yrpaBneHus Ha ycTponcTea

HWKHETO YPOBHS.
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Tabnuua 57 - Hactponku moayns «MnaHnpoBLMK BbiAa4yM KOMaHA ynpaBrneHus»

Fpynna HacTpoek | HacTponka 3Ha4yeHue no | OnucaxHune
YMOM4YaHuio
- Vimsa oObekTa MnaHnpoBLIKNK -
Bblaayn KomaHz
ynpaBneHus
Mmsa knacca gnga nnarmHa TCScheduler -

Wma dparina nnarvHa

tcscheduler

O6wwe OTaenbHbIA NOTOK Ha 3anyckatb Mogyrb B OTAENbHOM NMOTOKE
Mproputet moayns 201 MpuopuTeT Mogynsa (cambli HU3kuA 1,
CaMbll BbICOKMI 255)
Bpems oxuaaHus (Mc) 60000 Bpems oxugaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (McC) 1000 MHTepBan npoBepku OTBETA OT
o6paboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTBo NOBTOPOB KOMaHAbI, €CNK
06paboTumK He OTBEYAET 3a BpeMs
OXMOaHus OTBETA Ha KoMaHay
Mepuoa obHapyxeHus 5 WHTepBan, B Te4eHne KOToporo
ayénupytouiero mogyns (cek) MoZynb Npy CTapTe BbINOMHAET NOUCK
aybnvpytowero moayns
MoHnuTopuHr (He | OTcnexuBaTb NapaMeTpbl Het OTcnexuBaTb BHYTPEHHME NapameTpbl
noggepXxuBaercs) mMoaynsi
JlornpoBaHue Het 3anucbiBaTb JaHHbIE MOHUTOPUHTA B
nor
' BHumanume: [llocne
/= "} MCMNonb3oBaHWs 06A3aTenbHO
OTKIMOYMUTE HACTPOVIKY,
Tak Kak poTauus 3anucemn
AaHHbIX MOHUTOPWHIa B JIOT He
KOHTpOMMpyeTCs.
HwnarHoctnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca
nHdopmaums AnarHocTnyeckon nHopmaumm
WHTepBan arperauyun (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
[aHHbIX
WHTepBan namvepexHui (Mc) 1000 WHTepBan nsamepeHnin arpermpoBaHHbIX
ONarHoCTUYECKNX AaHHbIX
YacTHble Bpewmsi oxngaHus (mc) 5000 Bpems oxugaHus pesynsrata KoMmaHabl
yrnpaBneHusi
Mepuoa o6paboTkn (MC) 1000 Mepuropn Tanmepa obpaboTku

3annaHnpoBaHHbIX KOMaHA (McC)

8.5.4.27 PoTtauusa apxuBa coObITUM

PoTauusa apxuBa co6bITUIN — MOAYSb, OTBEYAIOLLUIA 38 YUCTKY apxmBa COBbITUI MO FMyOuHE XpaHeHWs!.

182



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

Ta6bnuua 58 - HacTtpoiku mogyns «Potauums apxuBa cobbITUin»

Fpynna HacTpoek | HacTponka 3Ha4yeHue no | OnucaxHune
yMonyaHuto

- Mwms obbekTa Potauna apxuea -
cobbITui

Mmsa knacca gns nnaruHa LogEventCompressor | -

Mmsa dpanna nnarnHa logeventcompressor | -

Obwume OTaenbHbIN NOTOK Oa 3anyckatb Mogyrb B OTAENbHOM NMOTOKE

Mproputet moayns 201 MpuopuTeT Mogynsa (cambli HU3kuA 1,
CaMbll BbICOKMI 255)

Bpems oxuaaHus (Mc) 60000 Bpems oxugaHusa otBeTa Ha koMaHay

WHTepBan npoBepku (McC) 1000 WHTepBan npoBepku oTBeTa OT
o6paboTumka

Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTBo NOBTOPOB KOMaHAbI, €CNK
06paboTumK He OTBEYAET 3a BpeMs
OXMOaHus OTBETA Ha KoMaHay

Mepuoa obHapyxeHus 5 WHTepBan, B Te4eHne KOToporo

ayénupytouiero mogyns (cek) MoZynb Npy CTapTe BbINOMHAET NOUCK
aybnvpytowero moayns

MoHnuTopuHr (He | OTcnexuBaTb NapaMeTpbl Het OTcnexuBaTb BHYTPEHHME NapameTpbl
noggepXxuBaercs) mMoaynsi

JlornpoBaHue Het 3anucbiBaTb JaHHbIE MOHUTOPUHTA B
nor

' BHumanume: [llocne
/= "} MCMNonb3oBaHWs 06A3aTenbHO
OTKIMOYMUTE HACTPOVIKY,
Tak Kak poTauus 3anucemn
AaHHbIX MOHUTOPWHIa B JIOT He
KOHTpOMMpyeTCs.

HwnarHoctnyeckas Oa OTBeyaTb Ha KOMaHAbl onpoca

WHcpopmaums AunarHocTnyeckon nHcgpopmaumm

WHTepBan arperauumn (Mc) 60000 WHTepBan arperaumm gnarHoCTUYeCcKnx
[aHHbIX

WHTepBan namepexHui (Mc) 1000 MHTepBan namepeHnin arpermpoBaHHbIX
ONarHoCTUYECKNX AaHHbIX

Pacnucanue Pacnucanne 3apgaHo HuKorga Korma nocnegHuin pa3 W3MEHSNOCb

0bpaboTkM pacnvcaHue 3anycka mogynsi. 3aBucut

cobbIThi OT HacTpoek lNMepuop 1 Bpema Havana
HUXe.
Ecnn «HuKorga», 3HauMT pacnucaHue
He 3agaBanocb c MOMEHTa
KOHUrypmpoBaHus cuctembl. Moaynb
Oyger 3anyckatb 00paboTKy cobbITuiA
COIMacHO HacTporkam Mo YMOJSTYaHMIO:
kKaxabih geHb B 03:00 4. no BpemeHu
CUCTEMBI.

MNepuog €XeaHEeBHO Mepwop 06paboTkM apxmBa 1 XypHana:
€XeOHEBHO, eXXeHeaenbHO nnu
€XXEeMeCsIHHO.

Bpems Havana 03:00 Bpems Hayana obpaboTku cobbiTui
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
YMOM4YaHuio
leHepupoBatb cobbiTne o Oa leHepupoBaTb CObbITUE O NpoLueaLlen
npoLlefLlen O4UCTKE apXnBoB O4YMCTKE apXUBOB B XXypHarne cobbITun
Redkit Workstation
Yaanate ctaplue Het Yoanate ctapule (CyTku)

8.5.4.28 Potauusa NAr

Potauusa NAI — moayne, oTBevaoLWwmn 3a yaaneHune aadHbix MAr.

Ta6bnuua 59 - Hactporku moaynsa «Potauusa NOM

Fpynna HacTpoek | HacTtpownka 3HayeHue no | OnucaxHune
YMOM4YaHuo
- Mms oObekTa Potauus M4 -
Mmsa knacca gng nnarvHa OperationalSchedules{Gleaner

Mmsa danna nnarnHa

operationalschedulesc

eaner

O6wue OTpnernbHbI NOTOK Ja 3anyckatb Mogyrb B OTAEMNbHOM NOTOKE
Mpuoputet moayns 201 MpuoputeT Mmoayns (CamMmblin HU3KUIA 1,
caMmblii BbICOKMIA 255)
Bpemsa oxuganuns (mc) 60000 Bpemsa oxugaHua otBeTa Ha koMaHay
WHTepBan npoBepku (McC) 1000 WHTepBan npoBepkn oTBETa OT
obpaboTumka
Kon-Bo noBTOpOB KOMaHAb! 0 KonnyectBo NOBTOPOB KOMaHAb!, ecimn
00paboTyumK He OTBEYAET 3a BpeMS
oXuaaHus OTBETa Ha KOMaHAy
Mepuoa o6HapyxeHus 5 WHTepBan, B Te4eHne KOToporo
ayonupytowlero moayns (cek) MoZyNb NpW CTapTe BbINOMHAET MOUCK
ayonupytoLlero moaynsi
MoHuTopuHr (He [ OTcnexmBaTtb napameTpsl Het OTcnexuBatb BHYTPEHHWE NapameTpbl
NOAAEPKUBAETCS) Moayns
JlornposaHune Het 3anucbiBaTh JaHHbIE MOHUTOPUHIA B
nor
' BHumaHume: llocne
/& % Mcnonb3oBaHMs ob6A3aTenbHO
OTKNIOYMTE HACTPOWKY,
Tak Kak poTaums 3anucen
OaHHbIX MOHUTOPWHIa B JOT He
KOHTpOnupyeTcs.
[unarHoctnyeckasa Ja OtBevaTb Ha KOMaHabl onpoca
MHdopMauma OnarHocTn4eckomn nHgopmaumm
WHTepBan arperauum (Mc) 60000 MHTepBan arperaumnm gmMarHoCTU4eCcKmnx
OaHHbIX
WHTepBan nsmepeHui (Mc) 1000 WHTepBan namepeHunin arpermpoBaHHbIX

ANarHoCTN4eCKNX gaHHbIX
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Fpynna HacTpoek

Hactpowka

3HavyeHue
YMOM4YaHuio

no

OnucaHue

Pacnucanve
yoaneHusa gaHHbIX
nar

Pacnucanue 3agaHo

HUKoraa

Korpa nocnegHuin pa3 M3MEHsNochb
pacnucaHue 3anycka mogyns. 3aBucut
oT HacTpoek lNMepuoa n Bpemsa Havana
HUXe.

Ecnn «Hukorgay», 3HauuT pacnumcaHue
He 3agaBarnochb c MOMeHTa
KOHurypmpoBaHusa cuctembl. Mogynb
OypoeT 3anyckatb yganeHve gaHHblx NMAr
COrMacHoO HacTporkam Mo YMOMYaHMIO:
kKaxabin aeHb B 04:00 4. no BpemeHu
CUCTEMBI.

MNepuog

eXXeJHeBHO

Mepvog yoaneHuna ganubix MNA:
eXeAHEeBHO, eXXeHedenbHO Unn
eXXeMeCsIYHO.

Bpemsa Hayana

04:00

Bpemsa Hayana yganeHus ganHbix MNAC

leHepupoBaTb cobbiTHe
O npoLleaLIem yaaneHmm
AaHHbIX

Ha

eHepupoBaTh COOLITUE O MpoLleaLlemM
yOaneHun AaHHbIX B XXypHane cobbITui
Redkit Workstation

Ynanatb ctapue

Het

Ynanate ctapuwe (CyTku)

8.5.4.29 CepBep 06paboTKM COObLITUN

CepBep 06paboTku coObITUI — MOOYNb, OTBEYAIOLLUIA 32 paboTy >KypHarnos.

Ta6bnuua 60 - HacTponku mogyns «CepBep 06paboTku coGbITUIA»

Fpynna HacTpoek

HacTtpowka

3HauyeHue
YMOI4YaHUIo

no

OnucaHue

Nmsa obbekTa

CepBep 06paboTku
cobbIThi

noggepXxuBaeTcs)

Wmsa knacca gns nnaruHa EtProcessor -
Wma dparina nnarvHa etprocessor -
O6wwme OTpenbHbI NOTOK Ha 3anyckatb Mogyrb B OTAENbHOM NMOTOKE
Mproputet moayns 201 MpuopuTeT Mogynsa (cambli HU3kuA 1,
CaMbll BbICOKMI 255)
Bpems oxugaHus (Mc) 60000 Bpems oxugaHusa otBeTa Ha koMaHay
WHTepBan npoBepku (Mc) 1000 WHTepBan npoBepku oTBeTa OT
obpaboTumka
Kon-Bo NoBTOpOB KOMaHAbI 0 KonunyecTBo NOBTOPOB KOMaHAbI, €CNK
06paboTymK He oTBEYaET 3a BpeMs
OXMOaHus OTBETA Ha KoMaHay
Mepuoa obHapyxeHus 5 WHTepBan, B Te4eHne KOToOpOoro
ayénupytouiero mogyns (cek) MoZynb Npy CTapTe BbINOMHAET NOUCK
ayonvpytowero moayns
MoHuTopuHr (He [ OTcnexuBaTtb napameTpbl Het OTtcnexuBatb BHYTPEHHWE NapameTpbl

Moayns
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
JNlormpoBaHue Het 3anucbiBaTb AaHHbIE MOHUTOPWHIA B
nor
' BHumaHume: [locne
{ = ) UCnonbL3oBaHusi obs3aTenbHO
OTKMOYUTE HACTPOWIKY,
Tak Kak poTaums 3anucemn
AaHHbIX MOHUTOPWUHIa B SOl He
KOHTpOnupyeTcs.
OnarHocTtnyeckas Oa OTtBeyaTb Ha kKOMaHAbl onpoca
WHopmauums AunarHocTnyeckon nHpopmaumm
WHTepBan arperauun (Mc) 60000 MHTepBan arperaunmn gmMarHoCTU4ECKNX
OaHHbIX
WHTepBan namepeHui (Mc) 1000 WHTepBan namepeHun arpermpoBaHHbIX
ONarHOCTUYECKUX AaHHbIX
YacTHble 3anyckaTtb nHTepnpetartop Lua | Het 3anyckaTtb nHTepnpetatop Lua
CobbITe nepexoga Ja [na ouCKpeTHbIX curHanoe
COCTOSIHMS TOMBKO MO
[OCTOBEPHbIM 3HAYEHUSAM
Honyctumoe Bpemsa cmelleHns | 0 [onyctumoe Bpems cMmeLLeHns
crnopaguku (Mc) CropagyvKun Hasag npu reHepauun
coObITWI
3agepxka CMHXPOHMU3aLun 3000 3agepxka CMHXPOHM3aLUN 3anmncaHHbIX
coObITui (MC) COObITUI MEXOY OCHOBHBIM U
pe3epBHbIM MOAYNSMM
3anasgblBaHME BPEMEHN B 30 MMepuron BpeMeHu OT TeKyLLero
OHSIX MOMEHTa B MPOLLIIOe, B KOTOPLIA MOryT
co3gaBaTtbcs cobbITUs
VHTepBan BbINOMHEHMWS 50 WHTepBan BbINOMHEHUSA anropuTMOB
anropuTmMoB (MC)
WHTepsan obHoeneHus cxembl | 200 NHTepBan 0GHOBNEHNS CXxeMbI
WHTepsan obpaboTkun cobbituin | 200 NHTepBan 06paboTku cobbiTui
(mc)
WHTepBan npoBepku 200 MHTepBan npoBepku pe3epBHOro
pesepBHOro mogyns (mMc) mMoayns
KonnyecTtBo noTokoB 4 KonnyecTBo NOTOKOB NOA BbINOSHEHUE
anroputmoB Javascript anroputmoB Javascript
KonnyecTtBo noTokoB 4 KonnyecTBo NOTOKOB NOA BbINOSHEHUE
anroputmos Lua anroputmos Lua
KonuyecTtBo notokos 4 KonunyecTBo NOTOKOB Nof BbINOMHEHWE
anroputmoB ST anroputmoB ST
KonuyectBo NoTokoB Ha 1 KonunyecTBo NOTOKOB Ha 3anucb
3anucb cobbITUI cobbITHI
MNepunopg oTnpasku 200 Mepuog oTnpaBkn MHGOpMauum o
nHdopmaumm (Mc) paboTe anropMTMOB B rpadnyeckmm
nHTepdenc
Mepwuopg nposepku cesasm (mc) | 1200 Meprog NpoBepKM CBSA3M UCNOSTHUTENS

anropuTMoB U rpadpnyecKoro
WUHTepdenca
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Fpynna HacTtpoek | HacTtpowka 3HaveHue no [ OnucaHune
yMosn4yaHuto
MopT uHTepnpetaTtopa Lua 5000 MopT uHTepnpetaTopa Lua
Pa3amep naykun cobbituii 100 Pa3amep naukn cobbiTuii, 0 QHOBPEMEHHO
3anucbiBaemoin B B[]
MyTb co3gaHnst BpEMEHHOIo nycTo MyTb co3gaHns BpEMEHHOro
LUA-(anna LUA-tpanna

8.5.4.30 CepBep npoTtokona lec104

CepBep npoTtokona lec104 — mogynb, oTBEYalOLNA 3a nepedady AaHHbIX no npoTtokony M3K 61870-5-104.

Ta6bnuua 61 - Hactponku moayns «Cepsep npotokona lec104»

Fpynna HacTpoek

HacTtpownka

3HauyeHue
YMOM4YaHuIo

no

OnucaHue

Mms obbekTa

CepBep npoTtokona
lec104

Mmsa knacca ansa nnarvHa

lec104Server

Nmsa danna nnarnHa

iec104-server

N3 HUXKECTOSALLIErO YPOBHS

O6wwe OToenbHbIN NOTOK Oa 3anyckatb Moayrb B OTAENbHOM NOTOKE
MpuopuTeT Mmogyns 201 MpuopwuTteT Mogyns (cambii HU3KMA 1,
caMmblli BbICOKUIA 255)
Bpems oxunaaHus (mc) 60000 Bpemsa oxungaHus otBeTa Ha KOMaHay
WHTepBan nposepku (mc) | 1000 ViHTepBan npoBepku oTBETa OT
obpaboTtumka
Kon-Bo noesTopoB 0 KonnyecTtBo NOBTOPOB KOMaHAbl, €Crnv
KOMaHAabl 06paboTymK He OTBEYAET 3a BpeMS
oXuaaHus OTBETa Ha KOMaHay
Mepuog obHapyXeHus 5 MHTepBan, B TE4EHNE KOTOPOrO
Ayonupytowiero moayns MoZyIb Npy CTapTe BbINOMHAET MOUCK
(cek) aybnupytoLlero moayns
MoHuUTOpUHr OTtcnexuBaTtb napameTpsl [ Het OTcnexnBaTb BHYTPEHHME NapameTpbl
Moayns
JlornposaHue Het 3anucbiBaTb JaHHbIE MOHUTOPWHIA B NOT
' BHumaHue: [Nocne
[ = 4 MCnonb3oBaHvsA 06s3aTenbHO
OTKNIOYMTE HACTPOWKY, Tak
Kak poTaums 3anucen gaHHbIX
MOHUTOPWHra B NOT He
KOHTpOnupyeTcs.
HnarHocTnyeckas Oa OTBevaTb Ha kKOMaHAbl onpoca
WHopmaums AunarHocTnyeckon nHgopmaumm
WHTepean arperauun (mc) | 60000 WHTepBan arperauumn guarHoCTUYECKNX
OaHHbIX
WHTepBan nsmepeHun 1000 WHTepBan namepeHuii arpermpoBaHHbIX
(mc) ONarHOCTUYECKUX AaHHbIX
YacTHble Mepenava Bcex OaHHbIX Het Mepenayva BCcex AaHHbIX U3 HUXKECTOSLLENO

YPOBHS
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Fpynna HacTtpoek |HacTtpoka 3HavyeHue no | OnucaHve
yMos4yaHuto

CoxpaHsTb nonb3oBartens | [a CoxpaHaTb ums nonb3oBaTens,
OTNpaBUBLLErO KOMaHAy ynpasneHms unm
NoACTaHOBKY

YnpasneHue Kka4yecTBoM [a YnpaBnaTb kKa4yecTBOM

Bpewms accoumaumm (mc) | 5000 Bpems accoumaumm 3Ha4YeHUs1 ¢ KomaHgom
yrpaBneHnst Unu NogCcTaHOBKON

Bpewms 6ydepusaumm 180000 Bpewmsi Bydepusaumm Ha pe3epBHOM

(mc) cepsepe

Bpems oxunaaHus (mc) 5000 Bpems oxuaaHus pesynsrata NoACTaHOBKM

3anasgbiBaHue BpeMeHu | nycTo [onyctumoe 3anasgbiBaHWe BpeMEHU

(mc) WCTOYHUKA JaHHbIX OT BPEMEHU cepBepa
(MrHUMYM 0, makcumym 2592000000)

OnepexeHne BpeMeHu 43200000 JonycTtumoe onepexeHne BpemMeHu

(mc) NCTOYHUKA AaHHbIX OT BPEMeHU cepBepa
(MrHUMYM 0, makcmym 43200000)

Mepuopn 60 Mepwopg nHdopmupoBaHusa ob

WHPOPMUPOBaHMS (CeK) OBHapyXeHUN pacxoxaeHNst BpEMEHN

MCTOYHUKa OaHHbIX U cepBepa

Pa3mep ovepean 100 Pa3smep o4yepeau

8.6 NnakaTbl U MEeTKM

8.6.1 NMnakaTtbl

Bo Bknagke MnakaTbl BLINONMHAETCA HAacTpoKika BM3yarbHOro otobpaxeHusi nnakaTtos (PucyHok 181).

Mnakatsl | [ucnetuepckue MeTkm

+'_j Co3paTb HOBbIV MaakaT Pepaktrposath Yaanutb
HE BKJIFOYATb! PABOTAOT JIIOAN. 3A3EMJIEHO
HE BKNKOYATb! n X 5 A n ) 1
PABOTAIOT KOOV puopwTeT: propHUTeT:
¥ i obwvekt: PstGGIO1.SPCSO1 Ynpasnaembiii o6bekt: PstGGIO1.SPCSO2

HE BK/IFOYATb! PABOTA HA JIMHW. TpaH3uT pasoMKHyT
HE BKNIOYATb! n X > TpaHaut n ) 5
paGora Ha nuHuM puopnTer: Pa3oMKHyT puopurer:
Ynpasnaembiii o6bvekt: PstGGIO1.SPCSO3 Ynpasnsembiii o6bekr: PstGGIO1.SPCSO4

PABOTA MO/l HAMPSXXEHWEM. NOBTOPHO
PABOTA HE BK/TFOYAT!

NOA HANPFKEHMEM.

MOBTOPHO HE BXTIOYATE! Mpuopwrer: 2

¥ i obwext:  PstGGIO1.SPCSOS

PucyHok 181 - Nnakatbl

8.6.1.1 OcHOBHas HacTpoukKa

1. BoinonHute pobaenenne nnakatoB B Redkit Builder (paspen [obasneHue nnakamos pokymeHTa «Redkit SCADA
2.0. Redkit Builder. PykoBoactBo agMmuHuctpaTopa. 2.0.2110. RU.76499597.62.01.29-01 32 05». No ymon4yaHuio
pacnonoxeHo B C:\Program Files\Prosoft-Systems\Redkit\documentation).
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2. Ha Bknapgke Hactporiku yana Redkit Configurator B yanax Redkit_Workstation B mogyne APM Onepartopa yctaHoBuUTe
yekbokc y HacTponikn OTobpaxkaTb Ha cxemMe NniliakaTtbl 6e3 WabnoHoB 1 HaxxmuTe MpumMeHuTb (PncyHok 182).

Hazeanne ‘
Epemn oxnganng (mc) 60000

» Redkit_Configurator
Wntepean nposepkum (mc) 1000 o
Kon-ec noetopoe komaHgel 0

* MonuTopuHr

¥ Redkit_Systern_Service

* Redkit_Workstation
APM Onepatopa x
Mogyne kqHTpona cepeepoe B/l

[+ -+ -+
m [0 @
EINETNED

[C] Orcnesunears napameTpel
[C] Noruposatne

[Anartoctnyeckan nHopManns

Wutepean arperauymu (M) 60000
Wutepean uzmepennii (mc) 1000 5

¥ YacTHeie
[C] AstomaTn4ecknii Bxoa NOCAE BEIXOAE N3 CECCUM
OroBpaxaTe MUKpOCEKYHAB

OroBpaxate Ha cieme nnakatel Ges wabnoHos

/Eylﬂgraﬁnnu,s oHAalH peskume (cTpok) ’70:
Eydep TaBnnue Tekywmx AaHHex (cTpok) 00 o
[nyBuHa nepeoHayankHoi 2arpyskn jepesa ’71:
3agepxka cooBLUEHNI CHHX pOHMZALMN COBBITUI (MC) 00 o
3agepxka cpabaThiBaHNA 3BYKOBOI curHanmuzaymm (Mc) 00 o

——

PucyHok 182 - Hactpownka B mogyne «<APM Onepartopa»
3. lNepesanyctute cnyx0by Redkit System Service.

8.6.1.2 Co3paHue HOBOro nnakarta

1. BbinonHuTte fobaeneHue HoBoro nnakata B Redkit Builder (pasgen [JobasneHue H08020 niiakama 6 sio2udecKull
y3en PstGGIO pokymeHTa «Redkit SCADA 2.0. Redkit Builder. PykoBogctBo agmunmuctpatopa. 2.0.2110.
RU.76499597.62.01.29-01 32 05». lo ymonuaHuto pacnonoxeHo B C:\Program Files\Prosoft-Systems\Redkit

\documentation).
2. OtkponTte Redkit Configurator n nepengnte Ha Bknagky MnakaTbl U METKM.
3. Ha Bknagke MNnakatbl HaxxMuTe Co3aaTtb HOBbIN nnakat (PucyHok 183).
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[Nnakatel | AnucneTyepckme MeTKu

:j Co3paaTb HOBbIW NAakart s PegaktmpoBsartb Ynanute
)

HE BKNIOYATB!
PABOTAIOT NHOOW

HE BKNKOYATD!
paboTa Ha NUHKK

HE BK/IKOYATbB! PABOTAIOT JIKOAN.
MpuopwureT: 2
Ynpaenaempbii o6bekt: PstGGIO1.SPCSO1

HE BKJTKOYATB! PABOTA HA TMHWIA.
MpuopwurerT: 2
Ynpasnaemeuit 0bwvekt: PstGGIO1.SPCSO3

PucyHok 183 - Co3paTtb HOBbIN NnakaTt

4. 3anonHute dopmy (PucyHok 184) cornacHo Tabnuue 62.

Hoewli nnakat

HazeaHne:

[Mpuoputer: 1 5| 1-+uzknii, 100 - Bicokmi

Be|

¥npaenaemeli obvexr: PstGGIOL.SPCS0 6 o

LWwprHa: 400 px o | 5 px-400 px

OTtmeHa

PucyHok 184 - CozpgaHue nnakarta

Tabnuua 62 - HacTporku nnakara

HacTtpownka

OnucaHue

3arpyanTb nsobpaxeHuve

3arpyska n3obpaxeHus nnakata B ogHom 13 popmatos: SVG, JPG, PNG

HasBaHue

HasBaHue nnakata

MpuoputeT

MpuoputeT nnakata (1 — H13kun, 100 — BeICOKUI). Ha MHEMOCxeme nnakat
¢ Hanbornee BbICOKMM NPUOPMTETOM pacnonaraeTcs Bbille ocTanbHbIX. Ecrin
YCTaHOBIEHO HECKOMbKO NI1akaToB C OAMHAKOBbLIM MPUOPUTETOM, TO BbILLE
pacnonoXeH TOT, KOTOpbIN Bbln yCTaHOBNEH NOCNEAHNM.

Ynpaensiembii OOBbEKT:
PstGGIO1.SPCSO

MHaekc oObekTa gaHHbIX Nnakarta ua nornveckorn mogenu (pasgen JobaeneHue
nnakamos gokymeHta «Redkit SCADA 2.0. Redkit Builder. PykoBogcTtBo
agMuHucTpaTopa. 2.0.2110. RU.76499597.62.01.29-01 32 05»)

Wnpuna

LWvpuHa nnakaTa B nukcensix (no ymonyanmto — 400 px). MNpyn M3MEHEHMU LLINPWHbI,
BbICOTa aBTOMAaTMYECKN NEPECHUTBIBAETCS TaK, YTO UCXOOHbIE MPONOPLMK
N300paXKeHns NnakaTta COXpPaHsItoTCS.

5. Haxmute Co3paThb.
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8.6.1.3 MNnakaTbl N0 yMonyaHuto

Mo ymonuaHuio B cucteme cosfaHbl NaTe nnakatos (Tabnuua 63).

Tabnuua 63 - Nnakatbl N0 ymonyaHuto

N3o06paxeHune HasBaHue MpuopuTeT YnpaBnsemMbi 06 beKT WnpuHa

HE BKJTIOYATb! PABOTAIOT 2 PstGGIO1.SPCSO1 400 px
HE BKNMIOYATS! JIoan.
PABOTAIOT MO

3A3EMJIEHO 1 PstGGIO1.SPCS0O2 400 px

HE BKIMKOYATb! PABOTA HA 2 PstGGIO1.SPCSO3 400 px
HE BKNHOYATE! JINHNW.
paGoTa Ha AMHAK

TpaH3uT pasoMKHYT 2 PstGGIO1.SPCS0O4 400 px
Tpanant
PazoMKHYT
PABOTA Moa 2 PstGGIO1.SPCS0O5 400 px
PASOTA HANPSAXXEHWEM. MOBTOPHO

NOA HANFAKEHWEM.
MOBTEPHE HE BRNINATE! HE BKIMHOYATb!

8.6.1.4 PepakTnpoBaHue nnakarta

1. BbibepuTe nnakar.
2. Haxmunte PepaktupoBaTtb (PucyHok 185).
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| :j Co3zaTb HOBbIW Maakat ‘

Peaaktnposatb A Ynanutb

HE BKITHOYATB!
PABOTAIOT KON

HE BKNIOYATb!
pabota Ha nuHKMK

HE BKJIKOYATBL! PABOTAKOT NTKOA M.
MpwuopurerT: 2
Ynpaenaemsbiit o6vekT: PstGGIO1.SPCSO1

HE BKJ/THOYATB! PABOTA HA TMHWNIA.
MpwuopurerT: 2
Ynpaenaemsbiit o6vekt: PstGGIO1.SPCSO3

PucyHok 185 - PepaktupoBaTb nnakart

3. NameHuTe HacTpomku.
4. Haxmnte CoxpaHUTb.

8.6.1.5 YopaneHue nnakara

1. BbibepuTte nnakar.
2. Haxwmute Yganutb (PucyHok 186).
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[Nnhakatwl

‘ .rj Co3faTb HOBbIW NaakaT Peagaktnposatb Ypanutb

HE BKJIKOYATB! PABOTAKOT JTKOAWN.
Mpuopurer: 2
¥npaenaembiii 06bekT: PstGGIO1.SPCSO1

HE BKMHOYATB!
PABOTAIOT MO

HE BKJTKOYATB! PABOTA HA IMHAW.
MpuopwurerT: 2
Y¥npaenasembiii 06bekT: PstGGIO1.SPCSO3

HE BKNKWOYATbL!
pabota Ha NnMHKUK

PucyHok 186 - YaanuTb nnakart
3. lNoarBepauTe yaaneHue nnakata B AMaroroBOM OKHe.

8.6.2 lucneTtyepcKkue MeTKu

Bo Bknagke [iucneT4yepckne MeTKM BbINOMNHAETCA rMbkas HacTpoika ancnet4yepckmux meTok (PucyHok 187).

- [AucneTyepckre MeTkA
.::] Co3faTe HOBYH AWCNETYEPCKYID METKY l PefaktMposath Yaanute

Nonyck k pabote Ha N30 nog

HaNpAXeHWemM obopygosaHiu MC

Mpuopurer: 1 Mpuopurer: 1
MepeHocHoe 3azemneHmne MNoepexaeHue
MpuopuTer: 1 MpwopwTer: 1

PeneiiHan 3alW4Ta U/UAK aBTOMATHKA
Mpuopurer: 1

[Nonyck k paboTe Ha oTkAYeHHBX J1307,

KommeHTapuid
Mpuopurer: 1

PaclwmHoeka
Mpuopurer: 1

PucyHok 187 - lucnetyepckme MeTKu

8.6.2.1 CospaHme HOBOM AUCNETYEPCKON METKU

1. Haxxmute Co3aatb HOBYHO AucneT4yepcKyto meTky (PucyHok 188).
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Mnakatel | JAMCNeTYepckne MeTKH

4] CO34aTb HOBYIO AV CNETUEPCKYKD METKY

| PefakTH poBaTh

Donyck k paboTe Ha N3N nog
HanpAxeHnem
Mpwopwurer: 1

|_|EFIEH QCHOE Zg3emneHne
MNpuopwurer: 1

PucyHok 188 - Co3paTb AncneT4epcKyro MeTKy
2. 3anonHute dopmy (PucyHok 189) cornacHo Tabnuue 64.

Hoeaa gucneTyepckan MeTEa X

HazeaHue;

MpropuTeT: 1 2| 1-Huskmii, 100 - eeicoknii

PucyHok 189 - Co3pgaHne aucneT4yepckon MeTku

Tabnuua 64 - HacTporku gucneTyepcKNX MeTokK

HacTtpownka OnucaHue

3arpy3nTtb nsobpaxeHue | 3arpyska nsobpaxeHust oucneT4epckon MeTkm B ogHoM 13 doopmatoB: SVG, JPG,
PNG

HassaHue HasBaHne gucneT4yepckon MeTKu

Mpunoputet MpuopuTeT ancnetyepckon MeTkn (1 — H13kun, 100 — Bbicokuin). Ha MHemocxeme

auncrnetyepckad MeTka C Hanbonee BbICOKNM NPUOPUTETOM pacnoriaraeTca Bbllle
ocTanbHbIX. Ecnu yCTaHOBJ1€HO HECKOJbKO AncneT4epCcknx MeTok ¢ oaMHakoBbIM
NPUOPUTETOM, TO BbllLI€ pacrnosioXXeHa Ta, KoTopas Obina yCTaHOBIEeHa nocrnegHen.

3. Haxmute Co3paThb.

8.6.2.2 lncnetyepckne MeTKM NO YMONYaHUIO

Mo ymonyaHuio B cucteme cosgaHbl ceMb aucneryepcknx metok (Tabnuua 65).
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Tabnuua 65 - Aucnetyepckme MeTKM MO yMOSYaHUIO

N306paxeHne

HasBaHue

Mpuoputet

Honyck k pabote Ha JIOI nog HanpsieHem

1

Honyck k paboTe Ha oTkntodeHHbIx J13IM, o6opynosaHum MNC

lMepeHocHoe 3a3eMneHne

MNoBpexaeHne

PeneliHas 3awmTta n/unn astomatumka

KommeHTapwuii

PaclwmHoBka

8.6.2.3 PepaktupoBaHue AMCNeTYEPCKON METKU

1. Bbibepute gucneTyepckyo MeTKy.
2. Haxwvwnte PepaktupoBaTb (PucyHok 190).
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Mnakatel | Jucrnetyepckne MeTKn ‘

4] CO34aTh HOBYIO AN CNETUEPCKYHO METKY I Peaaktnpogats I ¥panuTe

NS
Aonyck k paBoTe Ha N3M nog
HanpAXKEH M EM
Mpuopurer: 1

Aonyck k paboTe Ha oTKNHYEHHBIX N30,
oBopyaoeaHun MNC
Mpuopwurer: 1

MepeHOCHOE 3@3eMAEHKE
Mpuopurer: 1

MoepexaeHne
Mpuopwurer: 1

PucyHok 190 - PepaktupoBaTb AUCNETYEPCKYI METKY
3. /I3meHuTe HacTpOnKN.

4. Haxmnte CoXpaHUTb.

8.6.2.4 YpaneHue gucneT4epCcKon MeTKu

1. BbibepuTte gncneTyepckyo MeTKy.
2. HaxmuTte Yaanutb (PucyHok 191).

Mnakatel | JAucnetyepckne MeTk ‘

4] CO3aTh HOBYHO AH CNETUEPCKYKO METKY PejaKTi pOEaTE I Ypanute
\J

Oonyck k paboTe Ha M13M nog Oonyck k paboTe Ha oTKIKUEHHBX J131],
HanpaKeHnem ofopyaoeanum NC
Mpuopwurer: 1 Mpuopwurer: 1

MepeHOCHOR 2a3eMNeH e

Mpuopurer: 1

PucyHok 191 - YganuTb AucneT4yepcKyro MeTKy
3. lMoateepauTe yaaneHme gncneT4epckon METKN B ANArioroBOM OKHE.

MoepexgeHne
MNpuopurer: 1

8.7 MKY

KoHdurypuposaHue kntoya MNKY coctont U3 aByx 3Tanos:

1. CospgaHue kntova MNKY B npoekTte 060pynoBaHMsa U NpuBsSi3Ka €ro CMrHanoB K annapatHomy ypoBHio B Redkit Builder
(paspen CosdaHue kmoya NKY pokymeHTa «Redkit SCADA 2.0. Redkit Builder. PykoBogcTtBo agMmuHucTparopa.
2.0.2110. RU.76499597.62.01.29-01 32 05». No ymonuyaHuto pacnonoxeHo B C:\Program Files\Prosoft-Systems
\Redkit\documentation).

2. KoHdpurypupoaHue kntoda MKY B Redkit Configurator (PucyHok 192).
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MporpaMmHeIil K1Y yNpaBneHna

Bcrpoentan B whTepdeiic nanens MKY

Ypoeens cucremer - | MC v

MC (Moactanuma)
P3C (PaiioHHbIE 3nekTpUHECKHE CETH)

LYC (Uentp ynpasneHua cetamu)

Ter cTatyca knoya (3axeaqved/cecbogeH)
¥ Terw 3axearta ypoeHA
MNC (Moactanuna)

P3C (PaiioHHbIE 3NEKTPUHECKHE CETH)

LYC (UenTp ynpasneHua cetamu)

¥ Komangel noaydesun MKY
1
2
3

Vcnonbsoeate nporpammHei kKnwod TY (Teneynpasneqna)

> YpoBHW ynpaenenus, oToBpamaemble 8 roN0BHON NaHenn

POY (PervoHaneHoe AMCNETHEPCKOE YNPAENEHUE]

04Y (O6eeaMHEHHDE JUCMIETUERCKOE YNIPABNEHIE)

PAOY (PervoHaneHoe AMCNETHERCKOE YNIPABNEHWUE]

04Y (O6eeaMHEHHDE JUCMIETUEPCKOE YNPABNEHIE)

O

HEEEE

PucyHok 192 - MKY

3anonHuTe dopmy KoHUrypauum cornacHo Tabnuue 66 n HaxxmuTe NMpUMeHnTb.

Tabnuua 66 - KoHdurypupoBanue MKY

AnemeHT uHTepdenca

Ha3sHa4yeHune

BcTpoeHHasi B uHTepdenc naHens MNMKY

Bknioyaet otobpaeHune naHenu MNMKY B ronoBHON naHenu nHtepdenca
Redkit Workstation. Ecnu ucnonesyetcst naHens MKY B Buae wabnoHa Ha
cxeme, TO BCTPOEHHYH NaHernb BO3MOXHO OTKMOYUT.

YpoBeHb CUCTEMBI

Bbi6op ypoBHs 3axBaTta NKY. YcTaHaBnNnBaeTca TOT e YPOBEHb, Kak 1 B
cepsepe npotokona M3K-104 onpalumMBaemoro KOHTponnepa.

Mcnonb3oBaTb NporpaMmHbIn kitod TY

Bkntovaet B Redkit noruky otcnexvsaHmsa nonoxeHus knoda TY npu
BbINOMHEHNW KOMaHA TeneynpasneHus.

YpOBHM yrpaeneHusi, oToOpaxaemblie B
rOriloBHOW NMaHenu

Bkntoyaet oTobpakeHne ypoBHEN ynpaBrieHUs Ha BCTPOEHHOW NaHenm
MKY B Redkit Workstation.

Ter craTtyca knto4a
(3axBayeH/ocBOOOXOEH)

Ter MOXeT NpuHMMaTh 3HadYeHus: 3axsadeH (1), ocBoboxaeH (0), He
onpegeneH (Nnoxoe Ka4ecTBo).

[obaeneHue: — Wma nnowagkn — Wmsa yctaHoBkn — TIKY —
EPS1GGIO1 — ST — Ind1

Ter 3axBaTta ypoOBHS...

Tern, KOTOpble OTBEYAET 3a UHAMKALMIO YPOBHSA 3axBaTta U Nornky pabothbl
kntoya lMKY. Kntoy MKY He MoxeT BbITb 3axBaveH ApYyrmMn YpoBHAMMN, ECNN
OH 3axBayeH Ha [1C.

- MC (MoactaHuus): ... —» Nmsa nnowagkm — Nima ycraHoskn — MNMKY —
EPS1GGIO1 — ST — Ind2

- P3C (PanoHHble anekTpu4eckme cetn): ... — Vmsa nnowagkn — Nmsa
yctaHoBkn — MKY — EPS1GGIO1 — ST — Ind3

- LYC (UeHTp ynpaBnenusa cetamm): ... — Mimsa nnowagkm — msi
yctaHoBkn — MKY — EPS1GGIO1 — ST — Ind4

- PLY (PernoHanbHoe aucnetyepckoe ynpasneHue): ... — msa
nnowagkm — Nms yctaHoskn — MKY — EPS1GGIO1 — ST — Ind5

- 0fY (ObbeouHeHHoOe ancneTyepckoe ynpaeneHue): ... — Mms
nnowagkm — Nms yctaHoskn — MKY — EPS1GGIO1 — ST — Ind6
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AnemMeHT uHTepdenca HasHaueHue

KomaHngbl nony4yenus MNMKY MoxeT ObITb foDaBneHO OO0 Tpex KomaH ynpasneHusi. 3TU KoMaHabl
OyayT ogHoBpeMeHHO oTnpasneHbl 3 Redkit B KoHTponnep ans 3axearta u
0CBOBOXAEHUS KNtoya.

Hob6aeneHune: ms npoekta — Mma nnowagkn — Ums yctaHoBku — MKY
— EPS1GGIO1 — ST — SPCSON (rae N — nopsigkoBbIi Homep obbekTa
AaHHbix SPCSO)

8.8 OTueThbI

VIHCTpYMEHT co3gaHuns N pefakTMpoBaHMsS OTYETOB B CUCTEME peann3oBaH COBMECTHO C MpOrpamMmMoin-reHepaTopoMm
otyeToB "NCReport Designer" n npoxogut B Tpu atana:

1. CosgaHue dopmbl ot4eTa B Redkit Configurator.
2. CospaHuve maketa copmbl otyeta B NCReport Designer.
3. ®opmumpoBaHue otyeTa B Tpebyembin hpopmat B Redkit SCADA.

8.8.1 ®dopma oTyeTa

dopma oTyeTa cosgaetcsa B MeHo OTuetbl npunoxenns Redkit Configurator.

dopma oTyeTa npegnonaraeT HanuMune GNMOKOB OAHHBIX B 3aBUCUMOCTM OT TOro, YTO TpebyeTcst 0ToOpasnTb B OTYeETE:!
Tabnuua xypHana, Tabnmua nsmMepeHun unm TEKCTOBOoE More.

- Tabnuua >xypHana cogepXuT BblOpaHHbIN B CUCTEME XypHan.

- Tabnuua n3mepeHuini COaEPXUT BbIBPaHHbIE B CUCTEME U3MEPEHNS.

- TecToBOe Mone CoaepXuT TP BapraHTa TEKCTOBbLIX AaHHbIX: nepuof otdeta, PO onepatopa, AOMKHOCTb
oneparopa.

Anroputm cosgaHns opMbl oTHeTa:
1. HaxmuTte NMKM no nesomy cdpenmy meHio OTyeThbl 1 BbibepuTte lo6aBuTb chopmy ot4yeTa (PrcyHok 193). MNosiButcsa
«®opwma otyeta N», rae N — nopsagkoBbii HOMEP OTYeTa.

| Haiiti | CoXpaHuTe | | OTMEHUTE

JNoGaeuTe HopMy OTUETA

TS

JAnA A0B3BNEHUA HOBBIX GOPM OTUETa M :
JAansHellero nx pelakTMpoBaHWA, BOCNONL3YiTecs (i

KOHTEKCLTHBIM MEHHD
BbIC‘E[:lITE 3NemMmeHT Jjepeea OTYeToB

PucyHok 193 - lo6aBneHne popmbl oTyeTa
2. Haxwmute KM no cosgaHHom dpopme otyeTa u Boibepute flo6aButb nucT (PucyHok 194). Mosieutca «JInct Ny,
rae N — nopsiakoBbI HOMEpP NMcTa (hopmMbl OTHETA.
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| Halitu | CoxpahuTe | | OTMeHUTL

[Ell ®opma orueral

Jobaeuts anct

SIS G HazeaHne GopMul oTYeTa

‘ Dopma oTyeTa 1

MaKeT (HOpMBl OTUETa HE 33TRYSKEH

[ 3arpyauts |[Pe,-3,a|<'rupoaa'rh

PucyHok 194 - HanonHeHue dopmbI oTyeTa
3. Haxwmute [TKM no cozgaHHOMY NUCTY 1 BbibepnTe Heobxoammbl 6rnok faHHbIx: Tabnuuy nsmepeHun, Tadbnuuy
XypHanoB vnu TekctoBoe none (PucyHok 195).

= |
v Dopma oTyera 1

B Merd

Hile nncTa
Tl

JloBaews ¥ b Tabauuy nmepeHui

¥aanute nuct Tabauuy XypHanoe

TeKcToBOE none

PucyHok 195 - HanonHeHue dopmbI oTHeTa
4. OtpepakTupyiTe BblibpaHHble 6rokun gaHHbIx (pa3gens! JobasneHve Tabnuubl namepennii, [lobasneHve xxypHanos
cobbiTni, [JobaBneHne TEKCTOBOrO Nors).

5. Cospavite makeT oopmbl oTHeTa (pasgen MakeT hopMbl oTHETa).
6. 3arpysute makeT ¢popmbl otyeTa (PucyHok 196).

| Haidtu Q| [chpauwn: | [Omeuwn: |
> train_repnr‘ll
> Eflrain_report2 Ha3seaHue dopMbl oTueTa

> Bl Gopue oraera 3 | ®opma otyeta 4
@opmo‘mmﬂd
MakeT hopMEl OTUYETa HE 3arpyeH

ABTOMaTUUecKoe GopMUpOBaHWE

PucyHok 196 - 3arpy3autb makeT ¢popmMbl oTHeTa
7. N3meHuTte Ha3BaHWe oTyeTa, ecnu Heobxoaumo (PucyHok 197).

| Haiiti Q| [chpauwn: | [Omeuwrh |
> train_repnrll

» [F]l train_report2 Hazganue dbopmbl oTueta

» [Fl Doy 3
pMa oTueTa || ®opma oruera 4 |
Popma oTyeTa 4 ! 1

Maket popMbl OTYETE He 3arpyskeH

[ 3arpyzuTte | [PEAaKlb‘pOBalb |

ABTOMaTHYeckoe GopMUpOBaHME

PucyHok 197 - PegaktupoBaHue Ha3BaHus hopMbl oTHeTa
8. Hactponte aBTomatmnyeckoe bopMmpoBaHne OT4eTa C OTMPABKOM Ha SMEKTPOHHYI0 MOYTY, ecrniv Heobxoanmo
(pa3gen Hactporika aBToMaTu4eCckom OTNpaBky OTYETOB).
9. Haxwmunte CoxpaHutb (PucyHok 198).

199



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

[hams

Q| I[ CoxpaHuTs | IO’I’MEHWI'!: |

¥ [E]l train_reportl
» [ train_report2

Gopma oTuera 3

Hasganue dopMel oTHeTa

| PopMa oT4eTa 4

Maket popMbl OTYETE He 3arpyskeH

I 3arpysute | I Pepaktuposats

ABTOMaTUUECKDE ¢L‘|_".IV poBaHWe

PucyHok 198 - CoxpaHeHue

8.8.1.1 lo6aBneHune Tabnuubl N3MepeHnn

Tabnvue M3mMepeHun Mo yMOn4aHuo npuceauBaeTcst HasBaHue TagTableN, rge N — nopsgkoBbIA HOMep Tabnuubl
navepeHuii. B cnydyae HeobxogumMoOCTU OTpedakTUpyWTe HasBaHuMe Tabnuubl M3MepeHuin (Ha3BaHue Tabnuubl
M3MEepeHUN OOMKHO ObITb TONMLKO Ha FNaTUHUUE), MHTEpPBan YCpedHEHUSs, YYUTbIBAHWE HeBanWAHbIX 3HAYeHWN

(PncyHok 199).

| Haiim

CoxpaHute OTMEHHTE

A (Qopma otyeTa l
v .ﬂm:rl

agTablel

Tabauua namepeHui

| TagTablel

WHTEpEaN yCpeHeHnA

[] YuuTbiats HEBANWAHBIE ZHAUEHWA

PucyHok 199 - PegakTupoBaHue Tabnuubl U3MepeHumn

Tabnuua namepeHnint cocTomT n3 KonoHok. Haxxmute MNKM no tabnuue namepeHmn n gobasbTe KONMOHKY BPEMEHU MU
KOMOHKY 3Ha4veHusi curHana (PucyHok 200).

‘ HaitTu

| CoxpaHuTe OTmeHNTE

v Mopma otyera l
hd Jner1
agTablel

Tabnuua u3mepeHnii

[063BHTL KonoHky  * BpemeHi

YaanuTe Tabauy 3HAYeHWA CUrHana

A

0% [cek ¥

] Yuureigats HEBaNWAHbIE 2HAUEHNA

Kaxxgon konoHke npucBavsaetcsa ngeHtudukatop colN, rae N — nopsiakoBbIA HOMEP KONMOHKM.

Y KONMOHKM BpeMeHn B 06nacti pegaktupoBaHusa otobpakaeTcs NpucBOeHHbINn nageHtndukartop (PucyHok 201).

PucyHok 200 - HanonHeHue Tabnuubl M13MepeHui

| Haiitu

| CoxpaHuTs | | OTMEHWTL

- (Gopma otuetal
v ﬂucrl

t coll: spemn
S coll: AVG)
ogTablel
Textl

WaeHTUKETOP KonoHKku: col0

PucyHok 201 - PenaktupoBaHue KONMOHKN BPEMEHU

Y KOMOHKM 3HayeHWs curHana B 00nacTM pefakTMpoBaHWs OTOBpaxaeTcss MPUCBOEHHbIN  uaeHTudukaTop.
[ononHuTensHO AOCTYNEH BbIGOP 3Ha4YeHUs arperaTHoM oyHKLUK:

- CpeaHee 3Ha4veHune,

-  MUHUMaAlNbHOE 3HA4YeHUE;
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- MakcumarbHOe 3Ha4YeHue;
- cpegHekBaApaTUYECKOE OTKIIOHEHME;
- HanpaeneHue BeTpa (Moaa);

- nocrnegHee 3Ha4eHwue;

- Ka4vecTBo.

ObsA3aTenbHO Ha3HaybTe NapameTp 3Ha4YEeHU curHana ¢ NoOMOLLbI kKHoMku HasHauntb napametp (PucyHok 202).

| Halitn ‘ CoxpaHuTe OTMEHNTE

hd Dopma otyera 1

M Ml neHTudmKaTop KonoHkn: coll

KonnuecTeo 4ecATHUHEIX 2HAKOB
DYHKLUNA
‘ CpejHee 3HAUEHME v

OBopyA0BaHNE: He Ha3HaUeHo
CurHan: HE HasHaueH

HazHauWTk napameTp

PucyHok 202 - PegaktupoBaHue KOJIOHKU 3Ha4YeHUA cUrHana

Mpy HasHa4YeHWM napameTpa OTKPbIBAETCH OKHO C AepeBOM OOBLEKTOB: BbibepuTe TpebyeMmblii napaMeTp U HaxXMuUTe
HasHauntb (PycyHok 203).
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HaznaueHwe napamerpa X

HaiTtu A

HazgaHue

VI Q2. VL1 Q2Controller.2GGI01.MX. Anlnl
VI Q2 VI Q2 Controller. Q2 X CBRL.5T . Loc
BEnockwpoeka ynpaeneHna
MecTtHoe/ WcTAHUWOHHDE
MNonoxenwne
Tok.®aza B
Tok.Maza C
3HB-TP-220-2T
3HB-LIP-220-2T
3HN-220-1 Bropan
3HN-220-2 Bropas
Np-220-1 Bropasn
TP-220-2T
WP-220-1 2T

» [Mepece NpucoegMHEHNE

v | ¥ ¥ ¥ vy ¥ T

b [eHepaTopel cUrHanoe
Lk Koy vnnaRaosHWE

OTepbITE OTtmena

PucyHok 203 - HasHaueHue napameTpa

HasHaueHHbI napaMeTp oTobpaXkaeTcsl B HA3BaHUM KOJTOHKN 1 B ee obnacTtu pegaktuposaHus (PucyHok 204).

| Haiitn = ’ CoxXpaHunTs | ’ OTMEHHTE |

HazeaHue

* Qopma otuetal
B aeHTH GuKaTop KonoHkn: coll

¥ fnerl
¥ TagTablel DYHELMA
coll: Bpema | CPEAHEE 3HAUEHNE b

coll: AVG(Tok.Paza A)

Cbopygoeanwe: Mpoekr / 220 kB / Bropoe npucoeanHenune / B-220-2T

CurHanm: Tok.Daza A

HaszHauuTe napameTp

PucyHok 204 - HazBaHue KONoOHKM
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8.8.1.2 lo6aBneHue XXypHanoB cobbITUN

Tabnuvue XypHanoB nNo ymonyaHuio npucBamBaetcsd HasBaHue LogTableN, roe N — nopsgkoBbldi HOMep Tabnuubl
XypHana. B obnactu pepaktvpoBaHus BbibepuTe XypHan cobbiTuii Ansi oTobpaxeHust B OT4YeTe, HacTponTe
npeacdunsTpel. HazBaHne Tabnuubl 4OMKHO ObITh TONMLKO Ha nNatuHuue (PucyHok 205).

| Harimu Q| [CO){pEHHTh | l OTMEHUTE |
v train_reporﬂ.
v B mcrl HazeaHue Tabauy bl
| LogTablel
[Tl oper
[Tddolg KypHan cobeimwii
[Td protocol_date | Bce cobemua v

» train_reportE

Dopma otyera 1 MpeaduneTpel oTHETa
=

T ["] Bce anemenTr

[ He keWTMpOEAHO
YPOBEHb B3aXHOCTH
[ Kewmpogano

Onucanue

] Hekentupyemo

OBopyacEaHUe N NapameTpel
3HaueHnE

CocToanue

DyHKUMOoHANBHAR rpynna

WeTourmne

T {

Y3en

PucyHok 205 - PeaaktupoBaHue Tabnuubl XXypHanoB

8.8.1.3 [lo6aBneHmne TeKCTOBOIro nons

TekcToBOMY MOS0 MO YyMOnYaHuto npuceameaetcst HasBaHue TextN, rae N — nopsakoBbI HOMeEpP TEKCTOBOrO nons. Ans
nobaBneHns B TEKCTOBOE Monie oCTynHbl nepuog otyeta, PUO onepartopa, gomkHocTb onepatopa (PucyHok 206).
HasBaHue nonsi 4OMKHO ObITh TONLKO Ha NaTUHULe.

| Haiim | I Coxpannte ! OTMEHUTE
L

A (Qopma otyeTa l .

A ﬂnr:rl HazEaHue nosiA
TagTablel

coll: spems

[ Text1

coll: AVG(AkTreHan mowwHocTs.Pa)
LogTablel

MNepuog oTueta =
[T Textl proA ‘ |

Pone

Mepuog otueTa
®MO onepatopa

JonxHocTs onepartopa

PucyHok 206 - PegakTpoBaHue TEKCTOBOro nons

8.8.2 MakeT chopmbI oTyeTa
MakeT copmbl oTyeTta cosgaetca n odopmnsietcs B nporpamme NCReport Designer, koTopas ycTaHaBnuBaeTcs
coBmecTHO ¢ Redkit.

3anyck NCReport n3 nanku ¢ Nporpammon B cannoson cucteme (no ymonyanuo C:\Program Files\Prosoft-Systems
\Redkit).

WHTepdenc ocHoBHoro okHa nporpammel NCReport Designer npeacraeneH Ha PucyHke 207.
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[E] MNCReport Designer 2.22.1 - [m] s

File Report Edit View Insert Format Align  Window Help

DAB®ADL B~ 40D B - HEEDDBEF-
ZNEEEFDQLUMEEMag/ieasTs 0=
i Jo B I U/ S===00 0 0| .- e |

Geometry editor F X
Property Value G
Section type
Section height 0,00
Object name - v
< >
| Data Source Manager 5 %
Data Sources
a Data Sources
=] Variables

> [5] System Variables
[7] Parameters

PucyHok 207 - OcHoBHOe okHO nporpammbl NCReport Designer

Oanee HeobX0ANMO BbINOMHUTL ABa OCHOBHbLIX 3Tana:

1. HacTtpowika makeTa.
2. Hactpoika gaHHbIX.

8.8.2.1 Hactpouka makeTta

MakeT chopMbl OTYETA MO YMOM4YaHUo copepxut Tpyu obnactu: Page header (BepxHuin konoHtuTyn), Page footer
(HwxHuia kononTuTyn), Detail (PucyHok 208).

B reportl.ncr®

o 1 i 3 4 5 & 7 1 9 10 11 12 13 14

7 Page header
o

< Detail [Detail1]

L)

=

7 Page footer

q

PucyHok 208 - MakeT chopmbl oTyeTa

8.8.2.1.1 HacTtpomka NCToYyHMKa AaHHbIX

1. HaxmwuTte B wanke okHa Report — Data Sources. OTKpOeTCS OKHO CO34aHUsA UCTOYHUKA OaHHbIX.

2,

HaxmuTe E 1 BblibepuTe TUN UCTOYHMKA AaHHbIX Item model (PucyHok 209).
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e

[C] Datasource type >

Datasource types Create

{" 50L query
(" Text

(" XML

{ " String list

(¢ Item model

(" Custom

Cancel

PucyHok 209 - Tun nctouyHuka AaHHbIX
3. Haxwmute Create.

4. TlepeumMeHynTe UCTOYHMK OAHHBLIX B UMSA Tabnuubl, Kak B HacTponkax otyeta Redkit Configurator (PucyHok 210).
VIMeHa JOoMmKHbI MONHOCTBLIO COBNaaaThb.

[E] Data source settings ? pd
Data sources Data source properties
LogTable 1 Datasource type  [Item model [+ Enabled

Data source ID LogTable1 Parent datasource ID
Opening/running role. [Begining of the report | Primary key column index |0 =
Location type Parameter >| v llow empty data source

Ttem model datasource

Item model ID |LogTable1

I Use model appearance roles

Relation Data Spedification

[ train_reportl

Hazganue dopmel oTueTa

| train_reportl

[Teloper
[fdolg

Maker ¢opmel oTueta train_reportl.ncr
[Tdprotocol_date [

3arpy3uTe PenaKTHpoBaTh
» Elltrain_report2 ‘ [
pua oTueTa 3
[Elbopa orvera 4 [ Astomaruueckoe GopMUpoBaHue

PucyHok 210 - HacTpolku CTOYHUKA AaHHbIX

5. Haxmute OK.

8.8.2.1.2 Hactpowuka Detail Group u Detail
1. HaxmuTte B wanke Report — Details and Grouping. Otkpoetcsi okHO HacTpoku Details.

Haxmute Groups.

Haxmute .
4. Haxmunte OK (PucyHok 211).
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[E] Data grouping [Detaill]

—Groups

Group(

ol s |e

Group settings | Reset variables

—Identify

*

Group ID IGroupO

Group expression |

—Header and Footer

¥ Group header ISE,GG i

v Group footer |4,45 mm

r Reprint header on new page

—Pane break

Break condition {Jogical expression)

r Always starts on new page

™ Reset page number

Cancel

PucyHok 211 - HacTtpoiika Detail Group

5. B HacTtpoikax Details BoiGepuTe NCTOUHUK AaHHbIX (PrcyHok 212).

[E] Detail settings

—Details

Detail

el =]

General | Spedial I

—Detail properties

Detal D |Detaill

Height |7,62mm

Data source ILogTabIel

—Page break

Break condition {Jogical expression)

™ Starts on new page

OK

Cancel |

Apply

PucyHok 212 - Hactpoliiku Detail

6. MNepengute Ha Bknagky Special u Boibepute Show when no data is available (PucyHok 213).
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[E] Detail settings ? X
Detail1 db ~Options
3 Secondary data source | |

Parent detail ID I

~Alternating rows

Alternating mode | Disabled |

EE

[v Use default background color

Background color I#dcdcdc

— Show options

[v Show when no data is available

Groups... | OK Cancel Apply

PucyHok 213 - Hactpoiiku Detail

7. Haxmute OK.

Mocne aTnx HacTpoek obnactb oTyeTa OyaeT BbIMMSAAETb, Kak Ha PucyHke 214, To ecTb MakeT hopmbl OTYETA TeNepb
copepxut 5 obnacten: Page header, Group header, Detail, Group footer, Page footer.

[l report2.ncr*
L] 1 2 3 4 5 & 7 ] 5 10 11 j 13

7 Page header
o

< Group header [Detail1.Group(]

< Detail [Detail1]

< Group footer [Detail 1. Group0]
o

q
g
g
i

|

PucyHok 214 - MakeT ¢popmMbI oTHeTa nocrne HaCTPOWKU

8.8.2.2 HacTponka aaHHbIX

Tenepb HeobX0AMMO HanoNMHUTL OTYET AaHHbLIMU. I'Ipvlmep HanosfIHEHHOro AaHHbLIMK OTYETa Ha PmcyHKe 215.
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“ Page header

E

<7 Group header [Detail1.GroupQd]

©UO0: oper
2 OITHHOCTE! dolg
aTa U BpEMA TPEHUPOBKK® protocol_date

| Ne | Data |,ﬂe|"|crnue [
etail [Detail1]
‘currentrow: col3  cold

{4

volodnul g e te b o bl

= Group footer [Detail 1. Groupd]

< Page footer

3 A

PucyHok 215 - MpumMep makeTa oTyeTa

Bcto wanky otyeTa u wanky tabnuubl Heobxoaumo aobaesuTb B obnacte Group Header, Bce TabnnyHble faHHbIE — B
obnactb Detail, TekcToBble gaHHbIE nocne Tabnuubl — B obnactbs Group footer.

8.8.2.2.1 HacTpomka TeKCTOBbIX AaHHbIX

TekcToBble AaHHble eCTb ABYX TUMOB: CTaTUYeckne n AnHammnyeckne. CtaTnyeckne — 3To HensameHsiemas LabnoHHas
MHpopmaumss (Hanpumep, Ha3BaHuMe oOT4veTa). [MHaMMyeckne TEKCTOBble AaHHble — 3TO U3MEHSIEMble AaHHble,
3aBucsLwme ot Boldopa B Redkit (Hanpumep, PO onepaTopa).

HacTtpoWka ctaTuyecKknx TeKCTOBbIX AaHHbIX

1. Bblbepute nHCTpymeHT Label (PucyHok 216).

[C] NCReport Designer 2.23.3

File Report Edit View Insert Format Align Window Help

DB LALL B~ A
hEEe+20ams@ma

Arial l|||1':' l|| I? M ”%

PucyHok 216 - UHcTpymeHT Label
2. [ob6asbTe ero B obnacte Group header nnn Group Footer.
3. Bnuwunute HeobxoauMMmble OaHHblE, UCMOMb3ys CTaHAAPTHblE WHCTPYMEHTbl pedakTMpOoBaHUS TekcTa M3 naHenu
WNHCTPYMEHTOB.

HaCTPOI;lKa AWHaAMUNYEeCKUX TeKCTOBbLIX AaHHbIX

1. Bblbepute nHcTpymeHT Field (PucyHok 217).
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[C] NCReport Designer 2.23.2
File Report Edit View Inset Format Align Window Help

R=EEREE

3 JJ R A

N |..T..| = 5 Q) &2 I B

e =B I U]

| g | D

PucyHok 217 - UHcTpymeHT Field

2. [lobaBbte ero B obnacte Group header nnn Group Footer.
3. Bnuwwnte HavMeHoBaHKe TEKCTOBOrO Groka JaHHbIX, Kak B HacTporkax ot4eToB Redkit Configurator (PucyHok 218).

» [E]l dopma otuera 3
‘Dopwma oTyeta 4

[7] Field settings. ID:HINA ? X
Field source type: IParametEr LI Data type: IText LI
Field |
oper
Build expression...
General | Text I Numeric I Date/Time I
Description f title: I
emplate arg() string: |
 Transparent ~ | Background color: I | User color 1 j
| Background only in Designer
I Pin to left
I Pnto right
 [5]l train_reportl
HazsaHue dopmMel oTueTa
Ttem ID: IHJINA | train_reportl
Function ID: I
_ [T-Jdolg MakeT gopmel oT4eTa train_reportl.ncr
protocol_date
. | = 3arpyauTte Pepaktupogats
Conditional format... » train_repnrtZ [ ] [

[ AsTomaTuueckoe dopMUpoBaHIKe

PucyHok 218 - HacTpoika TeKCTOBbIX AaHHbIX

4. B rpade Field source type BbiGepute Parameter, B rpacge Data type — Text (PucyHok 219).
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[fll Field settings. ID:HIMA

x

Field source type: IParameter

;l Data type: IText 'I

Field |
oper
Build expression...
General | Text | MNumeric | Date/Time |
Description [ title: I
Template arg() string: I

Background mode: ITransparent
™ word Wrapping

™ word wrap anywhere

™ Automatic height

™ Hide repeated values

[ Use data source appearance roles

;l Background color:

r Background only in Designer

I [ User calor 1

I Pin to left
™ Pin to right

Identify | Print when | HTML | Dynamic position | Dynamic style | TOC |

ItemDD:  |HIINA

Zone ID: IU 3:

Function ID: I

Conditional format... |

Cancel |

PucyHok 219 - HacTpoiika TeKCTOBbIX AaHHbIX

5. Haxmute OK.

8.8.2.2.2 HacTpouka wanku Tabnuubl

Lanka Tabnuupl HacTpamBaeTcs ¢ nomoLbio HTML-koga.

1. Bbibepute nHctpymeHT Text (PucyHok 220)

File Report Edit View

[C] NCReport Designer 2.

233

Insert Format Align  Window Help

DOB|S

=

-
L=

)

Ah0 & B

O Q) = i =

DEEC
|l

Arial

| g | ED

e =B I U )|

2. [ob6aBbte ero B obnacte Group header.

PucyHok 220 - UHcTpymeHT Text

3. B obnactn HTML code (PucyHok 221) nobaBbTe kof:

<html>
<body>

210



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

<style font-family="Ubuntu" font-size="1lpt" font-weight="400" font-style="normal">
td.empty {border-style:none;}

td.sl {border-color:black;border-style:solid;border-
width:thin;color:#000000;background-color:#C0COCO; font-size:12pt; text-
align:center;width:42mm}

td.s2 {border-color:black;border-style:solid;border-
width:thin;color:#000000;background-color:#C0OCOCO; font-size:12pt; text-
align:center;width:42mm; font-weight:bold}

tr.rl4 {height:14mm}

</style>

<table border="1" style="border-color:#000000;border-style:solid" cellspacing="0">
<tr class="rl4">

<td class="sl" style="padding:5px;">N</td>

<td class="sl" style="padding:5px;">Tara</td>

<td class="sl" style="padding:5px;">IericTBue</td>

</tr>

</table>

</body>

</html>

il Text properties 7 X

Text source

[tem source type: |5taﬁc ﬂ
File name: | ol »£ _I

Text HTML code l

|<::':'.t1'r.'_::> -
<body>

<style font-family="Ubuntu"™ font-size="1llpt" font-weight="400" font-
style="normal™>

td.empty {border-style:none;}

td.=sl {border-color:black;border-style:soclid:;border-
width:thin;color:#000000;background-color : #C0C0C0; font—-size: 12pttext—

alim: center:width::42mmd ﬂ
Options
[ Automatic height [ Default size and margins I+ Use system font settings
I Break to page [ Adjust size in designer [ Plain text
[ Template mode [ Size correction [ Pin to right

| Use data source appearance roles

Identify l Print when ] HTML ] Dynamic position ] Dynamic style ] TOC ]

[tem ID: |K9NDA Zone ID: |0 El: ‘

Function ID: |

Ok Cancel ‘

PucyHok 221 - HTML-Tabnuua

CoBeTt: C noMoLLbto ApyrMx komaHg v 3HaHun HTML oTpegaktupywvte Tabnuubl nog ceon TpeboBaHms.
4. Haxmurte OK.

8.8.2.2.3 Hactpouka TabnnyHbIX AaHHbIX

1. Bbibepute nHcTpymeHT Field (PucyHok 222).
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[C] NCReport Des
File Report Edit

igner 2.23.3

View Insert Format Align

Window Help

DO

:E@ﬂﬂ

R3PS Es Py

= |

~ @

=5 0Q = m = B M

1

&rial

V< =B I U=

PucyHok 222 - UncTpymeHT Field

2. [lobaBbte ero B obnacte Group header.
3. Bnvwwnte HanmeHoBaHMe KOMOHKM, Kak B HacTpomrkax otyetoB Redkit Configurator, ecnu gobaensiete Tabnuuy
namepeHun (PucyHok 223). Ecnin gobaensieTe Tabnuuy XypHarnoB, TO HOMEpP KONTOHKU COOTBETCTBYET OTOBpaxaembiM
KONMOHKaM ypHana (war 6 pasgena CosgaHue u HacTpoWka XypHana). Tunbl AaHHbIX ONA KOMOHOK XKypHaroB

npencrasneHbl B Tabnuue 67).

Mpum.: OToBparkaemble KONMOHKM XXypHana 3anonHsitoTcs ¢ col0 n ganee Homep no Nopsiaky.

[fl Field settings. ID:H2CDO ? X
Field source type: IDam Source LI Data type: INumeric ;I
Field |
col4
Build expression. .. I
neral I Text  Mumeric | Date/Time |
tions Decimals
Mumber formating Decimal precision IU ﬁ
I~ \use localized settings Field width Inuto =
™ Bhank if value equals zero Ermnaeees IF

| HaiTu Q |
train_reportl

po

train_report2

po

r ¥

N

Identify | Printwhen] HTML | Dyn

¥ [F]| Popma oTueta 3

TJ'Im_-rl

ItemD:  |H2cDO \

period

Function ID: I \

TagTablel
£t col0: epemn

Conditional format... |

\ £5 coll: AVG()

£5 colz AVG()
i £5 col3: AVG()

TagTable2
Dopma otyeta 4

[ CoxpaHuTs ] ’ OTMEHWUTE

WMaeHTMdKaTop KonoHku: cold

OyHKLMUA

| CpeAHee 3HayeHUe

OB0opyAoBaHWE: HE HAZHAUEHO

CurHan: He HazHaueH

[ HasHauWTb Napamerp

PucyHok 223 - HacTpoiika TabnuyHbIX JaHHbIX

Tabnuua 67 - Tunbl AaHHbIX ANA KOJIOHOK XXYpPHanoB

HasBaHue cTtonbua

Tun gaHHbIX

YHukanbHbin ngeHtndgukartop (ID)

Numeric

CraTyc KBUTUPOBaHUS

Boolean
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HasBaHue cTon6ua Tun gaHHbIX
CraTyc KBUTUpPOBaHUSA (TEKCT) Text
YpoBeHb BaXXHOCTU Numeric
YpoBEHb BaXXHOCTU (TEKCT) Text
Bpewms DateTime
Onucaxve Text
O6opynoBaHue Text
[uncnetyepckoe HaMMmeHoOBaHME Text
MapameTp Text
NCcToYHMK nHdopmaumnm Text
3HayeHue Text
CoctosiHne Text
dDyHKUMOHanNbHadA rpynna Numeric
Homep dyHKUMOHanbHOM rpynnbl Text
McTouHMK Text
Y3en Text
Onpoc Text

4. [1na konoHkn BpemeHn B rpade Field source type Bbibepute Data Source, B rpacge Data type — Time, B rpace
Data/Time Bnuwute dpopmat gatbl (PUcyHoOk 224).
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[fll Field settings. ID:F35HE 7 »
Field source type: IDaE source ;l Data type: Iﬁ
Field |
Build expression... I
General | Text | Mumeric  Date/Time I

Date [ DateTime format: Ihh:mm:ss

Identify | Print when | HTML | Dynamic position | Dynamic style | TOC |

Function ID: I

temDD:  |F35HE zonem: Jo =

Conditional format... | Ok I

Cancel |

PucyHok 224 - HacTtpoika TabnumyHbIX AaHHbIX

5. [ns konoHku 3HaveHusi curHana B rpadgoe Field source type BuibepuTe Data Source, B rpace Data type — Numeric,

B rpacpe Numeric Bbigenute Number formating u Format character = f (PucyHok 225).
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il Field settings. ID:H2CD0 ? x

Field source type: |Data source ﬂ Data type: |Mumeric b

Field |

col4

Build expression...

General ] Text Murneric ] Diate fTime ]

Options Decimals

v Number formating Decimal precision |EI

[ Use localized settings Field width |.-5.utc|

i L

[ Blank if value equals zero ErE s eE |f

Identify l Print when ] HTML ] Diynamic position ] Dynamic style ] TOC ]

Fone ID: |0 3:

ItemID:  |H2CDO

Function ID: |

Conditional format... | Ok Cancel |

PucyHok 225 - HacTtpoiika TabnmyHbIX AaHHbIX

6. Haxmute OK.

8.8.3 HacTpoika aBTOMaTn4eCKOM OTrpaBK1U OTYETOB

1=, BHumaHue: I'Iepep, HaCTpOIZKOVI aBTOMaTnN4ecKom OTnpaBKM OTHETOB onpeaenute, oTkyaa 6y£l,yT OTnpaBnATbCA

i ' ", OT4YeThbl: ¢ cepBepa unu ¢ APM. MaBHoe TpeboBaHue K MeCTy OTNpaBK/M OTYETOB — AOCTYN K ceTU VIHTepHeT.

lNpouenypa HaCTPONKN aBTOMaTUYECKON OTMPaBKN OTYETOB:
1. Ha Bknagke Hactpoviku yana gobasste Mmogynb 'eHepaTop OTYETOB B Y3€rT:

a. Ecnu otnpaBka otdyeToB OyAeT BbINOMHATLCA C cepBepa, TO AobaBbTe MoAyNb B CepBEpHble  Y3rbl
(Redkit_System_Service vnn Redkit_Master n Redkit Slave, B 3aBUCUMOCTU OT TMNa KoHGUrypauum).
b. Ecnn otnpaBka oT4eTOB ByAeT BbINONMHATLCA € onpeneneHHoro APM, To nobaBbre Moaynb B OnpeferieHHble

yanbl Redkit_Workstation.
2. B mogyne leHepaTtop OTYETOB BNMLWINTE TEMY MMCbMa C OTYETOM M COOBLLIEHNE, NPUKPENMEHHOE K OTYeTY (PUCYHOK

226).
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Jo6asuts y3en

Hazesanne

ms obbexta | leHepatop oT4eToB

» Redkit Configurator B @& X
. . Wma knacca ana mogyna | ReportAutoGenerator
¥ Redkit_System_Service B #& X
ApXWBMPOEaHME bt Wma daiina mogyna reportautogenerator
WcnonezoeaHwe gucka X OraensHmii noTok
Knunent npotokona lec104 X Y
MNpuoputer mogyns 201
KnuenTt npoTokona lec61850 X
r
Mogynb 3an1cK cUrHanos B B/ X eI 60000
Mogyne zaxeara obopyaoEaHus X WHTepean nposepku (Mc) 1000 =
Mogaynb koHTponA cepeepos b/ X Kon-Bo NOBTOpPOE KOMaHAL! 0 2
Mogyne obpaboTki BnaHKOR NEpeKAOYeHN X
Mogyns cuHxpoHW3aLMK © B/ X ¥ MOHWTOPKHT
MAaHWPOBILL K BRIZAYM KOM3HS YNIPABNEHNA X [[] OTcnexwsaTs napameTpsl
Potauun apxuea coBeITHiA X
[[] Nornposanne
Cepeep obpaboTtku cobeiThii X
» Redkit Workstation g & X [AuarHocTyeckan MHd opMalma

HTepean arperaumm (mc) 60000
WHTepean usmepeHuii (Mc) 1000

¥ YacTHue

4r

CoobuweHwe | Otuet Redkit

Tema

| Redkit

3. Haxmute NMpumMeHUTD.

PucyHok 226 - Hactponku mogyns «eHepaTop oT4eTOB»

4. Ha Bknagke HaCTpOﬁKa NnoYTOBOIO KINMMeHTa HaXXmMuTte Pe,qal(TVIpOBaTb 1 3anoJjiHnTe CbOpMy NMOYTOBOIO KIMNEHTa

cepsepa (PucyHok 227).

Hacrpoﬁm NOYTOEOro KNKMEeHTa

Pegaktnpoeate
[ l

Y4eTHele 3anuck Ponu

MaponeHaa NonMTHES

3kcnopTt

3anyck CTOpOHHEro

3NeKTPOHHEI agpec

¥ AyTeHTMGHKALMA

Cepeep ucxodAwei noutel (SMTP-cepeep): |

| | MNognuce |

| Mopt

Maponk |

¥ Mcnonszoeate 551

5. HaxxmuTte CoxpaHuUTb.

PucyHok 227 - HacTpoiiku noYToBOro KnmeHTa

23

6. Ha Bknagke OTyeThbl y BbIOpaHHOIO AN aBTOMaTMYeCKon OTNpaBkM OTYeTa Bbiaennte ABToMaTuyeckoe

¢opmmpoBaHue (PrcyHok 228).

| Haiiu

0.| [ CoXpaHnTe ] ’ OTMEHNTE ]

[Tdoper
[T delg
[T protocol_date
> train_report2
Dopma oTuera 1

HazeaHue gropmMel 0TUETa

| train_reportl

MakeT dopmel oTueTa train_reportl.ner

T

%\\mowmu eckoe GopMUpOBaHIE

PucyHok 228 - ABTomaTuyeckoe chopMupoBaHue

7. 3anonHute hopmy aBTOMaTU4ecKon otnpasku otyeta (PucyHok 229) cornacHo Tabnuue 68.
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ApTomaTnueckoe GopMUpoBaHKME

[padme 2anycka npoyesypel GopMURCEAHNA OTYETE

B

l pasz s | CyTHM

Hac: | 19 2 Muryra: | g 2

[myBuHa dopMUpoBaHNA: | € HAYana gHA

'I"I:IFIMET H33EdHWA OTHETA

train_reportl 22YYVV.56MM.30D %ehh_%emm_%ess Yeperiod %depth

Popmat cospasacmoro $aina: | pdf

JWpekToprA coxpaHeHnsa

zip

| C/TrainReports DGzop
Appeca oTnpaekw

| lenin@yandex.ru ¥aanue

| ¥Yaannte

PucyHok 229 - ®opma aBTOMaTu4eckoro popmMmmnpoBaHus

Tabnuua 68 - HacTporku aBTomMaTuyeckoro oopMmMpoBaHUs OTYETOB

HacTtpowka MogHacTpouka OnucaHue
lpadmk 3anycka npouedypbl |1 pa3 B lMeprognyHOCTL OTNPaBKM OTHYETA: Yac, CyTKU,
hopMUpOBaHNs oTyeTa mecsL,
Mecsu/Mac/MuHyTa B kakoe Bpems1 BbINOMHUTL OTMPaBKy oTyeTa
Mmy6uHa bopmupoBaHus C Havana mecsua

C Havana gHs

C Havyana vaca

3a npoweawmn mecsiy,

3a npolueawuin aeHb

3a npowleawnn vyac

3a N mecsueB

3a N gHen

3a N yacos

3a N MuHyT
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HacTtpowka MoagHacTpouka

OnucaHue

dopmat HasBaHMs oT4eTa -

Mo ymonuanuto: Mmsa otueta %YYYY.%MM.%DD
%hh_%mm_%ss %period %depth

dopmart co3gaBaemoro PDF, XLS, HTML

Bbibop popmaTta oTyeTa

¢anna ZIp

lMNpusHak cxxmmaHusa otyeta B ZIP-apxus

[MpeKTopusi coxpaHeHus -

[MpeKTopusi XpaHeHNs1 OTYETOB Ha cepBepe

Anpeca oTnpasku -

eﬂeKTpOHHble agpeca, Ha KOoTopble 6yp,eT BblICliaH
otyet. OgHO none BBoAa = OAUH 3]19KTpOHHbII7I

appec.
Ons  pobGaBneHuns [OpyrMx afpecoB  Haxmute

[Jo6aBUTb HMXKe U BNUWUTE elle SﬂeKTpOHHbIVI
agpec oTnpaBKu.

MpumeyaHue: 1 — pacmkoB 3anycka MOXET BblTb HECKOMbKO. HaxkmnTe Ha BKnagky «+» 1 3anofHuTe HacTPOMKK
ANs Apyroro rpaduka 3anycka npouenypbl OpMMPOBaHNS OTHETOB.

8. HaxmuTte CoxpaHuTb.

9. MosTopuTe warun 8-10 gns apyrmx bopm OT4YETOB, €CNN HEOOXOAMMO.

10.MepesanycTtute cnyx0y Redkit System Service.

8.9 YcTtapeBaHue n nogcraHoBKa

B meHio YCTapeBaHMe U noAacTaHOBKaA BbIMNONMHAETCA Bbl60p TEeroB AnNA:

- ycTapeBaHus (cTonbel YcTtapeBaHue);

- MoAcTaHoOBKM M GnoknpoBku (ctonbey MoactaHOBKa U GNIOKUPOBKA).

BbiGepute Tern B cooTBeTCTBYOLWEM cTONOLE M HaxMuTe MpumMeHnTb (PrncyHok 230).

HazsaHwe |J|'CTapEBaHne | MoacraHoeka u Grokuposka |0nncaHme |

¥ Mpoekr
AT
P 2T
b 10kB
v 220xB
b Bropoe npucoeguHeHne
¥ Mepsoe NpUCOBIMHEHWE
¥ B-220-1T
+ QICILO1
* QLCSWIL
¥ 5T
Beh
Loc

LocKey

PosA
PosB
PosC

» QLGGIOL

> QIMMXUL

OO0OOON0O0O0OEREDEROED GG S
OO0 ODo=n OO ERDE RO ED DG E

Behaviour
Local control behaviour

Mecthoe/ lucTaHumoHHDE

Switch L1
Switch L2
Switch L3

PucyHok 230 - YcTtapeBaHue 1 nogcTaHOBKa

8.10 MoHuTopuHr yyactua B OlNPY

HacTtpowika moHuTopuHra yyactus B OIPY cOCTOUT N3 HECKOMNbKMX 3TaroB:

218



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

o

BbinonHute pobaeneHne asnemeHta MoHuTOpuHr yyactma B OIPY v cpoenanTe npuBsisKy €ro CurHamoB K
annapaTtHomy ypoBHto B npoekTe Redkit Builder (pasgen [JobaeneHue anemeHma «MoHumopuHa ydacmusi 8 OlTPY»
nokymeHTa «Redkit SCADA 2.0. Redkit Builder. PykoBogcTteo agmuHucTtpaTtopa. 2.0.2110. RU.76499597.62.01.29-01
32 05». Mo ymonuanuto pacnonoxeHo B C:\Program Files\Prosoft-Systems\Redkit\documentation).

MpoeepbTe, 4To MMs npoekTa B Redkit Builder cootBeTcTBYET MMeHn obbekTa (pasgen HaseaHue

npoekma pokymeHTa «Redkit SCADA 2.0. Redkit Builder. PykoBogcteo agmunHnctpaTtopa. 2.0.2110.
RU.76499597.62.01.29-01 32 05»).

Cospgarite nonuTUKy arperaumm AaHHbIX AN MOHUTOpuHra yyactus B OlPY (Bpems xpaHeHus arperatoB = 12
MecsiLeB, MHTepBan arperauun = 1 cekyHaa) npu co3gaHum cuctemsl Redkit B Deployer (war 10 pasgena NepBuyHoe
KOHUrypmpoBaHue).

OTtkponTte Redkit Configurator.

3arpysute unu obHOBMTE NPOEKT Ha Bknagke OObeKkTHas Mogens.

B atown e Bknagke oTMeTbTe Yekbokebl B ctonbuax APM 1 ApxMBupoBaHMe Y 311IEMEHTOB MOHUTOPUWHIA y4acTus
B OlNPY (PucyHok 231).

| Haiti o

HazeaHne Onucanue |APM |Apxnanpoaar—me

* [poext

» 10kBE

» 220 kB

P Tl

P T2

¥ TecToBeIR CTEHS,

» Bpema

» KonTponnepe

* Monwtopuar QFPY
» MonuTopudr yyactua e OMNPY1
» MonuTopusr yuyactua e ONPY 2

» TIKY

» [Moroga

FEEEEENEIEOEODODE E ®=
FEEEEENEIEOEODODE E ®=

» MpoTokons

O
O

» Cepeepel Redkit

PucyHok 231 - «MoHuTopumHr yyacTtus B OlMPY» B pepeBe npoekra

7. lMepengnTte Ha BKNaaky HacTponku yana v BHyTpY B cepBUCHBIX y3nax (Redkit_System_Service nnn

Redkit_Master v Redkit Slave, B 3aBUCUMOCTM OT TUNa KOHUIypaLmmn) HaXXMUTE Ha Moadynb ApXxMBMpoBaHue
(PvicyHok 232).
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fAobasuts ysen

Hazeaxune Wmna obbekta | ApxvBApOBaHUE
» Redkit_Configurator

Wms knacca gns mogyna m essor
v Redkit_Master AR MOoRy B ommg
ApxMBMpPOBaHKME ¥ Wimsa daiina mogyna tagcompressor

{+ M +]
n o
3] i

Wcnonssoeanve gucka » OBuwue

KawenT npoTokona lec104

Kaunent npotokona lec61850 2 Lot

Mogyak 3anucK curiance & B Pacnincanue 33gaHo:  HUKOrAa

Mogyas zaxeata oGopygosaHus Meprog | EMEJHEEHD A

Mogyae obpaboTiku BnaHKkos NEpeKaoHEH A Bpems Hayana | 02:00

M
pacsapoiRp o] Fenepuposath coBBITME O NPOW 8A €l OYNCTKE BPXUBDE.
MoHuTopuHr ydacTua B OMPY

n Moetopel npu owwnbke B, E
NAaHWPOBLL WK BhIA4KW KOMAHA YN paBABHWA

Cepeep 06paboTkn coBuITHiA [T Nepeurgexcnposats arpernpoBaHHEe AaHHEIE NPW NEPEHOCE B apXME.
» Redkit_Slave 8 = MoAUTUKW 3pXUEMPOBAHMA:
» Redkit Workstation =
H, NOANTHERN | Mepuog xpanenns | MrHTepean arperaumm
XpaHeHWe NCXogHeEIX JaHHeix | 30 4
Monutopunr OMPY 360 o 1cex
‘OnepatueHeie 36048 1 MHH
HeonepatusHeie TH0p 30 muH
43nementa

PucyHok 232 - Moaynb «ApxuBupoBaHue»

8. HaxmuTe aBonHbIM wWwenykom JTIKM no nonutrke apxvMeBnpoBaHus, co3gaHHon ansa moHutopuHra OlMPY B ware 3.
BbiGepute Tern moHnTopuHra OMNPY n Haxxmute OK (PucyHok 233).

HaBop Teroe >

BeiBepute Tern.

| Haritu Q,

Hazeanwe OnucaHne
A MpoexT

1T

2T

10 kB

220 kB

400 B

BN

leHepaTopbl curHanos

Ky ynpaeneHua

Menutopuar OMPY

hd Menutopurr yyactua g OMNPY
MoruTopuHr yuactwa g QMNPY 1
MoHuTopuHr yuactia 8 QMNPY 2
T

Cwunosoi Tpadcgopmatop 24 5

4|y ¥ * ¥ v ¥ ¥ ¥
HOoOoOOoOOOoOOOd

€

Cwunosoi Tpadcgopmatop 2X 6

oooo~ -

Tect

PucyHok 233 - BbiGop Teros ansi NoNUTUKA apXMBUPOBaHUA
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9. HaxmuTte NMpUMeHUTD.

10.Ha aToi e Bknagke gobassre Mmogynb MoHuTopuHr ydactua OINMPY B cepBuUcHbIN y3er(bl)
(Redkit_System_Service unn Redkit_Master n Redkit Slave, B 3aBucumocT oT TMna koHdpurypaumm) (PucyHok
234).

JocTynHele Mogynn x

| HazeaHue WA knacca mogyna

[[] Mogyns oBpaboTkn BnaHkKos NepeknoYeHmi SwitchoverProcessor

[] Mogyne 0BpaBoTkin HENPUBAZAHHEIX CUTHANO0E MoBindingSignalsProtocol
[] Mogyne oTcnexueanua oBmeHa nnatdopme CommandSniffer

[] Mogyne nepeaaun ganHeix 8 Zabbix ZabbixConnector

[[] Mogyne npoBepky yCTapEEaHNA TEMOB TaghgeChecker

[ Megyne cumynaumn ynpaeneHus TCSirmulator

[ Megyne curxporusaumm c B/ PGSyncManager

[] Mogyne yaanenHoro 3anycka BNaHKOE NEPEKNHYEHII AutoSwitchoverLauncher
[] Megyne yaaneHHoro ynpaeneHna nnakatamm RemotePosterController
[[] OTcnekveaHne TONOAOTMK CHCTEMEI SystemWatcher

[[] MnanuposLmK EBIZaYM KOMEHS YNPaEAEHNA TC5cheduler

[[] Potaums apxnea cobermwii LogEventCompressor

[ PoTtauwa A0 Operaticnal5chedulesCleaner
[[] Cepeep oBpabotkwn cobumuii EtProcessor

[[] Cepeep npotokona lecl04 lec1045erver

[] Cepeep npoTokona lecG1850 lect18505erver

37 3nemeHTOE

PucyHok 234 - lo6aBneHne moaynsa «MoHuTopuHr yuyactusa B OMPY»
11.MepengnTe Ha Bknagky MoHuTopuHr yyactus B OMNPY.
12.[1ns kaxpgoro obbekta ydyactust B OMNMPY HazHavyeHbl BxoaHble napameTpbl 1 PacyeTHble napameTpbl Ha
COOTBETCTBYOLWNX BKNaakax (PucyHok 235). Tern k napameTpam co3gatoTcs 1 NpUBSA3bIBAOTCS aBTOMaTUYECKU.
MameHuTe ux, ecnun ato TpedyeTtcs Ans peanusaumm Ballen cuctemsl. [locne pegakTMpoBaHus HaxMmTe
MpUMeHUTD.

m| Menwntopunr yuactus 8 OMPY 1

HoGasurs | [ Haiirn Bxoabie napaneTpet ‘ PacuérHsie napameTphi | HacTpoiiki oT4ET0B: ‘

QGopyacEaHie Honamansmsie xapagfepucricn [Ter 3nauenme
Motwropwsr ysacTan & OMPY 1

Howmep 1 rerepanii (A7 3KENOPTa AZHHED) . |0

ruTopukr ywactna & OMPY 2

oF
THn perynaTopa YacToTs! paLEHia TYpGRHE!

Hoummansman uacrora f wom, Iy

Heuyecreurensmocrs nepeusmen perynaropoe f u P, iy

3oma HeLyBCTEUTENEHOCTI NEpEUUMOFD peryposania | Hu, Ty

MepTaas nonoca perynsTopos axmamof Mooty maxcimym £ max mn, [y
MepTaas nonoca perynsTopos axmuaHof MoLocTy, Murimywa f min wn, iy

Cramesm S, %,

Howmmnhansan mowocs Typ6nms: Prow, MB

TpEAENbHOE SHAUEHNE MOLLIHOCTY, MZKeuMyM Prax npea, MBT

TpEAENbHOE SHAUEHNE MOLLHOCTY, MHMMYM Prin npea, MBT

CKOPOCTE M3MEHEHNA MOLLHOETH 8 NPEAENEHOM AMaNa30He Vpea MET/MiH

HowmHanHas Tennoean mowocts A3C Nuow, Mkan/s

sL.ARLS] ARLST Controller.EPS9GGIOL. STIntInL
sL.ARLS7.ARLSTController.EPS9GGIOL . ST.IntIn.

.. T3CrazomasyTHLX HEProGaoKoE

sL.ARLS7.AR157 Controller. EPS9GGIOL. M. Anlnl
s1.ARLS7.AR1S7 Controller. EPSSGGIOL. MX.Anln2
sL.ARLS7.AR1S7 Controller. EPSSGGIOL. MX.Anln3
s1.ARLS7.AR1S7 Controller.EPSSGGIOL. M. Anlnd
sL.ARLS].AR1S7 Controller.EPS9GGIOL. MX.Anln5
sL.ARLS.AR1S7 Controller.EPS3GGIOL. MX.AnlnG
sL.ARLS] ARLS7 Controller.EPS9GGIOL. MX.Anln]
sL.ARLSTARLST Controller.EPS9GGIOL. MX.AnIng
sL.ARLST.ARLSTController.EPS9GGIOL.MX.AnInd
sL.ARLS].ARLST Controller.EPS9GGIOL MX.Anln10
sL.ARLS7. ARLSTController.EPS9GGIOL MX Anlnll

.. Tmap it peryraTop
. 50
w001
w002
. | 50075
.. 48825
5
- 20
. | 240
. 100
w30
.0

PucyHok 235 - BxogHble 1 pacyeTHble NapamMeTpbl
13.Bbibepute ycrnoBue nycka MOHUTOPUHra ydactus B ONPY:

a. dukcauma curHana cpabaTblBaHWUsA perynsitopa 4acrtoThbl.
b. Bbixog 3Ha4eHUs YacToTbl 3a Npeaenbl MePTBON MNOMOCH! PErynMpoBaHns aKTUBHOW MOLLLHOCTM.
Ecnn no ycnoeuto a, To Bblibepute TUN perynatopa 4acToTbl BpalleHWs U3 Bbinagatollero cnucka: BxogHble

XapakTepuctnkm — HoMWHanbHble XapakTepucTukMn — Tun perynatopa 4acToTbl BpalleHus TypOuHbl —
OnekTporugpasnuyecknii perynsatop unu fmgpasnuyeckuii perynsatop (PucyHok 236).
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MoHuTopuHT yuacTtus B ONMPY 1

BxogHeie napameTpe I PacuérHbie napamerpe ‘ Hacrpoiiku oTuétos ‘

HOMUHANBHBIE X3DAKTEDMCTHKN |Ter 3HaueHne

Homep eauHULE reHepaLMK (ANA IKCNOPTa AGHHBIX) e | O

Tun reHepupyoulero o6opyaAosaHna sLARESLARES1Controller. EPS4GGIOL STIntinl .. T3C ra3somasyTHeIX 3HeproBnokos
Twn perynatopa 4acToTkl BpalleHna TypErHe I sLARGSLARGS1Controller EPS4GGIOL STIntIn2 «. | TMapasnMyeckuii peryaatop
HomuHaneHan wactota f Hom, My, sLARBS1ARGS1Controller.EPS4GGIOL MX Anlnl Oryrersyer

He4yBCTBMTEeNbHOCTL NepBUYHBIX peryasTtopos f vy NP, My sLARGSLARGS1Controller EPS4GGIOL MX.AnIn2 31eKTPOrAPARAMLECKMT PEryASTOp
30Ha HEYYBCTEMTENLHOCTH NEPBUYHOTD peryanposanna f vy, My sLARGS1LARGS1Controller. EPS4GGIOL M AnIn3

MepTEaA NonOCa peryasTOPOB SKTMBHOA MOWHOCTH, Makckmym f maxmn, My, sLARGSLARGS1Controller. EPS4GGIOL MX. Anind 2

MepTean NnonoCa perynsTOPOB aKTMBHOR MOWHOCTH, MHumyn f min mn, My s1.ARGS1 ARES1Controller EPS4GGIO1 MX Anin5 we | 49925

Cratusm S, %. s1L ARGS1ARGS1Controller. EPS4GGIOL MX. AnInG 5

HomuHansHas Mo HOCTs TypbuHe PHom, MBT s1.AR651 AR6S1Controller EPS4GGIOL MX AnIn7 we | 200

MpegensHoe 3HaYEHNE MOLLHOCTH, Makcumym Pmax npes, MBr s1LARGS1ARGS1Controller EPS4GGIOL MX AnIn8 e 240

u: oe MOLYHOCTH, ym Pmin npeg, MBT sLARGS1 ARES1Controller. EPS4GGIOL MX AnIng «. 100

CKOpOCTE M3MEHEHWS MOLLHOCTH B NpegensHom auanasore Vnpeg MBr/mun | sLARGS1ARGS1Controller.EPS4GGIOL. MX. AnIn10 we | O

PucyHok 236 - Tun perynsatopa 4acToThbl BpalleHUA TYPOUHbI

Ecnu no ycnosuio b, To Bbibepute TUN perynatopa 4yactoTbl BpalleHus «OTcyTcTByeT»: BxogHble xapakTepucTuku
— HomuHanbHble xapakTepucTukn — Tun perynaropa 4actoTbl BpalleHus TypouHbl — OTcyTcTByeT (PucyHok 237).

MoHuTopuHr yuactua B OMNPY 1*

BxogHbie napameTpsl I PacugTHeie napameTpe: | Hactpoiikn oTuéros |

HOoMUHANEHE € XaPaKTEPUCTHKA | Ter | 3HaueHne

Homep egiHnLp reHepaumi (4as 3KCNopTa fanHesx) - | O

Twn rerepnpyrowerc obopysoeanmns s1.ARG51.ARGS1Controller EPS4GGIOL ST.IntInl <. T3C razomasyTHeix 3Heprobaokos
Twn perynatopa 4actoTel BpaL,eHns TypBuHE I s1.ARGSLARGS1Controller EPS4GGIOL ST.IntIn2 «. | OmytcTBYET

HomuraneHas uactora f Hom, My s1ARBSLARGBS1Controller.EPS4GGIOL MX. AnInl

3NeKTpOrKapaEnMHeckWid peryaatop

TMapaBnMHECcKWid perynatop

HeuysctenteneHocTe nepenyHeix peryastopos f nu MNP, My s1ARGSLARGS1Controller. EPS4GGIOL MX. AnIn2

30Ha HEYYBCTEMTENEHOCTH NEPEMYHOTD perynnposanms fHu, My s1.ARG51ARGS1Controller. EPS4GGIOL MX. AnIn3

MepTean nonoca perynsTopos aKTMBHOM MOWHOCTH, Makckumym f max mn, My | s1ARGS1ARGS1Controller. EPS4GGIOL MX. AnInd I e
MepTean nonoca perynsTopos aKTMBHOM MOWHOCTH, MuHumym f min mn, My s1ARGS1ARGS1Controller. EPS4GGIOL MX. AnInS .. 40975
Cratuzm §, %. sl ARGSLARGS1Controller. EPS4GGIOL MX AnIng -~ | &
HomuHaneHan MOWHOCTE TYpGuHE PHoM, MBT s1.AR651.ARGS1Controller. EPS4GGIOL MX. AnInT e | 220
MpegensHoe 3HaUEHWE MOULHOCTH, MaKCHMyM Pmax npeg MBT s1.ARGSLARGS1Controller. EPS4GGIOL MX.AnIng w240
MpegensHOE 3HaYEHWE MOULHOCTI, MMHUMYM Pmin npeg, MEBT s1.AR651.ARGS1Controller EPS4GGIOL MX.AnIng - 100
'CKOpOCTE M3MEHEHWA MOLL HOCTH B NPESENsHOM guanasore VnpegMBT/mun | s1ARGSLARGS1Controller. EPS4GGIOL MX. AnIn10 - | O

PucyHok 237 - Tun perynsitopa 4acToTbl BpalweHUsi TYPOuHbI
14.Haxxmute MpuMeHnTb.
15.Mepesanyctute cnyxby Redkit System Service.

8.10.1 HacTtpoinka aBTOMaTU4eCKOMN OTNpPaBKN OTYETOB

ABTOMaTUYeCcKasa oTnpaBKa OTYETOB HACTpanBaeTcsa ANA KaXOoN eauHULIbI TeHepaLuy, y4acTBYIOLE B MOHUTOPUHTE

OnP4.

1. lNepengnTte Ha BkNagky HacTponkmn noYTOBOro KnMeHTa. 34ech BbIMOMHAETCS HACTPOWKa MOYTOBOIO KIMeHTa

cepBepa, OT KOTOpOoro ByaeT BbINOMHATLCSA OTNpaBKa OTYETOB.
2. Haxwvwnte PegakTupoBaTb 1 3anonHute opMy KoHpurypmposaHus (PucyHok 238).

3NeKTPOHHEIN agpec | server@prosoftsystems.ru | Moanuce |ARM

vl AyTeHTUDUKELMA

rlapUJ'lh ISR RRRER

¥ WMecnonb3oeats S5L

Cepeep Mcxogawei nourel (SMTP-cepeep): | smtp.mail.ru | Mopr

PucyHok 238 - HacTponka noYToBOro KnueHrta
3. HaxmuTte CoxpaHuTb.
4. TNepengute Ha Bknagky MoHUTOpUHr yyactusa B OMNMPY.

5. Mo Tpe6oBaHuto. Ha Bknagke HacTponkn oT4yeToB Yy Kaxaoro MmoHuTopuHra yqactusi B ONPY (PucyHok 239):

a. Bbibepute MecTo coXxpaHeHuWsi OT4eTa C MOMOLLbKO KHOTMKM
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b. OTmeTbTe Yekbokc OTNpaBNATL OTYET MO MOYTE M YKaXUTE agpec nony4darens.

Momnutopumnr yuactusa g OMPY 1+

floBasuTs | Haiitia BxogHeIe NapameTped | PacuéTHee napaMeTpel | HacTpoiikn oTuéTos
O6opyaosaHue
MoHuTOpKHTr y4acTua B ONPY 2 files///C:/OPRH “

OTNpaenaTL OTHET N0 NOUTE

Komy... | user@prosoftsystems.ru

PucyHok 239 - OTnpaBnATb OTYET Mo noyte
6. Haxmute MNpumeHnTsb.
Mepesanyctute cnyxby Redkit System Service.

8. [o »enaHuto BbINONHUTE NpPOBEPKY OTNpaBky oT4eTa C NOMOLLbK KHOMKN npOBeleTb OTNpaBKy oT4yeTa (chyHOK
240).

N

MonuTopuHr yyactua B OMNPY 1

fobasurs | Haittu BXOAHLIE NapaMeTpLl | PacuETHbIE NapaMeTpsl | HacTpoiikv oTugtos
OBopyaoeaHue
MoHuTopuHr yuactua 8 ONPY 2 file:///C-/OPRH H

OTnpaenATe OTUET N0 NouTe

Komy... | user@prosoftsystems.ru

| MNposepuTe oTnpasky oT4éTa |"‘*‘_—

PucyHok 240 - lpoBepuTb OTNpaBKy oT4yeTa

8.11 YpaneHHbIN 3anyck 6naHkoB

B MeHio YaanéHHbIN 3anycK 6/1aHKOB BbIMNOMHAETCA HACTPOMKa yOaneHHOro 3anycka nepeknoyeHnii.

Cepaep Redkit oxmgaeT komaHay ycTaBKu MO NPOTOKONY TpaH3nTom Yepes KC nogctaHumum OT ANCNETYEPCKOro LeHTpa.
YcTtaBka umeet 3HaveHune ot 1 go 32 767.

Mpun nonyyeHun komanabl cepsep Redkit: HaxoguT cooTBETCTBYOWMI BriaHKk — NPOBEPSIET BO3MOXHOCTb 3anycka —
nepexsaTbiBaET KoY ynpaBneHns NoacTaHumMmM — 3anyckaeT BbiNonHeHne briaHka.

Mocne 3aBepLueHnsA nepeKmoquMVl no 6naH|<y KIKOY ynpasneHnda nogctaHun aBToMmaTtny4eCcku ocBoboxpaetcs. O xone
nepeKmoquMVl B ﬂ,VICI'IGT‘-IGpCKI/IVI LUEeHTp nepenaeTca Takad AnarHoctn4eckas I/IHd)OpMaLIMﬂZ

CTaTyC BbINONHEHMS BriaHka;
HOMep TeKyLLen onepaunn brnaHka;
KONM4yecTBO onepauun;

- KOO NPWUYMHbI 3aBEPLLEHNS;

cvrHan 3anycka OnaHkoB.

8.11.1 HacTtpouka yaaneHHoOro 3anycka 6naHkoB nepeknoyeHnn

1. BoinonHute pobGaBneHve asnemMeHTa YpaneHHbIM 3anyck OnaHKOB W cAenante MpuBA3KY €ero CUrHamnoB K
annapaTtHomy ypoBHto B npoekte Redkit Builder (pasgen [obaeneHue snemeHma «YdaneHHbIl 3aryck briaHKo8»
nokymeHTa «Redkit SCADA 2.0. Redkit Builder. PykoBoactso agmuHuctpaTtopa. 2.0.2110. RU.76499597.62.01.29-01
32 05». Mo ymonuanuio pacnonoxeHo B C:\Program Files\Prosoft-Systems\Redkit\documentation).

2. OtkponTte Redkit Configurator.

3. Barpysute unu obHoBMTE NPOEKT Ha Bknagke OObeKTHas Mogens.

4. B aton xe Bknagke oTMeTbTe 4ekbokcbl B ctonbuax APM 1 ApxuBupoOBaHUe y aremMeHTa YAarneHHbIW 3anyck
6naHkoB (PucyHok 241).
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Haiiw Q
HazeaHne Onucanue | APM | ApxvBUpOBaHKUE
¥ [lpoekr
» AT & [
2T O O
» 10kB
» 220kB
» 400B
w B[
* YaaneHHsli 3anyck W]

e S

» [EeHepaTopbl CUrHANOE
»  Kntou ynpaenesuwna
»  Mouwtopunr OMNPY

PucyHok 241 - «YpaneHHbI! 3anyck 6raHKoB» B AepeBe NpoekTa
5. MNepengnte Ha BkNagky HacTtpowku y3na u gobassre Moaynb yaaneHHoOro 3anycka OraHKoB MNepekriyeHun
B cepBucHbin y3en(bl) (Redkit System Service wnn Redkit Master v Redkit Slave, B 3aBMCMMOCTM OT Tuna
KoHdurypaumum) (PucyHok 242).

JoctynHele mMogynn IE'
| HaseaHwne | Mma knacca mogyna |
[ Megyne opatoTen BNaHkos NEpEKNHOYEHNE SwitchoverProcessor
[[] Mogyne oBpaBoTkn HENPHUBAZAHHLE CUFHANOE MoBindingSignalsProtocol
[[] Mogyne oTcnexunearma obmena naatoprb CommandSniffer
[[] Mogyne nepegaun gannen 8 Zabbix ZabbixConnector
[[] Mogyne npoBepkw ycTapesaHWua Teros TaghAgeChecker
[ Mogyne crmynaunn ynpasneHns TCSimulator
|:| Mogyne ciHXpoHWMZaLKMK C E,ﬂ, PGSyncManager
|:| Mogyne yaaneHHoro ynpasneHna naaKaramm RemotePosterController
[[] Menutopunr yuactua 8 OMNPY OprchPlugin
[[] OrcnexusaHne Tononoriu cUCTEME SystemWatcher
[[] MnaHupoBLwmMK BBIGEYM KOMEHA YNPEBAEHNA TC5cheduler
[[] Potauwa apxuea cobermuii LogEventCompressor
[] Potauwa NAC Operational5chedulesCleaner
[[] Cepeep oBpaBotkwn coBbimuii EtProcessor
[] Cepeep npotokonalec104 lec1045erver
[[]| Cepeep npotokona lect1850 lect18505erver
38 3nemenToB
|_Mpmacrarrs [ Omuena |

PucyHok 242 - lo6aBneHue Moayrns yaaneHHOro 3anycka 6raHKoB nepeknoYeHun
6. B HaCTp0I7IKaX MoAynAaA yKaXXute NnornH nonb3oBaTtend, nog npaBamMuy KOTOpPOro 6y,1:|,eT BbINOJTHATBCA 3anycCkK 6naHkoB
(PvcyHok 243).

* YacTHele
VMHTepean nonemok oceoBoxaeHua NKY (mc) 60000
Konuuecteo nonbimok oceoboxgenna MY 2 3
JlorvH nons3oeatena | root

PucyHok 243 - [lorvH nonb3oBaTtens
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7. Haxmute NMpUMeHUTD.

8. HaxwmwuTe Ha Mogynb 06paboTki 6naHKoB nNepekroyeHunii U ybeamTech, YTO B €10 YaCTHbLIX HACTPOWKax BbICTABMEHbI
(PvicyHok 244):

a. MakcumanbHoe BpeMs 6e30ecTBUS Npy NokanbHOM 3anycke (Mc).
b. MakcumanbHoe Bpemsi 6e30eicTBUS NPy yaaneHHoM 3anycke (Mc).

* YacTHele

MakcumaneHoe Bpema Be3geficTEMA NpY NOKANEHCM 3anycke (Mc) | 1200000 2
MakcumaneHoe Bpema BesgeAcTEMA NpKY yAZNEHHOM 3anycke (Mc) | 5000
MuHWUMANEHBIA CPOK XpaHEHWA OTYETOE (CyTHM) | 0

PucyHok 244 - Mogynb 06pa6oTku GnaHKOB nepeknoveHnn
9. lMNepengute Ha BkNagky YAanéHHbIA 3anycK 611aHKoOB 1 Haxmnte PegakTupoBaTb (PycyHOk 245).

MAakaThl U METKM MKY OTyeTsl YaaneHHsIi 3anyck 6AaHKoE

Npoekt : Cnue - AnroputMel  Mogaynu YeTapesaHue 1 NoACTaHOBKa

O nporpamme

o

Curnan 3anycka Gnaxkds

JuarHocriueckde CUrHansl BnaHka

Cratye BEINONHEHWA

Homep Tekyled onepaluuu

Konuuecteo onepaywii

Kof NpHUMHE 3aBeplUeHa

PucyHok 245 - PepaktupoBaTtb

10.3anonHuTe hopmy criesa: B Kaxaom rnone HaxmuTe [ n BbiGepuTe COOTBETCTBYIOLMI CUrHan U3 Aepesa nNpoekTa
(PvcyHok 246).
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[ OTMEHUT H MpUMEHUTE

CHIHAN 3anycka GNaHKoE

| Mpoekr / B/ Yaanednsli sanyck / ¥Yaanedsslid sanyck Gna.., | !]

JWardocTMyeckne curHansl GnaHka

CTatyc BeINONHEH WA

| Mpoekt S BM/ YaanenHeii sanyck / Yaanenueni sanyck Bna... | E
HOMEp TEKZ)"LLI,EIH anepauum
| Mpoekr S BM/ Yaanennsli sanyck / ¥Yaanedseli sanyck Gna.., | !]
Konuuecteo onepaymii
| Mpoekt S BM/ YaanenHeii sanyck / Yaanenueni sanyck Bna... | !]
Kog NPHYUHBl Za3BEpLUEHNA
| L
HazHaueHwe napamerpa \ X
=,
Haiiti Q \
Hazeanwe \
¥ [lpoekt
r 10kB
r 220kB
» 400E
¥ Bl

¥ ¥YaaneHHbiid 3anyck

¥ Yaanenuslid sanyck Gnankos 1

Koa npudnHbl 3aseplueHns BnaHka

Konndecteo cnepaumii B Bnaxke
Homep Tekywiei onepaunn Bnaxka
Cuwrnan sanycka BnaHkos
Cratyc BpinonHeHns BnaHka
leHepaTopkl CUrHaNoE
Kntou ynpasneHns
Monurtopunr OINPY

Tect

vy v w v

rpare ll orers |

PucyHok 246 - NpuBsA3ka curHanoB yaaneHHoro 3anycka 6naHkos
11.B okHe Ta6nm|a CcOoOoTBEeTCTBUA KOMaHA U 6naHkoB cnpaeay GnaHkoB nepeKnroquMVl YKaXXute 3Ha4eHne curdHana
ana 3anycka GnaHka. 3HayeHne curHana — 310 YncCro. ,D,J'Iﬂ yLI,Of)CTBa pekomMmeHayeM MCnofb30BaTb YMCIIO paBHOE
naeHTudumkaropy 6naHka (PucyHok 247).
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TaBnuua cooTEETCTEMA KOMaHA W BNaHKkoB

| Haiit Q| [ KCNOPTHPOEATE TABAMUY COOTBETCTEMA B TSV
3Hauenmne curdana | Maentudukarop Gnanka | 3Heprooﬁ'bEKT| HaumeHoeaHwe GnaHka
1 | 1 MpoekT Beieog B pemont 220 kB / Mepeoe npucoeannenne / B-220-1T
P | 2 Mpoekr Brmouenne 220 kB / MNepeoe npucoegnnenne / B-220-1T
2 3nemeHTa

PucyHok 247 - Tabnuua cooTBeTCTBUSA KOMaHA U 6raHKOB

12.Haxmute MpumeHnTb (PrcyHok 248).

[ OTMEHN TR | MpUMEHNTE T I

CWrHan 2anycka GnaHKoe

Tabnvua cooTEETCTEMA KoMaHg W BNaHKoB

| Haliti Q|

| Mpoekt £ BIM/ ¥aanenHsid szanyck / ¥Yaaneddeld sanyck Baa..,

(]

3Ha4eHnE curHa.na| WMaentndmratop Gnanka | ENT=
r

AWarHocThyeckme cUrHanel BnaHka

CTaTyc EbINONHEH WA

1 |1 Mpg

| Mpoekr £ BM1 / ¥aanenywid zanyce / ¥aanedneid zanyck Gna..,

(-]

Homep Tekylweld onepaunm

| Mpoekt £ BIM/ ¥aanenHsid szanyck / ¥Yaaneddeld sanyck Baa..,

(]

Konnuecreo onepaymii

| Mpoewrr £ &M/ ¥aanenneii 2anyck / ¥aanerdneiid 2anyck Bna...

]

Ko NEpWYYHEl 33ESDLWEHNA

| Mpoekr £ BM1 / ¥aanenywid zanyce / ¥aanedneid zanyck Gna..,

(-]

2 Mpg

PucyHok 248 - [[puMeHNTb HacTPOMKu

13.Mepesanyctute cnyx0y Redkit System Service.

8.12 YyeTHble 3anucm

B mMeHI0 YyeTHbIe 3anmucum BhINOMHAETCA HAacTpoKika y4eTHbIX 3anucen nonb3osatenen Redkit SCADA.

Paboyas obnacTte MeHo Y4yeTHble 3anucu cogepxut (PrucyHok 249):

1. TaHenb ynpaBneHus y4eTHbIMK 3anucsiMm ¢ komaHgamn: [lo6aBuTb, BrnokmpoBaTtb, Yoanuthb.

2. Tabnuua y4eTHbIX 3anvcen.

3. MaHenb PEKBNU3NTOB MOJib30BaTeNA — OTKPbIBAETCA MPU HaXXaThn Ha kakoro-nnbo nonb3oBaTtens B Tabnvue YYETHbIX
3anucen. Ha naHenu 0T06pa>KaeTc;| I/IHd)OpMaLI,MFl O noJib3oBarterne n KHomnka Pe,anTVIpOBaTb.
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Haiitn Q | JobBasnts Bnoxkwposate  ¥aanute
MNonbsosatens ¥4eTHaA 3annce | Cratyc ‘}‘poaenb,qocryna
root root AkTHEEH Cynepnonb3oeaTens
A E A LEUT ]
Wearoe Mean Meanoemy | ivanov Axtneed | Onepatop, AJMUHHCTRaTOp MBaHoB
MMA VBaH
OTuecteo VIEEH OBMUY

LomKHOCTE  Mukenep

Joruu ivanov

YposeHe gocTyna

AAMUH M CTRATOP H Onepatop ‘

2 3nemenTa

PucyHok 249 - YyeTHble 3anucu

[nst no6aBneHns HOBOWM y4ETHOM 3anncy HaXXMUTE Ha KHonky Jlo6aBuUTb Ha NaHenu ynpasneHus y4eTHbIMU 3anucsmMm.
OTKpoeTCcs OKHO CO3AaHUsA HOBOW y4eTHOM 3anucu (PucyHok 250).

Hoean yd4ETHaA 3annce E
Damunn A | |
l“InA | |
OTyecTED | |
JonxHoCTe | |
SIoriH | |
Mapons | |

3a WTE GoTo
| MoeTopuTe Napok |

AETOZABEPLUEHME ]
CeaHca

_ KoHTakT 1 | |
Epema BespedctEnA o

5 MUWH

SETOZABEPLUEHWA CeaHca T JoBaEuTs ]
AeyxdakTopHan ]
ayTEHTH B KALMA [ JoBaenTe OTNEYaToK ]

Yposer gocryma

Cosgarto Oraeqa

PucyHok 250 - HoBas yyeTHas 3anucb
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[na kaxaon y4eTHOM 3anucu co3gaeTcsl YHUKAnbHbIA OrMH, Naporib U KOMOMHaUMst ponen, onpeaensioLlasi ypoBeHb
pocrtyna. [lononHutenbHo 3agaetcs PO, OMKHOCTb M KOHTaKTbI Monb3oBartens. [lonyckaeTcs 3arpy3nTb poTorpadmio
B bopmatax PNG, JPG, SVG.

ABTO3aBepLUIeHNe ceaHca — BbiCTaBMNeHNEe BpeMeHn 6e3nencTBMa O aBTO3aBepLUEHMs ceaHca (B MUHyTax), nocne
KOTOPOro BbINONHAETCSA aBTo3aBepLueHne ceaHca B Redkit SCADA ansa gaHHon yyetHou 3anuvcu. NogpobHee B pasgene
Pexum "Habniopatens"

[ByxdakTopHaa ayTeHTUMKauua — nNpuUsHaK YCTAHOBKM JdononHuTenbHoro ycnosus Bxoda B Redkit SCADA
no oTnevyaTtky nanbua. HacTponky yyeTHOM 3anucu C ABYX(aKTOPHOM ayTeHTUduMKauuen cMoTpute B pasgene
[ByxdaktopHas ayTeHTudurkaums.

8.13 Ponu

B meHio Ponu BbinonHsieTcs HacTporika ponen Ans gocrtyna kK dyHkumam npunoxeHuni Redkit Workstation n Redkit
Configurator.

B NMporpamme no ymon4aHuio yCTaHOBMEHbI TP HEU3MEHSAEMbIE PO ¢ HABopoM NpaB AoCcTyna K PYHKUUAM CUCTEMBI:
ApmuHucTtpartop, AamuHucTtpartop B, Oneparop.

HaxmuTte Ha ogHy 13 ponew u cnpaBa 0Tob6pa3dATcs ee xapaktrepucTuku (PucyHok 251).

Ponu onpeensioT Habop Npas AOCTYNa K QYHKLMAM CHCTEMBL
WzmeHan HEC"pBﬁKH focryna B LYU.\EETBVK}LHEF\ pPOAn, Bbl ABETOMATAYECKK U3MEHAETE
MX INA BCEX NONb30BaTENed, KOMY Ha3HaueHa 3Ta pofb

Haseanue poau: ‘ AgmuHuacTpatop
Co3fjaTs HOBYIO POk
Onucanme: AAMAHMCTPTOR CHCTEMS!
Hazsarwne QOnucanne
AgmarmcTpatop ABMMHWCTPATOp CHCTEMEI
(413 it Besol
ARSI ID ARG MR POIION nacroemm Dynkun SCADA | MNpoekTa | Muewmokagps ‘ KypHans ‘ Cnnckn COCTOAHKIA | ¥npasneHue | Ycraskm ‘
Onepatop Onepatop SCADA

B oxnposka u noacrawoeka | Mpuasac kavecrsa | Snawk nepexniouenwii | CroporweeNo |

| flocryn (Npocworp) |
Janyck APM v

Muemokasps:
Texylume gaHHsE

Apxus

Fpadvkn

Oruets

Yeraeku

Ynpasnerue akHamin

KBUTUPOBAHUE 3BYKOBOR CHIHANUSALIMM
KenTupoBarie scex coBsuii

BAakKu nepeknioUeHMii

R T T

Meyats/akcnopr

Coxpaneniie KoHMrypaLym OkoH

&

33nemeHTa nar

PucyHok 251 - Ponu

Co3naHue HOBOWM ponu

1. HaxmuTe Ha kHomky Co3aaTb HOBYHO porib. OTKPOETCH OKHO co3gaHms HoBou ponu (PucyHok 252).
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Hosas pone

X

Haszganue poau:

OnucaHne:

DyHieumn SCADA

]
;
:

3anyck APM
MHemoKaap
Tekyuw e aHHee
Apxus
padkn
QOTueTs
YeTaeku
YnpaeneHne okHamn
KBMTMpOBaHWe 3BYKOBON CUrHANM3aLMK
KeuTUpoRaHUe coBeITUi
BnaHKn NEpeKNOYEHIA
Meuarte/akcnopt
CoxpaHeHne KoHDUrypaLmin okoH
nar

Anroputhsl

| T e

MpocMoTp ocuMAnorpamm

PucyHok 252 - CozpgaHue HOBOW ponu

. 3anonHute pasgensl HazeaHune ponu n OnucaHue.
HasHauybTe npaBa JocTyna/npocMoTpa COOTBETCTBYOLME 3Ton ponu. OnucaHne pyHKLMIA NpeacTaeneHo B Tabnuue

69.

. OTmeTbTE YekbOoKC y He0OX0AMMOro NpoekTa Bo Bknaake MpoekThbl.
~. BHumaHme: [Mpu nonbiTke co3gatb HOBYIO porb 6e3 npaBa AocTyna XoTsa Obl K 0gHOMY MpoekTy [Nporpamma

i B
[ |

BblgacT ownbky (PucyHok 253).

Hogan pons

X

Haseanwe ponw: | Habawoaarens

OnucaHwe: Habnwogaet

W

[0 Haseanue Npoekra

A Jllna ponw gonxen BbiTe HasHa4yeH xoTA Gbl 04MH NpoexT

Cospats OTMeHa

PucyHok 253 - Owmbka npy co3gaHumn ponu
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5. HaxmuTte Co3aaTtb, 4TOObI COXpAHUTL BCE HACTPOMKM.

Tabnuua 69 - PegaktupoBaHue ponu

Bknapgka PyHKUUA OocTtyn MpunoxeHune YpoBeHb gocTtyna
(no ymonyaHuio)
DyHKUMU 3anyck APM 3anyck NpunoXxeHus Redkit Workstation AamuHucTparop,
SCADA Redkit Workstation AgmuHucTpartop Ub,
OnepaTtop
MHemokagpsbl OTobpakeHne MeHo Redkit Workstation AoMunHucTpaTop,
MHemMoKagpbl Onepatop
TekyLwine gaHHble OTobGpakeHne MeHo Redkit Workstation AoMuHucTpaTop,
TeKywiue AaHHbIe Onepatop
Apxus OTobpaxeHne MeHio Redkit Workstation AgmuHucTparop,
ApxuB OnepaTtop
Mpadoumkn OToGpakeHne MeHto Redkit Workstation AoMuHucTpaTtop,
Mpadukn Onepatop
OTyeThl OTobGpakeHne MeHo Redkit Workstation AOMUHUCTpaTOop,
OT1yeThl OnepaTtop
YcTtaBku OTobGpakeHne MeHo Redkit Workstation AoMuHucTpaTtop,
YcTaBku Onepatop
YnpasneHue okHamu YnpasneHne okHamu Redkit Workstation AamuHucTparop,
MEHIO AamuHuctpatop UB,
Onepatop
KeutuposaHue 3Bykoon | KsutuposaHue 3sykoson | Redkit Workstation AgmuHucTparop,
cUrHanusaumm curHanusaumm AamuHuctpatop B,
Oneparop
KBuTupoBsaHue Bcex KsuTupoBsaHue Bcex Redkit Workstation AgmuHucTpaTtop
cobbITun CcobbITMI B OKHaX
XypHanos
BnaHkn nepekntoveHni | OToBpakeHne MeHo Redkit Workstation AamuHucTparop,
BnaHku nepeknoyeHun OnepaTtop
Meyvatb/akcnopT MeyaTb 1 akcnopT Redkit Workstation AoMunHucTpaTtop,
pasnu4yHbIX opm OnepaTtop
CoxpaHeHune CoxpaHeHune Redkit Workstation OnepaTtop
KOHdMrypauum oKoH KOHMIypaLmm OKoH
nar Hoctyn k menio NAC Redkit Workstation AoMunHucTpaTtop,
OnepaTtop
AnroputMmbl OTobpaxeHne MeHo Redkit Workstation OnepaTtop
Anroputmbl
MpocmoTp HocTyn kK npocmoTpy Redkit Workstation OnepaTtop
ocumnnorpamm ocumnnorpamm
M3meHeHne 3Ha4YeHnn [ocTyn K nameHeHuo Redkit Workstation AoMuHucTpaTtop,
MNBP B Tekywux n 3HayeHun MNBP B OnepaTtop
npoLlewmx cyTkax TEKYLLUX M NpoLLeaLInx
cyTKax
MoHuTopuHr yyactna B | OtTobpaxkeHne MeHro Redkit Workstation AOMUHUCTpaTOop,
onry MOHUTOPUHT y4yacTusa B OnepaTtop
oneP4y
CospaHvelyganeHue HocTyn K ynpasrneHuio Redkit Workstation AoMuHuncTpaTtop,
rpynn curHanos rpynnamu curHarnos Onepatop
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Bknapgka PyHKUUA Ooctyn MpunoxeHune YpoBeHb goctyna
(no ymonyaHuio)
3anyck koHdurypatopa | 3anyck npunoxeHusi Redkit Configurator AOmuHucTparop,
Redkit Configurator AgmuHucTpatop b
KoHdpuryprpoBaHme KoHdpurypmpoBaHue Redkit Configurator AoMuHUCTpaTop
CUCTEMHbIX MAapaMeTpoB | CUCTEMHbIX NapaMeTPOB
Ynpasnenune cyHkumamn | Ynpasnenune dyHkumamn | Redkit Configurator AgmuHucTparop,
Vb Z15) AgmuHucTpatop b
KoHdurypupoBaHue YnpasneHue 3anyckom Redkit Configurator AoMuHUCTpaTop
3anycka ctopoHHero 1O | ctopoHHero 10
MpoekTbl 3arpyxeHHble npoekTbl | JocTyn K npoekTam Redkit Workstation AoMuHucTpaTtop,
Mpum.: BonblWNHCTBO gﬂM”HMCTpaTOp Vb,
dyHkumn Redkit Oyget neparop
HEOOCTYMHO ans
HacTpaMBaemMon  pornu,
€CInu He BbIOpaH HM OaVH
13 JOCTYMHbIX MPOEKTOB.
MHemokagpbl | CxeMbl 3arpyxeHHoro lMpocmMoTp cxem Redkit Workstation AgmuHucTparop,
npoekTa 3arpy>keHHoro npoekTta Onepatop
KypHansl KypHanbl npoekta lMpocmoTp co3aaHHbIX Redkit Workstation AamuHucTparop,
XypHarnos Onepatop
«Bce cobbitusi» (no MpocmoTp xkypHana Bece | Redkit Workstation AgmuHucTparop,
YMOJYaHUIO) cobbITus OnepaTtop
«KypHan Vb» (no [MpocmoTp XypHana Redkit Workstation AamuHucTparop,
YMOMYaHuio) XKypHan Ub AamuHuctpatop VB,
OnepaTtop
Cnucku Cnunckn cocTosiHUI MpocMoTp co3aaHHbIX Redkit Workstation AgoMunHucTpaTtop,
COCTOSIHWI CMUCKOB COCTOSIHWN Onepatop
YnpasneHue O6bekTbl 3arpyxeHHoro | PaspelueHne Ha Redkit Workstation AamuHucTparop,
npoekTa ynpaBneHne obbekToB Onepatop
cucTemsbl
YcTaBku O6bekTbl 3arpykeHHoro | 3anuce n Redkit Workstation AOmuHucTparop,
npoekTa pefakTupoBaHue Onepatop
yCTaBoOK Ang
n3mepsembix
aHarnoroBbIX CUrHanoB
Brnokuposka n | O6bekTbl 3arpyxxeHHoro | PaspeweHune Redkit Workstation AamuHucTparop,
noacTtaHoBka npoekTa Ha GroKMpPOBKY OnepaTtop
1 NOACTaHOBKY
ONCKPETHBIX U
aHanoroBbIX CUrHamnoB
MpusHakn O6bekThl 3arpyxeHHoro | PaspeweHune namenenuns | Redkit Workstation -
KayecTBa npoekTa Np13HaKOB KavyecTBa
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Bknapgka PyHKUUA Ooctyn MpunoxeHune YpoBeHb goctyna
(no ymonyaHuto)

BnaHkn BnaHkn nepekntovenni | MpocmoTp, BeinonHeHne, | Redkit Workstation AgmuHucTparop,
nepeknoyYeHnin paspaboTtka, OnepaTtop

noanucaHue,

cornacosaHue 6raHkoB

nepekntoyYeHnn

Mpum.: Ooctyn  «

HacTpomnkam BKIagku

OTKpbIBaeTCH nocne

3anonHeHus  4Yekbokca
BnaHku nepeknto4yeHun
BO Bknagke ®PyHKUUM

SCADA.
CtopoHHee MO [ CtopoHHee MO OTobGpakeHne MeHo Redkit Workstation AOMUHUCTpaTOop,
CtopoHHee MO OnepaTtop

8.14 MNaponbHaa nonuTukKa

B meHio MaponbHasa nonuTuKa BhINOMHAETCA HAaCTPOMKa OnpeaeneHHON NoNMTUKKM B obnactn 6e3onacHOCTN CUCTEMBI
(PvcyHok 254).

YeTaHoBWTE MWHWUMANBHYH 4NKUHY Napona (B cmeCnax):
Maponk gonxeH oTEeHaTh TpeBOBAHWAM CIOKHOCTY (MCNOMb30EAHWE NATUHCKWX BYKE B pasHbIX PEMMCTPaX, WGP W X0TA Bbl 0gWH cneycumeon _ @ # 5% &% 1)
¥CTaHOBWTE MUHWMANEHBIA CPOK JEACTENA Napona (B AHAX):

¥CTaHOBNTE MAKCUMANBHI CPOK AEACTENA NaponA (B gHAX):

Mpegynpeante 08 MCTEYEHMK cpoka 3a (aHe):
MNpoBepaTs HOBLIA NapENL HA COBNAAEHNE CO CTapLIMK (KOAWMYECTED Naponei):

HPCBE[’JHTI: KOAWHECTED HEYAGYHBIX NONBITOK BECA3 NAaponA (konuyecTeo HEYAGHHbIX NonbIToOK):

H[’JCAC."I.‘{ZIITE."II:HCCTI: E."ICKIIPCBYJI :-"HETHCﬁ 3anucK NoNbL30EaTENA (B I'-.IIIH';-'TBX]:

PucyHok 254 - NaponbHas nonuTuka

[lna pegakTMpoBaHMsa NaporibHOWM MONMUTUKM BbINOMHUTE criegytowme gencteus (PucyHok 255):

1. HaxmuTe Ha kHOMKy PepakTupoBatb.
OTmeTbTEe YeKBOKChbl Yy HEOOXOOMMBIX KOMaHA,.

M3MeHuTe yCcTaHOBNEHHOE 3HaYeHNe, UCTONb3Yst KHOMKM + UIU BPYYHYIO.
Haxmunte CoxpaHuTb.

[ Oruesrs | Conparums.

¥CTaHOBMTE MUHWMANBHYHD ANKHY NaponA (B CUMBonax):

Maponb foMKeH 0TEEHATL TPEBOBAHMAM CNOMKHOCTH (MCNONLICBAHNE NATUHCKWX BYKE B pasHbIX perncTpax, undp u xoTa Bel oguH cneycumeon _ @ # 5 5% 8% ~)

P oDN

= = a
¥CTaHOEWTE MUHWMANEHEIA CpOK AERcTENA napona (B gaax): | 30

[[] ¥craHoBnTE MakcumManksHeIi cpok AeficTENA Napons (B gHAX):
MpegynpegnTe of MCTEHEHMW CpoKE 38 (GHEH):
[[] Mpeeepats HeBbIi Napons Ha COBN3AEHWE CO CTapEIMK (KOAWUECTED Naponeii):

D ﬂpDEEpRTb KQAUYECTEC HEYAGYHEIX NONEBITCK EBOA3 NAR0NA (konuyecTeD HEYAIYHEIX NONBITOK):

H[’JCAC."I.‘{ZHTE."II:HCCTI: I'-3."IC:I’.11FCB|/.I1 ';-"-lETHCﬁ 3EANWUCK NONL3CEATENA (B MUHYTEX]):

PucyHok 255 - PepaktupoBaHue naponbHOM NONUTUKN
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Mpum.:

YnpaBneHue dyHkumamm UB.

8.15 JkcnopT

HacTtporka n pegaktMpoBaHuMe MNapofibHOW MOSIMTUKM OTKPbITbl MOMb30BaTento C [OCTYNOM K (OYHKUMK

B MeHI0 QKCNOPT BLINOMHAETCS SKCMOPT HACTpoek KoHdurypauum cuctemMbl B popmate XML (PucyHok 256).

[l Kondwurypauma cuctemel
] Ponn
] YyeTHbIe 3anucw
[ Konurypauna xypHanoe
] Mogynn n nx KoHGUrypauna
[l NaponsHaa nonuTHEE
[l Npoekt
] AnropuTMmbl
] OTYéETHI

] BnaHkn nepeknkoYeHnii
] MKy
] VIcTOUHKMEKM yNpaBneHna

] nar
] MonwuTopuHr ONPY

L] KoHgurypauna cnucKOB COCTORH M

[l NMnakatst K AUCNETYERCKHME METEHK

JECNOPTHPROEaTE KOHPUIYpaL KK

PucyHok 256 - QkcnopT KoHdurypauum

[lnsa akcnopTa AOCTYMHbI:

Pornu.

Y4éTHble 3anucu.

KoHdurypauums xxypHanos.
Moaynu n nx koHgurypaums.
[MaponbHaga nonutuka.

[poekT.

AnropuTtmsl.

OTYéThI.

KoHdourypaumusa cnmckoB COCTOSHUMN.
BrnaHku nepekntoyeHni.

MKY.

VICTOUYHMKM ynpaBneHus.

lMnakaTtbl N AMCNeTYEepCKME METKM.
nar.

MonutopuHr OINMPY.
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8.15.1 BbinonHeHue akcnopTa

Mpum.:

- 3KCﬂOpT MOXET 3aHATb NPOAOITXUTENTbHOE BPEMA.

- Paamep akcnopTupoBaHHOW KOHUIypaLmm MOXET OOCTUraTb HECKONbKUX rmrabant (B 3aBMCUMOCTM OT obbema

obopynoBaHUA B NpoeKTe).

1. B mMeHI0 DKCNOPT 3anonHuTe YekBOoKChbl y HE0OXOAMMbIX MYHKTOB.
2. Haxmnte dkcnopTtupoBaTb KOH(Urypauuio.
3. BbiGepute MecTo xpaHeHus dhanna n CoxpaHuTte.

CogeT: Jlyywe apxvBnpoBaTb KOHUIypaLmio Ans yMeHbLUeHNs obbema npy nepegave Apyrum.

8.16 3anyck ctopoHHero MO

B wmeHio 3anyck ctopoHHero MO pgonyckaetcs [o6aBnsTe [OOMOMHUTENbHbIE MPUIOXKEHWS,

otobpaxartbcsa B Redkit Workstation.
1. HaxmuTte Ha kHomky flo6aBuTb MO (PucyHok 257).

KoTopble OyayT

3gect MOXHO 334aTs Brewree M0, sanyckaemoe s APM

[ Aoasvmno ][ veiowmno

| My  paiiny AprymeHTe!

Her sanuceii

PucyHok 257 - lo6aButb MO

2. Hanuwwute Ha3BaHne n JobaBbTe NyTb K UCNOMHAEMOMY haniny CTOPOHHErO NpunoxeHus B popmarte EXE (PucyHok

258).
JoBaeuTe BHelw Hee MO x
HazeaHue: | microsip
MyTe K danny: | ChUsers\AppDatatLocal\MicroSIP\microsip.exe -

MapamMeTpi KOMaHAHOW CTPOKK |

| comaare [ Onea |

PucyHok 258 - lo6aBneHue HoBoro ctopoHHero MO
3. Haxmute Cospnatb (PrcyHok 259).

235



Redkit SCADA 2.0. PykosoacTso agMmuHuctpatopa OC Windows

Mpum.: 3anyck ctopoHHero MO MoxHO 3aaencTBoBaTh Yepe3 anropuTmel. NogpobHee B pasgene PyHkumm ons

JoBaeuTe BHell Hee MO

X

HazeaHue

MyTe K daiay:

MapaMeTprl KOMaHAHOW CTPOKK |

| microsip

|C:\Users\hppData\Locj‘l}MicroSlP\microsip.exe -

e |

e
__onen

paboTbl co cTopoHHUM [10.

8.17 O nporpamme

PucyHok 259 - Co!

XPaHUTb USMEHEeHUA

MeHto O nporpamme nokasbiBaeT gaHHble 0 nporpamme (PucyHok 260):

Coser: [lMonHas Bepcus MNporpammbl 0TOGpaxaeTcs HaBeQeHNEM Kypcopa Ha KpaTKylo BEPCUIO.

PEKBU3UTBI KMoYa NULIEH3UPOBaHNS;
AOCTYMHbIE onuuK;

AOCTYMHbIE NMPOTOKOJbI;

KpaTkasi Bepcusi [porpaMmbi.
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ll REDKIT
CONFIGURATOR

Koy an UeHz\poBaHMA

Cepeep kNO4ei 172.23.10.22
WMaeHTndukaTop kKnoua 3BBASDGF
AoctynHno APM 100
KonuwuecTeo curHanoe He orpaHuueno
KonWyecTeo apXxMBMpYEMBIX NapaMeTpos He orpaHuyeno
AocTynHbie ONUMK:

PeszepevpoBaHue cepeepos b1

Mogyns BnaHkoE Nepekn nYeHuiH

CeTb

Mogynb pac4éros

WEE-cepeep

Mogynbs oTuéToB

Mogyne GIS

MoHuTopuHr OMPY

PezepewposaHne cepeepoe Redkit SCADA

AocTynHble NPOTOKOABLI:
SNMP
Modbus TCP
M3K 61850
M3K 60870-5-101/104

2.11.21'1%

2.0.2110.3738 rEL:rI_!‘E.ﬂTj_IfE "MpocodT-CucTeme". Bce npaBa 3aly MU eHbl.

PucyHok 260 - O nporpamme
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9 OononHuTenbHble PYHKLUN

9.1 ABTomaTuyeckum 3anyck Redkit Workstation

HacTtpovika aBTomatudeckoro 3anycka Redkit Workstation BeinonHsieTcs Ha pabo4eli cTaHLmMmM onepartopa:

1. 3anyctute ytunuty configdeployer (no ymonuaHuio pacnonoxeHa B C:\Program Files\Prosoft-Systems\Redkit):
BBEOUTE PEKBM3UTHI CepBepa KYenm U ansa BblOpaHHOro koHdwurypaumoHHoro damna Redkit.ini yctaHoBute
PEKBU3NTLI NONb30BaTENS, OT KOTOPOro 6yaeT BbiNONHATLCA aBTo3anyck Redkit Workstation (PucyHok 261).

REDKIT 2.0

Deployer

CoXpaHUTb YUETHLIE AaHHbIE NONL3OEATENA EEN

fanova/AppData/Roaming/ProSoft-Systems/Redkit/Redkit.ini | [:'

Bb EC‘PHTC‘ gann gna CoXpaHEHWA ';"-IC"TIII: X JdHHBIX HAW OCT3BRTE NO
YMOAYEHWH W HEMMWUTE QK.

MonezoBaTenk | ivanov |

MNapone | ¢“| |
3afaliTe PEKBM3NTE NOMb30BATENA 1 HaxmuTe 'OK' gaa nepesanncu
KOHQUIYPAUWOHHBIX $EnN0B.
« Hazap H Nanee » |
Mporpauumui Loun e
m REDKIT 202110

PucyHok 261 - YyeTHble faHHble nonb3oBarens B configdeployer
2. Y ceoncts apnbika Redkit Workstation gononHutensHo nponuwwimnTe «-a» (PUcyHok 262).
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IFSIS I Redkit Warkstation

Twn ofbexTa: Mpunoxenwe

Pacnonoxenwe: Redkit

DabekT: |:'-.F'n:usuf't-5'_.'sterns'-.Hedk'rt'-.Hedk'rt.exe" 4 Redki il

Pafioyan nanka: |"C:'—-.F‘rc:gram Files".Prosoft-Systems\Redkit"” |

BICTPLIN BRISOE: | Het |

DkHo: DBbMHBIA paSMED OKHE b

KorreHTapwia: | |

Pacnonowenwe dmaiina | | CmeHuTe 3Hauok...| | JdononHuTensHo ...

PucyHok 262 - Hactpoiika sipnblka

3. B HacTponkax aBTo3arpysku npunoxeHun Windows nobasste Redkit.

9.2 BugumocTb TeroBs B AepeBe NpoeKTa

Ter oTobpaxaeTcsa B AepeBe NpoekTa, €CNK BbINOMHEHO O4HO U3 YCMNOBUN:

Ter NpuBsA3aH K annapaTtHOMY YPOBHIO;
Ter yyacTByeT B anroputmax;
TEr UMEET 3Ha4YEHNE MO YMOSTHaHUIO.

9.2.1 MNpuBsa3Ka TeroB K annapaTHOMY YPOBHIO

MpuBs3ka TeroB K annapaTHOMYy YypoBHIO BbinonHAeTca B Redkit Builder (pasgen Cesisb ¢ anmapamHbiM ypo8HeEM
aokymenTa «Redkit SCADA 2.0. Redkit Builder. PykoBoactBo agmuHuctpartopa. 2.0.2110. RU.76499597.62.01.29-01

32 05» Mo ymonuanuto pacnonoxeHo B C:\Program Files\Prosoft-Systems\Redkit\documentation).

9.2.2 YyacTtue TeroB B anroputmax

HacTpoiika Teros, y4acTBylOLLMX B anropntmax, BeinonHsetcs B Redkit Configurator (pasgen Anroputmel).

9.2.3 Teru c 3Ha4eHMEeM Mo yMOST4aHUIO

[ns BuanmocTn Teros B nepese npoekrta, KOTopble He NPpUBA3aHbl K annapaTtHOMY YPOBHIO U HE y4HaCTBYHOT B ariroputMax,
MOryT 3adaBaTbCAd TakKne 3Ha4eHuA no yMmondaHuio:

CTPOKOBbIE 3HaYeHua (pasaen MameHeHue onucaHusi 06bekmoes OaHHbIX U Ux ampubymos aokymeHTta «Redkit
SCADA 2.0. Redkit Builder. PykoBoacteo agmuHuctpaTopa. 2.0.2110. RU.76499597.62.01.29-01 32 05»);
eanHuLbl nsmepenus (pasgen PedakmuposaHue eduHuy usmepeHus aokymeHTa «Redkit SCADA 2.0. Redkit
Builder. PykoBoactBo agMuHuctpatopa. 2.0.2110. RU.76499597.62.01.29-01 32 05»);
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- MHOXWUTENW eanHn, nsamepeHus (pasgen PedakmuposaHue eduHuy, usmepeHusi pokymeHta «Redkit SCADA 2.0.
Redkit Builder. PykoBogcteo agmunmncTparopa. 2.0.2110. RU.76499597.62.01.29-01 32 05»).

9.3 [iByxcpakTopHas ayTeHTUpMKaums

9.3.1 NMopaepxxnBaemoe yCTPOMCTBO

YCTponCcTBO-CKaHep oTnevaTtkos nansues Futronic FS80H.

9.3.2 NMpouecc cozpaHnsa y4eTHOMN 3anmucu

Mpum.: MakcumanbHO BO3MOXHOE KONMYECTBO OTNEYAaTKOB ANA O4HOro nornb3oeartens = 5.

1. CkavanTte n yctaHOBUTE ApanBep NoAAepK1MBaAEMOro yCTPOMUCTBa-ckaHepa oTne4yaTkoB nansua.
2. CospawTe y4eTHYI0 3anncb B MEHIO YYeTHbIe 3anucu ¢ oTMeTKon [iByxdrakTtopHas ayTeHTudmnkaumus (PrucyHok 263).

Coxpannte” I OtmeHuts

famunna ‘ lleaHoe |
WA | ViBan |
OTyecTED ‘ MlIeaHoBKMY |

AOMKHOCTE | VkxeHep

MoruH ‘ vanov |

‘ HoEwlid napone |

3a VT oTo

ABTO33BRpLUEHKE 1 KoHTakT 1 ‘ |
ceaHca
; ; oBaEnTL |
Epema DezgencTEnA 4o A
5 MWUH

AETO3aBEPLIEHMA ceadca

22EE] [ JoBaenTe OTNEYATOK |
AeyxdakTopHan

SYTEHTH M KAL W A

| AgMUHKUCTpaTOp X || Onepatop X

PucyHok 263 - NpusHak aByxdakTopHon ayTeHTUthbmnkaumm
3. YkaxuTe gonycTMMoe KadecTBo oTrnevaTtka (no ymonyanuio 85%) n Haxmmte Havarb (PrcyHok 264).
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Co3gaHue oTnedvaTea X
JlonycTuMoe KadecTso OTNedYaTka:
ObkaTka: I Haua'rh{ﬁ[ OCTaHOBUTE |

HaunuTe obkaTky, UTobbI
CKAHWPOBATE OTNEYATOK

CoxXpaHWTs OTNeYaToK | [OTMEHa |

PucyHok 264 - Co3paHue oTnevartka

Mpum.: Ecnv nocne Haxatusa kHonku HavaTtb oTobpaxaeTcs owmnbka ckaHnpoBaHusa (PucyHok 265), To nposepksTe
NOAKIIOYEHVE U Hann4yve gpaniBepOB yCTPONCTBa-CKaHepa.

Co3gaHue oTnedarka X

Jonyctimoe kKadyecTeo OTNeYaTka:

ObBkaTka: | Hauatk | I OCTAHOBWUTE |

HauHuTe obBkaTky, utobbl
CKAHWUPOBATL OTMNEUATOK
OwKbKa CKAHWPOBAHWA

CoxpaHlTe oTReYaToK | I OtMmeHa |

PucyHok 265 - Owumbka ckaHMpoBaHUs
4. anIJ'IO)KVITe naney K ckaHepy. HauHeTcs npouecc co3gaHund otnedarKa.

Mpwn ycnewHom ckaHnpoBaHun oTobpasnTcs coobuleHne «CkaHMpoBaHME YCMELIHO 3aBepLUeHO (KayecTBO oTrnedvarka
N %)».

Mpn HeycnellHOM ckaHupoBaHuM otobpasnTcs cooblleHne «HegocTatoyHoe KayecTBO oTrnevaTka» U pekomeHgaumm
A5 NOBbILLEHNS KaYecTBa (CTpenkammn ykasaHbl HanpaBneHns asmxkeHus nansua (PyucyHok 266)).
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Co3gaHwe oTneyartka X

,ﬂt‘JI'IYCTH MOe KadecTBO oTneYaTka:

ObkaTka: | HauaTe | | OCTaHOBMTE |

a
< »

b4
W

HeaocTaTouHoe KaUecTeo OTNeuaTia

CoxpaHnTe oTNeYaTok | | OTtMeHa

PucyHok 266 - HegoctaToyHoe KayecTBO oTnevyarka

9.3.3 Nopsaok Bxoaa B cMCTEMY

1. 3anyctute npunoxenune Redkit.
2. BeeauTe pekBM3nTbl NONb3oBaTenNs.
3. HaxwmuTe BonTu. MNMosiButcsa coobuieHne (PucyHok 267).

REDKIT

SCADA

MpuUnoxnTe Naney K ckaHepy 417 NPOBEPKM OTMEYaTKa...

Hasap

PucyHok 267 - Bxop B Redkit ¢ oTneyaTtkom
4. MNpunoxuTe NaneL K ckaHepy.

Mpu ycnewHom ckaHuposaHum Redkit npogomkut 3arpysky n sanyctuTcs.

Mpun HeycnelwHoOM ckaHMpoBaHUKM 0TobpasnTca cooblueHne 06 ownbke (PucyHok 268).

CoobuweHne m
Ownbka ayTeHTMdMKaLMK: OTNEYTOK He coBnan
HU € OAHWM M3 COXPEHEHHBIX OTNEeYaTKOS ANA
YKa3aHHOTO NoAL30BATENA

PucyHok 268 - Owmbka ayTeHTUUKaumum

9.3.3.1 CmeHa napons nonb3oBaTteniemM

Ecnu pgna nonb3oBatenst Obina BkhYeHa [AOBYXdaKToOpHas ayTeHTudumkaumsi, TO npu CmeHe napons Oyget
3anpaluvBaTbCs OTMeYaToK nanbua (B TOM YMcne npu cCMeHe napons npu nepsom Bxofe B Redkit).

9.3.3.2 Nepenaya cMeHbI

Ecnu nonb3osatenb nepegaeT CMeHy Apyromy rnosib30BaTernto, y KOTOPOro BKItoYeHa ABYX(akTopHas ayTeHTMMKauums,
TO Mnocrie BBoAa naporisi noTpebyeTcs ckaHMpOoBaHWe oTnevaTtka nanbua.
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9.4 [Ipyrue pexumsbl padotbl Redkit Deployer

9.4.1 OOHOBIIeHue cucTemMbl

Pexxum obHoBneHusa cuctembl HyxeH, korga MK Redkit yxe ycTtaHoBneH, HO npu 3TOM BbIlWia HOBasi Bepcus C
n3MeHeHnsiMu B 6ase AaHHbIX. ECnv 3T0 NpounsoLwuno, npu 3anycke NpunoxeHue npeanoxnt obHoBuTb cuctemy (PUcyHok

269).

REDKIT 2.0

Workstation

CucTemHan ownbea: Bepona cxemel B Base JaHHBIX HUKE
TekyLed. Tpebyetca obHoBneHnE Basbl AaHHBIX

Beixos,

Mporpam s E Do e

m REDKIT 2.0.2110

PucyHok 269 - TpebyeTcss o6HOBNEeHue cucTembl

Mpoueaypa 0GHOBNEHUA CUCTEMbI

1. 3anyctute npunoxeHne Deployer oT uMeHn agMuHucTpaTtopa.
2. Bbibepute cooTBeTCTBYOWMN pexxum (PucyHok 270). HaxxvmuTte Oanee.
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BriGop pemuma paboTbl

O Cozgate cucremy Redkit SCADA

® O6HoBMTS i cTemy

) flo6asuTs ysen k cucreme

O yaanuTs cucremy

REDKIT 2.0

Deployer

OYAEHHTI: NOKANBH IR y3en CUCTeMel

M pconpamta s momin nesc

3] repkiT

Janee =

202110

PucyHok 270 - O6HoBneHne cuctembl
3. YKaxuTe peKkBu3nUTbI OCHOBHOIO cepBepa, MopT OCTaBbTe Mo ymMonyaHuio. Beegute nmsa nonb3osarensi U naporb u3
wara 8 pasgena YcraHoBka Postgres. HaxvuTe Oanee (PucyHok 271).

r ™
XK
REDKIT 2.0
Deployer
Hacrpoiika nogknrouenua k b/, HE
YKaKMTE PEKEW3UTBI NOLKHOHEHNA K cepeepy Bl coepxallgeny cucTteny.
Cepsep | 172.19.16.188 |
Mopr 5432 %
IMA CHCTEMBI | Redkit |
MMA nonszoEatend | postgres |
Mapoie | [T |
«Hazaa || Janee»
Nponpanis s Kosn ne:
3] reDKIT 202110

PucyHok 271 - YkaxuTe peKkBU3UTbI
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4. Ecnu Bce pekBuU3NTbI ObINK yKasaHbl NpaBUIbHO, NOABUTCA coobLueHne 06 ycrnelHOM OGHOBEHUN CUCTEMDI.
Haxmute OK. (PucyHok 272).

REDKIT 2.0

Deployer

loToEO | N |

OBHOBNEHWE CUCTEMEI YCMELUHO 33BEpLLUEHD.

Bravano || OK

20.2110

PucyHok 272 - O6HOBneHne cucTemMbl 3aBEPLUEHO
5. Otkponte chavin DbCtl.ini (0bbiuHO pacnonoxeH B C:\%appdata%\ProSoft-Systems\Redkit).
6. BnuwunTte HegocTatoLwme cTpoku B cekumto GRDServers anst KOppekTHoM paboThbl Kntoven NMUeH3npoBaHns
(PvncyHok 273).

[GRDServers]
1hfile=gnclient.ini

26 file=gnclient_reserv.ini
size=2

[Platform]
listen_addresses=127.8.0.1
listenPort=24231
connectTo=172.23.11.708:24235

PucyHok 273 - KoppekTupoBka ¢parina DbCtl.ini
7. CoxpaHute U3MeHeHus1.
8. lNepesanyctute cnyx0y Redkit System Service.
9. lMNosTopuTe Wwarn 5-8 Ha pe3sepBHOM cepBepe Redkit.

9.4.2 YnpaneHue cuctembl

Pexxum yoaneHuna CucteMbl MOXeT ObITb MCMOMb30BaH B HECKONbKNX cnyyadax:

- MonHoe yganenue MK Redkit. B atom criyyae Deployer yaanut 6a3y faHHbIX U KOHUIrypaunoHHble dannbl, 4Tobbl
He NPULLIOCh AernaTtb 3TO BPy4Hyt0. [locrne aToro nporpaMma MOXET ObITb yaaneHa Yyepes naHenb ynpaeneHus
CTaHOapTHbIM cnocobom.

- YpaneHue 6a3bl AaHHbIX U KOHPUIYPaLMOHHBIX hainoB, C BOSMOXHOCTLIO BEPHYTLCS K ucnornb3oBaHuto MK Redkit
nosxe.

- JlokanbHoe yananeHune Redkit Workstation (APM Onepatopa).

Mpoueaypa yaaneHus cuctTembl
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1. 3anyctute npunoxenne Deployer oT MeHn agMuHUCTpaTopa.
2. Bbibepute cooTBeTCTBYOWMIA pexxum (PucyHok 274). HaxvmuTte Oanee.

REDKIT 2.0

Deployer
BriGop pexuma paboTbl
) Cozgats o cremy Redkit SCADA
) 0BHoBUTE cHcTemy
':',ﬂ,oﬁasmh Y381 K CHCTEMe
) yganuTh nokankHLIi y3en ceTeml

%) yaanuTh cncremy

Nanee =
M perpamin v ai wosn e

m REDKIT 202110

PucyHok 274 - YaaneHue cuctembl
3. YkaxuTe pekBu3nTbl NoAKMoYeHns K cepepy B[], copepxaluemy cuctemy. Beeante nmsa nons3osatens u naporib
n3 wara 8 pasgena YcraHoska Postgres (PucyHok 275). Haxxmute Oanee.
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REDKIT 2.0

Deployer

Hacrpoiika nogxarouenuna k b, EEN

YKaKMTE PEKBN3NTBI NOLKMOHEHNA K cepeepy B, cogepralleny cuoteny,

Cepsep | 172.19.16.188 |
Mopr
IMA ClCTeMbl | Redkit |

MmA nonb3osarend | postgres |

Mapone | s |

«Hazaa || Janee»

M pconpamta s momin nesc

m REDKIT 20.2110

PucyHok 275 - YkaxuTe peKkBU3UThbI
4. Ecnn pekBM3nTbl ykasaHbl BEPHO, MOSIBUTCA OKHO C MHdopmauven ob ycnewHoMm yganeHun cuctembl. [pu
HeobX0aMMOCTM OTMETBTE OUYUCTKY KOHUIypaLMOoHHBIX darnos (PucyHok 276). HaxmuTe Oanee.

REDKIT 2.0

Deployer

Wudopmauyma EEN

YaaneHue cuectenel "Redkit” yonewno 3aseplueHo,

Cepeep 172231111
Mopt 5432
Wna B, Redkit

Ouucrmh NOKANLHEIE KOH QU IYpaLWoHHEIE Gaiinel

Mpanpann msd momin e

3] reDKIT 202110

PucyHok 276 - Ounctka KoHUrypaumoHHbIX ¢painoB
5. O3HakombTeCh C pe3ynbTaTtoM O4UCTKM KoHdurypauum (PucyHok 277). Haxxmnte OK.
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REDKIT 2.0

Deployer

PezynbTaT ouMCTKM KoH$HIypaumm EEE

¥YaaneHue EhlﬁpEHthx INEMEHTOE KOH@UIYPALMKM YCNELWHO 2aBepLeH o,

Bravano |[ ok

M pconpamta s momin nesc

m REDKIT 202110

PucyHok 277 - Pe3ynsTaT 04MCTKU KOH(UIypaLnoHHbIX dhannos

9.5 UmnopT KoHdUrypauum

MMnopT KoHdurypauum BeinonHsaeTca B npunoxeHun Deployer npu co3ganunm cuctembl Redkit (pasgen lNMepBuyHoe
KOHUryprpoBaHue):

1. Ha atane Bbibopa Tuna koHgurypauumn Beibepnte UMnopTt koHcurypaumm n 3arpysute XML-dann koHdurypauum
(PvcyHok 278).
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2. Haxmute Oanee.

X
REDKIT 2.0
Deployer
Tun koH$Urypauum EEEEEENERN
BeiGepuTe THN KOHGUIYPALMK CO353BAEMOA CHCTEMEI,
O KoH@urypauna no yMmonyadum
®|."|MI'IDpT KOH@UTypaunm
‘ D:/Redkit/TpeHaxep/trainer/train_config.xml HI'
= Hazag ] [ fdanee =
Mg M sl ECHn
3] reprat 20.2110

PucyHok 278 - UMnopT KoHdurypaummn

3. Bbibepute koHdurypauuto yanos UmnoptupoBaHHas koHdurypaumsa ysnos (PucyHok 279).
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REDKIT 2.0

Kondurypauua yznoe

OI'IFIE,B,EHHTE COCTAE Y3N0E, BXOLALLMXY B CUCTERY,

) ABTOHOMH I y3en
':'O,EI,HH cepeep SCADA
':'Cepeep SCADA C pezepeoM

@) [imnopTMpoBaHHAA KOHQHUIYRaUnA y3N0E

Deployer

= Hazag || fdanee =

Mgorpannid osn e

3] reprat

202110

PucyHok 279 - UMnopTtupoBaHHasa KoHdurypaums

4. Haxmute Oanee.

5. lNMpopgomxuTe cosgaHne cucTeMbl cornacHo pasgeny [epBuyHoe KoHUrypnpoBaHue.

- BHumaHue: [locne umnopTa KOHMUrypaumMm Bce MMerLmMecs y4eTHble 3anncu nons3osatenen Redkit 6yayTt

Fl B
A
Configurator.

9.5.1 OwmbGKa npu nmnopTte cTtapon Bepcumn KoHcurypaumm

3abnoknpoBaHbl. Pa3bnokmpoBka y4eTHbIX 3anncei BbINONHAETCS B MEHIO YUyeTHble 3anucu npunoxeHus Redkit

Owwmbka: He yaanock npountath Bepcuto cxembl B, [Ins npogomkeHus TpedyeTcs obHoBRNeHne KoHdurypaumm.

MpuuunHa: obHoBNeHne maxxopHon Bepcumn Redkit u nonbITka MMNopTa cTapon Bepcum KoHuUrypawumm.

PeweHue: crneayvite ykazaHusm, NpeacTaBieHHbIM B OKHe ¢ owwmnbkon (PucyHok 280).
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REDKIT 2.0

Deployer

Tun koH$Urypauuu EEEEEEERN

Owwnbka: He y1an0ck NPOYMTaTe BEPCHID CXeMbl B, ANA NpojonkeH i
Tpebyerca oBHoOBNEHHE KOHGHIYPaALMHK.

1. ¥cranoeuTte MO Redkit, w2 koTopoil BEINOAHANCA 3KCNOPT TEKYLLEH
KOH QW Iypaumum

2. MiMnopTupyiTe KoHQHIypaww o

3. OBHoeuTe Ha MO Redkit 2.0.2110.38

4, OBHoenTe cucremy B Redkit Deployer

IMoxeT noTpedoBaTecA oBHOBNeHWe npoekTa B Redkit Builder

Mperpans ne @ Do n e

3] reDkaT

PucyHok 280 - Owmbka npu umnopre

9.6 UuTerpaumna Redkit c cuctemon BnageoHabnroaeHna Macroscop

CueHapuii ncnonb3oBaHus:

KA B nonoxeHuun BknroueHo. Korga KA ctaHoBuTCs B nonoxeHne OTKNOUYeHo, To Ha cepBep Macroscop oTnpaensetcs
http-3anpoc.

LUA-ckpunT:

local curTag = scada.getCurrentTag("sl.VL1Q2.VL1Q2Controller.Q1CSWI1.ST.Pos")
local prevTag = scada.getPreviousTag ("sl.VL1Q2.VL1Q2Controller.Q1CSWI1.ST.Pos")

if (curTag.data == 1 and prevTag.data == 2) then

os.execute('curl -X GET "http://<ip-azmpec: nopT cepBepa Macroscop>/<apryMeHTH
http-3anpoca>"")

end

roe http://<ip-agpec: nopt cepepa Macroscop>/<aprymeHTsl http-3anpoca> - ato

http://95.153.236.230:8889/command?type=generateexternalevent&login=root&channelid=7432f3c5-013a-40aa-
a607-2dc374453b37&systemname=TESTcommand&information=preset1&information=Test"

CTpykTypa 1 aprymeHTbl http-3anpoca:

- http://<ip-agpec: nopT cepBepa Macroscop> / (MOXeT N3MeHUTCS)

- command?type=generateexternalevent (He nsmexsiemoe)

- login=— noruH cepsepa Macroscop (M3mMeHuUTcs B okoHYaTensHom NMHP)

- password= — napornb cepBepa Macroscop (M3meHuUTcs1 B okoH4YaTenbHom MHP)
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- channelid= — yHukanbHbIn ID kaxagon kamephbl (o6aButca HenocpencTBeHHO npu NMHP Ha o6bekTe)
Systemname= — Ha3BaHue BHellHen cuctemol (Hanpumep, OPY 220 kB)

- information= — cTpoka ¢ uHcdopmaumern o cobbiTum (HanpuUmep «oTkveHne BkodaTtens Ne1», no cobbiTuio B
Redkit)
- eventcode= — kop cobbiTusA (No cobbiTuo B Redkit, HaMMeHoBaHKe Koga unu HoMep)

3anyck anroputma OCYLIECTBMSIETCS MO npuxody Tera (B [OaHHOM crydyae Ter - MOMOXEHWE BbIKMHOYATENS
(s1.VL1Q2.VL1Q2Controller.Q1CSWI1.ST.Pos)).

9.7 JlorrupoBaHue

9.7.1 MNpaBuna norrupoBaHusA

MpaBuna norrmpoBaHus — HACTPOWKN BbIBOAA COOBLLIEHMIA ONpeaeneHHoro Tuna u/vnu kateropmm B LOG-dann.
MpaBuna norrmpoBaHus 3agatotcs B davine Redkit-Logging.ini (PncyHok 281). PacnonoxeHue:
C:\%appdata%\ProSoft-Systems\Redkit

[=] Redkit-Logging ini E3 ‘
1 HI[Rules]
2 *  debug=false
3 gt.*.debug=£false
- vkinetwork®.debug=£false
ivkcore*.debug=false
6 *. lua.critical=trus
7 *.lua.warning=false
: * _lua.info=false

*,lua.debug=false
10 ifw.*=true
11 —ifw.developer.build=false|

PucyHok 281 - ®ann Redkit-Logging.ini

dopmat npaBuna: <kateropus>.<tun> = true/false, rge

- <KaTeropus> — Ha3BaHue KaTeropum cooblieHuns (3agaHa NnporpamMmmmncTom);
- <tmn> — T1n coobweHus: critical, warning, info, debug (onuMoHanbHO).

B HasBaHun Kateropuu COOOLLEHNI MOXHO MCMONb30BaTh CMMBOM «*» B Ka4ecTBe NoACTaHOBOYHOIO 3HaKa B Hadarne,
B KOHLIEe U1 B 06enx nos3nuusx.

CTpOKM, HEe COOTBETCTBYIOLLIME 3TON CXEMe, UTHOPUPYIOTCA.

I'Ipanma NPUMEHAKTCA CornmacHo Nnopsaaky B cba|7|ne. Ecnn Heckonbko npasun NpUMEHAKTCA K KaTteropum nnm tuny, 1o
6yp,eT NnpuMeHeHOo NpaBuno, KOTOpPoe HXe OPYIrux, OTHOCALLMNXCA K aTomn KaTteropmum mnm tuny.

CopepxxaHue canna:

- *.debug=false — 3anpelleH BbIBOA, BCEX OTNAA0YHbLIX COODLLEHWIA ANs1 BCEX KATEropui.

- gt.*.debug=false — 3anpeLLeH BbIBOO BCEX OTNAAOYHbIX COOOLLEHMIN ONSA KAaTEropui, UMSA KOTOPbIX HAYMHAETCA C
|lqt n

- vknetwork®.debug=false — 3anpeLlleH BbIBO BCEX OTNAA0YHbIX COOBLLEHUIN NS KaTeropuin, MM KOTOPbIX
HaunHaeTca ¢ "vknetwork".

- ivkcore*.debug=false — 3anpeLleH BbIBOA BCEX OTNIA40YHbIX COOOLLEHNI AN KAaTeropuii, UMsi KOTOPbIX HAaYMHAETCS
¢ "ivkcore".
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- *.lua.critical=true — pa3speLueH BbIBOA KPUTUYECKMX COOBLLIEHMI 451 BCEX KATEropuin, MMs KOTOPbIX OKaHYMBAETCS
Ha ".Jua".

- *.lua.warning=false — 3anpelleH BbIBOJ BaXXHbIX COOOLLEHNI ANS1 BCEX KATETOPUIA, UMSI KOTOPbIX OKaHYMBaETCS Ha
"Jua".

- *.lua.info=false — 3anpeLleH BbIBOO MHOOPMAaLIMOHHbIX COOOLLEHN AN BCEX KaTEropui, UMsi KOTOPbIX
OoKkaH4ymBaetcs Ha ".Jua".

- *.lua.debug=false — 3anpeLleH BbIBOA, OTNAAO04YHbIX COOBLLEHMIN AN BCEX KaTEropui, UM KOTOPbIX OKaHYMBaETCS
Ha ".lua".

- ifw.*=true — paspeLlLeH BbIBOA BCEX COOOLLEHMI ONs1 KATEropuin, NMs KOTOpbIX HadnHaeTcs ¢ "ifw.",
- ifw.developer.build=false — 3anpeLueH BbIBOA BCcex coobLueHun ans kateropun "ifw.developer.build".

Ecnu yctaHoBneHo npasuno normpoBaHus *.debug=true, 10 BbiBogaTca BCE coobwenuns yposHs DEBUG, koTopble He
3anpeLleHbl HUXe.

9.7.2 HacTpouka norrupoBaHus

Hactponka LOG-camna Redkit BbinonHsercs B cootBercTBytowem INI-cbanne Redkit. Hanpumep, HacTpoiika
LOG-ganna Redkit-Service 6yaeT BoinonHatbea B INI-cbanne Redkit-Service.

1. Otkpowite cootBeTcTBYOWMIA INI-chbarnn.
2. B cekumu [Logger] BIMLIMTE HACTPOWKUN N UX 3Ha4YeHWe cornacHo Tabnumue 70.

Tabnuua 70 - HacTpoiiku norrmpoBaHua

Hactpoika NMpuHuMaeMblie 3Ha4yeHUA | 3Ha4yeHue no ymonyaHuto | OnucaHue

logfile_path MyTb - Myt po LOG-cpanna.
Ons Windows, B
KayecTBe pasgenurenen
nyTw, ncnonb3yercd

nBoriHon cnew «\\».

Mpum.: Ecnun HacTponka
He 3anornHeHa, To
LOG-thavinel 6yayTt
XPaHWUTBLCSA B AUPEKTOpUM
no ymon4yanuto: C:\%temp

%\ProSoft-
Systems\Redkit\
loglevel Debug Debug YpoBeHb nora
Warning
Critical
Fatal
Info
logsize N{K,M,G} ™ Pasmep nora B chopmate
N{K,M,G}
logfree_volume N{K,M,G} 200K OcBoboxpgaembi npu
nepenonHeHnm obbem nora
B popmate N{K,M,G}
logcheck_period MuHyTbI 10 Bpems mexay npoBepkamu

obbema nora

Mpumep:

[Logger]

logfile path=D:\\Redkit\\Redkit Logs\\Redkit-Service.log
logleveI=Info

logsize=50M

logfree volume=4M
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logcheck period=5

MapameTpbl NnpumeHsatoTca nocne 3anycka Redkit.

9.8 HacTpouka KoHBepTepa ocuunriorpamMmm

KoHBepTep ocumnnorpamm paboTaeT B BUAe Cnyxbbl U yCTaHABNMBAETCS HA OCHOBHOM U pe3epBHOM cepBepax Redkit.
KoHBepTupoBaHue ocuunnorpaMmm BeinosHsietca ns gopmata STO B popmat COMTRADE.

TpeboBaHusi nepea HACTPOMKOMN:

1. lNpwn yctaHoeke Redkit 4omkHbI BbITb BbIGpaHbl KOMNOHEHTLI CnyX06a KOHBEPTUPOBaAHUSA OCLIMIINIOrPamMM,
Guardant driver, Guardant Net Server, MSVC redistributable (war 4 pasgena YcraHoska Redkit).

2. Heobxoaumo BbINONHUTL NOAKMIOYEHNE K cepBepy kntoven nuueHanposanna yepes Redkit Deployer (war 3
pasgena NepBuyHoe KOHUrypnpoBaHue).

Hab6op c¢annos [10 koHBepTUpPOBaHUSA:

1. ®ann(bl) ocumnnorpamm B hopmate STO.
2. BcnomoraTtenbHbin dhann(sl) B hopmate DST, Heobxogumbin ansa yteHnsa STO-channos ocumnnorpamMmm.

HacTpomka:

1. 3ananTte B AUPEKTOPUIO XpaHEHNs KOHUrypaumnoHHbIX cannos Redkit Ha ocHOBHOM cepBepe (Mo ymonyaHuio
pacnonoxeHa B C:\%appdata%\ProSoft-Systems).
2. Otkponte chann OscConverter.ini (PucyHok 282).

Eﬂ[ﬂscﬂonverter]
formats=sto
checkInterval=l
removeConverted=false
user=
6 password=

2 [H[0OscSearchPaths]
9 1\NoscPath=
1C 1\storeFath=
1] 1\descPath=
size=1

[T =S R L T

[

[
[

Vet
)

{1

] [Platform]

L5 listenAddress=127.0.0.1
16 listenPort=25231

18 [H[GRDServers]
1\file=gnclient.ini
size=1

(Ns]

b =

[
—

PucyHok 282 - ®@ann OscConverter.ini
3. BanonHute cekumn [OscConverter] n [OscSearchPaths] cornacHo Tabnuue 71 n Bawmm TpeboBaHUSIM.
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Tabnuua 71 - OnucaHune cekuumn

Cekuus Ctpoka 3HauyeHue no OnucaHue PepaktupoBaHue
yMosnyaHuo
[OscConverter] formats sto dopmart He nameHsaTsb.
ocuunnorpaMmm o OcTaBnTb 3Ha4YeHme
KOHBEPTUPOBAHMS no yMOS4aHuio.
checkinterval 1 WHTepBan (MuH) He nameHsaTb.
npocmoTpa OcTaBuTb 3Ha4YeHne
yKa3aHHbIX no yMOSYaHuio.
anpekTopun
B CEeKL MM
[OscSearchPaths]
Ha Hann4yne
HEKOHBEPTMPOBAHHbIX
Gannos
ocuunnorpamm
removeConverted false YnaneHve - OcTaBkTe
NCXOOHbIX dhannos false, ecnv HE
ocuunnorpamMmm HAD'O yoanaTb
nocne ncxoaHble hannsl
KOHBEPTUPOBaAHUA ocuunnorpaMmm
nocre
KOHBEPTUPOBAHUS.
- Bnuwwute
true, ecnn
HAOO ynanstb
ucxofHble hannel
ocumnnorpamm
nocne
KOHBEPTUPOBAHUS.
user nycTo PekBunaunThbI Mo TpeboBaHuio.
nosnb3oBaTerns, YkasblBaTb Mo
password OT NpaB KOTOPOro TMNy poMeH\ums
Hago Nony4nTb nonb3oBaTens
[OCTYN K yaaneHHbIM | unn \ums
OVpeKTopuaM nonb3oBaTens,
XpaHeHus ecnu yvyeTHasi
ocuunnorpamm 3anncb HaXO4MTCS

He B JOMeHe.
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Cekuus

Ctpoka

3Ha4yeHue no
YMOM4YaHuio

OnucaHue

Pe,anTVIPOBaHVIe

[OscSearchPaths]

1\oscPath

nycTo

OupekTopus
pacnonoxeHusi
UCXOAHbIX (hannos
ocuunnorpamm

Ykasatb
ob6sa3aTensHoO. B
AaHHOW OnpeKkTopun
XPpaHATCS:

- MCXOOHble
STO-dannbl
ocumnnorpamm;

- BcnomorarternbHble
DST-dannsl,
€Cnn He ykasaHa
oTaenbHas
avpekTopus
B CTpOKe
1\descPath Huxe;

- pesynbrupytowme
dannebl
ocumnnorpamm,
€Cnn He yKasaHa
oTaenbHas
anpekTopus
B CTPOKE
1\storePath Huxe.

Mpumepsl
3anonHeHus ]
CMOTpUTE HNXe

1\storePath

nycro

LupekTopus
pacnonoXeHus
pe3ynbTUPYHOLLMX
dannos

Mo TpeboBaHuio.

Mprmepbl
3anoriHeHns ]
CMOTPUTE HWXKE

1\descPath

nycTo

OupekTopus
pacnonoxeHus
BCMOMOraTenbHbIX
DST-dannos

Mo TpeboBaHuio.

Mpumepsl
3anonHeHus 1
CMOTpUTE HWXE
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Cekuums Ctpoka 3HauyeHue no OnucaHue PepaktupoBaHue
yMoOn4yaHuio
size 1 KonnyectBo PepaktupoBarts,
HabopoB ecnm ecTb
pacnonoxeHum MHOXEeCTBO Habopos
WUCXOLHbIX U pacnonoxeHum
pe3ynbTUpYyHLLNX NCXOOHbIX W
havinos pes3ynbTUPYHOLLMX
awvnos, T.e.
3HayeHue
size = Habopy
pacnonoXxeHun,
Hanpumep,

1\oscPath=C:/

New_Folder/1Source_|Osc

1\descPath=C:/
New_Folder/1Source |

1\storePath=C:/
New_Folder/1Result_|

2\oscPath=C:/
New_Folder/2Source |

2\descPath=C:/
New_Folder/2Source |

2\storePath=C:/
New_Folder/2Result_

size=2

Desk

Folder

Osc

Desk

Folder

Mpumedanwue: 1 — Npumepbl 3anofHEHWUS:

- Ang cannos, pacnofoXeHHbIX NokanbHo — nyTn Buga C:\OcuursinoespaMmsi;
T\oscPath=C:/New_Folder/1Source_Osc
1\descPath=C:/New_Folder/2Source_Desk

1\storePath=C:/New_Folder/3Result_Folder
- Anga cdannos, pacnonoxeHHelx yaaneHHo — nytn suga \\10.x.x.x\OcyusnozpamMmmei:

T\oscPath=//10.113.0.4/Temp/New_Folder/1Source_Osc
1\descPath=//HXQSA/Temp/New_Folder/2Source_Desk
1\storePath=//10.113.0.4/Temp/New_Folder/3Result_Folder

4. CoxpaHuTe nsameHeHus B channe.

5. B ancnetyepe 3agav Windows 3anyctute cnyx0y KOHBEPTUPOBaHUA ocuunnorpamm oscconverter (PucyHok 283).
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£ lucnetuep 3azay - u X
daiin [Napametpel Bua

Mpoueccsl MpouzBoaUTensHOCTL XKypHan MpunoxeHuii AeTozarpyzka [lonbsoeatenu lNoapobuoctn Chyxbel
Wma a WA np... Onucanue CocroaHue lpynna ~
'ij,-OneSyncSVc CHHXpOHW2aLMA y3na OcraHoeneHO UnistackSvcGro...
) OneSyncSvc_Baec/ 12644  CuvHxpoHwu3auwua yana_8aec/ Buinonunaetca UnistackSvcGro...
oscconverter oscconverter OctaHnrnaun

05064 Office 64 Source Engine OcraH anyctute

L p2pimsve [uncnetuep yaoctoeepenuna cet...  OcraH OcraHoBuTL

) p2psvc [pynnupoEKa CeTeBkIX yuyacTHU... OctaH [NepezanyctuTb

,_ PcaSvc 9748 CnyxHa NoMOLLHWKE MO COBMe... BrinoJ OTKpbLITL CAy6bI

v PeerDistSvc BranchCache OcraH e e

, perceptionsimulation Cnyxba umutaumm socnpuatua...  OctaH o

% PerfHost Xoct 6ubnuoTtexu cuetumnka np...  OcraHusmenu

“:.PhoneSvc 2380 TenedoHHanA ceAzb BeinonHaeTca LocalService

% PIEServiceNew 6076 Intel ® PROSet/Wireless Service  Brinonuserca

'l'—',-,- PimIndexMaintenanceSvc Cny>kba KOHTaKTHBIX AaHHbIX OcraHOBNeHO UnistackSvcGro...
,_ PimindexMaintenanceSvc 8... 12644  CayxBa KOHTaKTHLIX AaHHbIX 8a... Beinonnsetcs UnistackSvcGro...
Lipla XKypHanbl U onoeelleHna Npou... OctaHoBneHO LocalServiceNo...
S PlugPlay 1124 Plug and Play BuinonusaeTca Dcomlaunch

L, Pml Driver HPZ12 5028 Pml Driver HPZ12 BeinonHaeTca HPZ12

% PNIRPALtnRea € moichia muf naea i unen eon Oetadaenaun LacalSenicaPos Y

MeHbwe = =& OTKpEITE CIyKObI

PucyHok 283 - 3anyck cnyx6bl oscconverter
6. lNosTopuTe warn 1-5 gons pesepBHOro cepeepa.

9.9 HacTpouka onpoca ocuunnorpamm no M3K 61850

Ocuunnorpammbl XxpaHaTcsa B B 1 onuuoHanbHO B ykasaHHom gupektopumn B popmate COMTRADE (ZIP-gann).
Ecnu nyTb 0O ANPEKTOpUN XpaHEeHUs OCUUIIIIOrpaMM He yKasaH, TO OCUMIIorpaMMbl COXPaHSTCA Tonbko B B/,
Ycnosus HaCTPOWKK:

- Cuctema Redkit HacTpoeHa, Bkntodas npuem gaHHbIx no MOK 61850.
- YcTaHOBMNEH BHELUHWI MPOCMOTPLLMK OCLMIINIOrpamMm.

Mpum.: BHelwHWI npocMoTpLUMK ocumnnorpamm SignLab BelgaeTcs no 3anpocy y NpousBoanTens.
Mpouecc HacTponku:

1. Otkpowite cpann npoekta B Redkit Builder. B cB31 ¢ annapaTtHbiM ypoBHEM ybeauTech, YTo y He0OX04MMOro
knneHTa 61850 3anonHeH Yekbokc Onpoc ocuunorpaMmMm 1 ykasaH nepuog onpoca ocuumnnorpamm (PucyHok
284).
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Annaparnbid yposens

M3K 60870-5-104 Cepsep 0 + Hactpoiikun knnenTa 61850

M3K 60570-5-104 Knerw 0 HanmeHoBaHWE MCTOMHUKS AaHHBIX TOR_300_DZAT_023

4 M3K 81830 Knvest 421

Onucanue MCTOYHMKS GEHHED TOR_300_DZT

» TOR_300 DZAT_023 (TOR_300_DZT) 4211 P
Pexcum © B padere

Madbus TCP 0 () Orrneouen

Snmp 0 IP-agpec 192.168. 50 . 1
Omnpate 3asepweHue TY [ ]
ResvTms 1=
Application Title 1.1.890.1
AE Qualifier 12
(Onpoc ocuranerpamm [m]
Mepuoa onpoca ocyranorpamm (cex) 300 -

Koawposka daiinoe ocuwanorpamm | UTF-8
Wurepsan arperavum (wn.) 1z

Curnan ceazu

JucneTyepckoe HaMMeHoBaHNE Mma 61850 Mg
TOP 300 37T 120 1.Caase ARTS1.AR1S1ControllerEPSTLCCH1.ST.Chliv.stVal 4
MHTEHCMBHOCTE NOTOKE AaHHBIX

JucneTyepckoe HAMMEHOBAHNE Mma 61850 Mg

Obvextnan mogens TOR_300_DZAT_023

Habima

Wma Data type Onucanue Mpueazka -
[+ CTRLALLNO LLNO

Mpwessano curnance: 4211 -

PucyHok 284 - Onpoc ocumnnorpamm B Redkit Builder
Cospawnte OUPEKTOPUIO AN XpaHeHWs OCUMUNIIOrPaMM.
OtkponTte Redkit Configurator n 06HOBMTE NPOEKT.
Mepengunte Ha BkNagky HacTtpomnku ysna.
Y6enuteco, 4UTO B cepBUCHbLIX y3nax (Redkit_System_Service — pna ogHocepBepHo KoHdurypaummn, Redkit Master
n Redkit Slave - ona koHUrypauum ¢ pesepsmpoBaHnemM) gobasneH moayns KnueHTt npotokona lec61850 (PucyHok
285).

apkwbd

HazgaHune
¢ Redkit_Arm
b Redkit_Configurator

-+ -+ M+
m @ @
o [P

* Redkit_Systemn_Service
ApxnENpOEAHKE

McnonesoeaHne AMCKa

KnuenT npotokona lecl04

KnwnenT npotokoena lecdl850

Mogyne 3anncn curnance e B

Mogyne 3axeata oBopyaceaHna

Mogyne koHTpona cepeepoe B

Mogyne obpaboTen BNaHKos NepenroYeHIi
Mogyne cHxpoHmsaumy © B
MnaHMpoELLNMEK BBIZAYN KOMaHS YPAETEHNA

Potauwa apxmea coBeimmi

Cepeep obpatoTin coBuimrii

PucyHok 285 - KnueHT npoTtokona lec61850
6. BHyTpu mogynsa KnueHT npotokona lec61850 3anonHuTte 4ekboKC y HacTporkvu Bkniountb onpoc
oCLUIIIOrPaMM 1 yKaxnTte NyTb 40 AUPEKTOPUM ANsi cCOXpaHeHusa ocummnnorpamm (PucyHok 286).
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Hazeanue

» Redkit_Configurator

¥ Redkit_System_Service
ApxMBMpOBaHKWE
leHepaTop M3MEHEHWIA TEroE

Mcnonezosanwe Ancka

Knnent npotokona lec104

Knnent npotokona lec61850
NokansHeie NapamMeTpsl CUCTEMB
Mogyns 3anuck curHanos B b
Mogyns 3axeata o6opysosaHna
Mogyne o6paGoTkn GraHKoB NEpEKTOYEHWA
Mogynb 06paboTki HENPUBASAHHBIX CHIHANOE
Mogynb CUMyAALMK YNpaEEHUA
Mogyne cuHxpoHusaLun © Bl
MAaHWPOBLLMK BEIA3YM KOMAHJ YNIPaBAEHWUA
Potauun apxiea cobbiTuii
Cepeep obpabotkwn cobbiuit

¥ Redkit_Workstation
APM Oneparopa

-+ +]
o @

] [

Wwn obvekta | Kament npotokona lec61850

Wma knacca ana mogyna | lec61850Clent

iec61850-client

Wms dhaitna mogyns

b OBwue
b MoHuTopuHr

¥ YacTHme

I BKAKOUWTE ONPOC OCLIMANDIPAMM I

[[] BraroumTs yaaneHue cTapsix oCLWAMOTPaMM
PesepEHblid MOAY/b AEPXAT B DEXWME ONpOCa
CoxpaHsTE NONL30EATENS

YnpaeneHue KauecTEoM

Bpema accoumaumm (mc)

Bpema Gydepusaumn (mc)

Bpema oxuaanus nogreepxagerun Operate (Enhanced), mc

Bpema oxuaaHua(mc)

AnMTENbHOCTE XPaHEHWA OCLWANOTPEMM, CyTKH
3apepokka cTapTa (Mc)

3anazgbiBaHUe BPEMEHK (MC)

Kateropus wHuumMatopa

OnepexeHe BPEMEHN (MC)

Mepuog wHbopMMpoBaHMa (cex)

Bpema Hauana yaaneHns OCLWUIOrPaMM, YBCHMUHYTE

WaenTudmkatop cepeepa

80000
65000

000

43200000

H;]Jﬁﬁlgjﬂg

I MyTe AnA cOXpaHEHNS OCLMANOTPaMM

Chosch,

Cnucok rpynn ycTponcTe

7. Haxmute NMpuMeHUTD.
8. Mo TpeboBaHuo. HacTponTte yaaneHue crapbix ocumnnorpamm (PucyHok 287):

a.
b.

3anonHuTe 4yekbokc Yy HaCTpOﬁKM BknounTtb yAaneHune CctapbiX ocyunnorpamMmm.

PucyHok 286 - HacTtpoiku onpoca ocuunnorpamm

YcTaHoBUTE ANUTENBHOCTL XpaHeHuda ocuunnorpamMmv B HaCTpOIZKe OnutenbHOCTb XpaHeHusA

ocuunnorpamMm, CyTku.

YkaxuTe Bpemsi Havarna yaasneHus ocuMnnorpaMM B HacTpoiike BpeMsi HaYana yaaneHus ocuunnorpamm,

YaCbl:MUHYTbI.
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Hazsarue

Knwent npotokona lec61850 ]

Wmn obbekta | KnmenT npotokona lec61850

» Redkit_Configurator B @& X
) : Wms knacca ana mogyns | lec61850Client

¥ Redkit_System_Service g & X

ApxuBMpOEaHUE ot Wma daitna mogyna iec61850-client

FeHepaTop WSMEHEHWI TEMOB > | » O6uwme

WcnonssosaHke gucka X

r M
Knwent npotokona lec104 X )

¥ YactHue

JlokansHeIE NapameTpsl CUCTEMBI X BXAIOUATS OMPOC OCLMANOTPaMM
Mogaynb 3anucu curHanoe B bJj X
N I TR SRR R % | BrAHOUMTE YAaNEHWE CTAPBIX OCLMANDTPaMM
Mogyne 06paboTkn GAaHKOE NEPEKIYEHWIA b4 PesepeHbiii MOAYNb AEPHKETH B PEXMME ONpoCa
Mogynb 06paboTkn HENPUEASAHHBIX CUTHANDE X CoxpaHATE NONLI0BATENA
Moayne CUMyNALMM YNPaBNEHWS X Ynpasnerye kauecTsom
Moayne cHXpoHWUSaLMK C X ,7
I'IJ;.:-cyupnsuw:.:u,qauu KDMBBAHA yNpaeseHus X Bipesn accoukaLym (o) 00 o
PoTauua apxuea coGbITHA X Bpenn Bygepusauun (mc) 180000
Cepeep o6paboTku coBITHA > Bpema oxuganua nogTeepkaenna Operate (Enhanced), mc 65000 :
¥ Redkit Workstation o & X Bpewn oxuganua(me) T
APM Onepatopa X
I JAUTENBHOCTE XPaHEH WA OCLMANOTPaMM, CYTKI 2 3 I
3agepxka cTapTa (Mc) 1000
3anasgpiBaHWe BpEMEHK (MC) :

Kateropua uHuumatopa

OnepexeHne BpeMeHn (Mc) 43200000

Mepwog wHdopMuposaHua (cek) 60 o

Bpema HaYana yAANEHA OCLLNOT PEMM, YACHMAHYTE 20:00 I
WaeHTudukatop cepeepa | 1

MyTe 4nA COXpaHEHWA OCLMANDTPaMM

Cnncok rpynn ycTpoicTse |

PucyHok 287 - YpaneHue ctapbix ocuunnorpaMmm
9. Haxmute NMpumMeHnTb.
10.B y3ne Redkit_Workstation BHyTpn mogyns APM OnepaTtopa ykaxute nyTb 4O AUPEKTOPUN ANsi COXPAHEHUS
ocuuMnnorpamMm 1 NyTb K NporpamMmme npocmMotpa ocuunnorpamm SignLab.Applmage (PucyHok 288).
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HazeaHwe

b Redkit_Configurator

¥ Redkit_System_Service
ApxUBUpOBaHWE
[eHepaTop U3MEHEHWI TETOB
Mcnons3oeaHue ancka
KnwenT npoTokona lec104
KnweHT npoTokona Iec61850
NokanbHble NapaMeTphl CUCTEMBI
Mogynab 3anucK curHanoe B b
Mogynb 3axeaTa oGopyaoBaHWA
Mogyns 06paboTki GnaHKOE NEpeKIoYEHi
Moayns 06paboTki HENPUBEASAHHBIX CUMHANOBE
Mogyns CUMyAALMK YN paBneHns
Mogynb cuHxpoHuzaumm © B
MAaHWPOBLLMK BBIA3YN KOMAHA YNPaBieHns
PoTauwa apxwea coBeiTuit
Cepeep o6paboTkn coBuTHiA

¥ Redkit_Workstation
APM Onepatopa

B B =
1+ =1
B B =

F Ubwne
¥ MoHuTOpUHT

¥ YacTHwe
[] ABTomaTiueckuii BxoS, NOCAE BEIXOAA M3 CECCHI
[[] OTKkpr4BaTE TOABKD OAWH IKIEMMAAD MHEMOCKEME!
OtobpaxaTe MUKPOCEKYHA B
OtobpaxaTts Ha Cxeme nnakate Ges wabnoHos
[[] OToBpaxaTe TOYKM B MECTAX COERMHEHMA IMHMIA Ha MHEMOCXEME
Bydep Tabany B OHAZIAH pEXUME (CTPOK)
Bydep Tabanuyp TekyLux faHHbx (CTpOK)
[nyGuHa nepeoHa4anbHON 3arpysku Jepesa
3agepskka COOGLWEHNA CUHXPOHW3ALMIA COBBITIA (MC)
3agepoxka cpabaThiBaHWA SBYKOBOH CUrHANMIALMN (MC)
3anac BpEMEHI NPW 3arpyske rpaduka (%)
WHTepean perpocnexkTesl (MuH)
MaKCHMManEHOE KOMUECTEO CUTHANOE B rpynne
MaKCHMyM CUTHANOE A0S MMCTOTPaMM
MaKCHMyM CUrHaNOB AR IMHEHHOTD DEXWME C OAHOR LWIKANOH
MaKCHMYM CUTHANDE ANS MMHEAHOD PEXMME C PA3AENEHEIMA WIKANAMA
MakCHMyM CUTHANDE ANS PEXMME CPaBHEHMA
OrpaHWYeHWe CHETHMKE CTPOK (CTPOK)
Mepuog obHoeneHnA rpaduka (Mc)
MNepuog curnanmzaunin cobeThii (gHei)
Mopor nogrpyskn JaHHBX (CTPOK)
Pasmep Bydepa tabany (cTpok)
CBA3k C MOAYNEM MCMIOAHEHWA ATOPUTMOE (MC)
UYncno CTPOK NEYaTi ¢ NpesnpocMoTpomM (CTpoK)
LUnpwHa wara rpadwka (px)

KOppPEKLMA WHPUHBI TMHAN

00

000
000
00
00

0000
000

S

0.001

I'Iy'ru AQ KaTanoroe C ocUWANorpaMmMania

MyTs K NpOrpaMMe NpOCMOTPE OCLMANOTPamMM

| C\osc\,

data\signlab\ 2600\SignLab.exe

MyTe K daiiny Temb

prosoftquick/themes/prosoft.q

11.Haxmute MpumeHuTb.

PucyHok 288 - HacTpoika onpoca ocuunnorpamm

12.Mepes3anyctute cnyx0y Redkit System Service.

Ocuunnorpammbl OyoyT ckaumBaTbCs aBTOMAaTUYECKM C 3afdaHHbIM Nepuogom onpoca u3 wara 1. Xopg 3arpysku
MOXHO oTcrneauTb B nor-cpavine Redkit-Service.log (no ymonyanwuio: C:\%temp%\ProSoft-Systems). [Nocne okoH4YaHus
CKayMBaHWUs ocuMnnorpamMmm ¢ 3agaHHbIM NepPUogoM onpoca B XXypHane cobbituin Redkit Workstation 6yneT cosgaeatbes

coObITue.

OTtobpaxeHnne ocumnnorpamm BbinonHsetrcsa n3 Redkit Workstation (pasgen Ocuyunnozpammel pokymeHTa «REDKIT
SCADA 2.0. PykoBoacTteo onepatopa. 2.0.2110. RU.76499597.62.01.29-01 02 34 01». 1o ymon4aHuio pacrornoxeHo B
C:\Program Files\Prosoft-Systems\Redkit\documentation).

9.10 HacTtpouka otnpaBKku coObITUX Yepe3 cepBUC SMS.ru

honh-=

Bnuwwute Tekct LUA-ckpunTa:

if scada.hasEvents ()

then

3aperncrTpmpymntechb Ha canTe cepBuca Sms.ru.
B MeHio AnroputmMbl co3fianiTe HOBbIN anroputm Lua cornacHo pasgeny CosgaHue n HacTporika anroputma.
3anonHuTe YekboKC 3anyck No coObLITUAM.

for event in scada.events()
if last sms_time == nil then

last sms_ time

end

event.time

if last sms time <= event.time then
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last sms _time = event.time
message = 'msg="' .. event.description .. '"'
os.execute ('curl --data-urlencode ' .. message .. '"https://sms.ru/
sms/send?api id=<pam api id>&to=<xHomep nomyuaTena>""')
end
end
end

- <Baw api id> — api id gna oTnpaBkM coobLLEeHUN (pacnonoxeH Bo Bknagke «lMporpammmcTam» B JIMHHOM
kabuHeTe cepBuca sSms.ru);

- <HOMep nony4yarensi> — Homep Teﬂeq)OHa nony4arena ¢ Kogom CTpaHbl 0e3 3Haka «+» B Hayane. Ons OTnpaBKn
HECKOJTIbKMM Mnony4aTtesidiM HoMepa yKa3blBaloTCA Yepes 3anAaTyro 6e3 I'IpOGGJ'IOB.

Mpum.: AkTyanbHyto MHOpMaLMo NO Tapudam YyTOYHANTE Ha canTe cepBmMca sms.ru.

9.11 HacTtpouka NAar

3anonHenue MNAI BoinonHaetca B Redkit Workstation (pasgen M4 pokymenta «REDKIT SCADA 2.0. PykoBoacTteo
onepartopa. 2.0.2110. RU.76499597.62.01.29-01 02 34 01». Mo ymonyaHuto pacnonoxeHo B C:\Program Files\Prosoft-
Systems\Redkit\documentation). lNpeasapnTensHO HEO6XOOUMO BbIMONTHNTL HACTPOWKY:

1. O6opynosanue MO gomkHO GbITb A0GaBNEHO Ha cxeMy M 00beanHeHOo B ycTaHoBKY B peadaktope Redkit Builder
(paspen CosdaHue epachuyeckol mexHonoauveckol cxembl gokymeHTa «Redkit SCADA 2.0. Redkit Builder.
PykoBoactBo agMmuHucTpaTopa. 2.0.2110. RU.76499597.62.01.29-01 32 05»).

2. CwurHanbl MO gomkHbl 6bITe NPMBA3aHbI K annapaTHOMY YpoBHIO (pasaen Cesasb ¢ annapamHbiM ypoeHeM OOKYMEHTa
«Redkit SCADA 2.0. Redkit Builder. PykoBogcteo agMuHuctpatopa. 2.0.2110. RU.76499597.62.01.29-01 32 05»).
Y obopynosaHus MOl YeTbipe Nornyeckmx ysna:

a. PGGIO — AkTMBHas MOLLIHOCTb.
b. PBRGGIO - lNBP: MUHMMYyM, Harpy3ka, MakCUMyM.
c. PPBRGGIO — INMMNBP: MruHMMYyM, Harpyska, MakCUMyM.
d. UDGGGIO — YI': MMHUMYM, Harpyska, MakCUMyM.
3. B meHio NMpoekT Redkit Configurator 3arpy3nTte dainn npoekta ¢ HacTponkamu n3 waros 1-2.

4. B wmeHio Moaynum Redkit Configurator no6asste mogynv Mogyns 3anucu NMAC v Potauna NAT B yanbl Redkit_Master
n Redkit_Slave.

5. Ina Mogynsb 3anucu MAI ycraHosute npuoputeT B y3ne Redkit_Master = 101, B yane Redkit_Slave = 100.
' BHumanume: [Npu nepesarpyske npoekta B Redkit Configurator:

L8 . ecrms 3arpy>xaeMom npoekte ecTb Te e [N, 4To 1 B paHee 3arpy>xeHHOM NpoeKTe, TO CyLlecTByLmMe
3HayeHus MO B Redkit Workstation He 6yayT 3aTpoHyThl;

- ecnu B 3arpykaemoM npoekte HeT MO, TO cywectytowme 3HadeHus MAC B Redkit Workstation 6ygyT
yAarneHsol.

9.12 HacTtpouka py4yHOro Beoaa

Py4Hon BBOA — noacTaHoOBKa M BroKMpoBKa.

1. lNpoBepsbTe, YTO Ha BKNaake HacTponkn y3na B cepBUCHbLIX y3nax (Redkit_System_Service unu Redkit_Master n
Redkit Slave, B 3aBUCMMOCTM OT TMNa koHurypaumm) godasneH Mogynb 06paboTkmn HenpuBsi3aHHbLIX CUTHANOoB.

2. lNepenguTte Ha BKNaaky YcTtapeBaHue nogcraHoBka. B ctonbue MoactaHoBKa n 61oKupoBKa ycTaHoBUTE YeKOOKChI
y CUrHanoB, Ans KOTopbiX ByaeT BO3MOXHa nogctaHoBKa u brokuposka (PucyHok 289).
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P QIMMXU3 ] O]

HazeaHue | ¥Ycrapesanue [MoactaHoeka w Bnokwpoeka | OnucaHwe
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» 10kB [l [
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Behaviour

Local control behaviour
Mecthoe/AucTaHumonHoe
Monoxerue

Switch L1

Switch L2

Switch L3

PucyHok 289 - MNoacrtaHoBka u 6nokupoBka
3. Haxmute NMpumMeHUTD.

4. Tepengute Ha Bknagky Ponn. Co3ganTte porb, B KOTOpON Ha Bknagke MpusHaku kavyecTBa JanTe npasa Ans

N3MeHEeHUs1 NPU3HAKOB KavyecTBa curHanam npoekta (PucyHok 290).
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Hazeanme ponu: | Mpu3HakW kayecTea |

Onucanue:

MpuzHakK kaqecTea _

| Haiiti Q |

PaspelueHo M3MEHEHUE NPU3HAKOB KaYECTEa
¥ [¥] Mpoekr

4008

TeHEpaTOpE! CMrHANOB

Knrou ynpaeneHns
MonwTopuHr ONPY

nar

Cnnosoii Tpancopuatop 2X 5
Cunoeoii TpaHcdopmarop 2X 6
Tect

NENEEEEEEEREE

Co3aath OTmeHa

PucyHok 290 - CozpaHue ponu
5. Ha Bknagke Y4YeTHble 3anucu K y4eTHOM 3anvcu onepatopa gobasesre ponb 13 wara 4 (PucyHok 291).
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HoBan yu&THas 3anucs X
DamMUnuA WeaHoB
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Oruecteo MeaHoBKY

[AonkHOETE | Onepatop

Norux ivanov

Mapone (1T
3a MTh $aTa

aee

ABTOZaBepLUEHHe ]
ceaHca

KoHTakT 1
ppemAa DE3AEUCTEMA AD

o 15 MUH ¥

ABTOZABEPLUEHMA CRAHCE ’ Oobaguts ]
AeyxdakropHan [ ’

ayTeHTUDUKaLLMA LoBaenTe OTNEYATOK ]

e

| Onepatop * || MNprzHakKK Kadectea * |

I /

PucyHok 291 - YyeTHas 3anucb oneparopa
6. Mepesanyctute cnyxby Redkit System Service.

9.13 HacTtpouka cnyx6bl Redkit Keeper Service

Cnyx6a Redkit Keeper Service HacTpanBaeTcs no ymonuanmio npu yctaHoske Redkit. Ho B HekoTopbix criyyasx 6biBaet
HeobXx0aMMO U3MEHWUTbL HACTPOWKM NO YMOYaHUIO.

M3mMeHeHMe HacTpoek Mo yMOIYaHUI0 BbINOMHAETCS BpyyHyto B cekuun [DBKeeping] koHdurypauuoHHoro channa
Keeper.ini (PucyHok 292). PacnonoxeHue:

C:\%appdata%\ProSoft-Systems\Redkit.
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4P Keepernini

[Platform]
listenfddress=172.23.11.66
listenPort=24235
serverEnabled=true

[DBKeeping]

address=127.9.09.1:5432

binDir=C: /Program Files/PostgreSQL/13/bin
dataDir=C: /BASE

makeBackup=false
waitRiselpTimeout=12800
pollInterval=18080
pollWaitTimeout=30006
waitPromoteTimeout=48808
autoFailOverOn=true
waitStopMasterTimeout=2000000000
startupAsMaster=true
usePgRewind=true
useSynchronousCommit=false
controlFsync=false

dbLogPath=

backupParentDir=
createReplicationSlotOnPrimary=true

PucyHok 292 - ®ann Keeper.ini
Onucanune HacTpoek cekunn [DBKeeping] npeacrtasneHo B Tabnuvue 72.

Tabnuua 72 - Hactpownku cekuumn [DBKeeping]

HacTtpowmka 3Ha4yeHue No yMosn4yaHuo OnucaHue

address Afpec 1 nopTt OTCNexmBaemMoro Afpec 1 nopTt oTCnexmBaeMoro cepeepa
cepBepa, ykasaHHble B Lware 4 B popmaTte hostaddress:port
pasgena

[NepBrn4yHOE KOHGUTryppoBaHme

binDir MyTb K gupekTopumn ucnonHaemolx | MNyTb K ANPEKTOPUN UCIOMHAEMbIX
hannos, ykasaHHbI B Lare 14 dannos
pasgena

MepBu4HOE KOH(pUryprpoBaHue

dataDir MNyTb K AUPEKTOpUN XpaHeHns [yTb K AUpeKTopun XpaHeHna aaHHbIX B
OaHHbIX B, ykasaHHbIN B Wware 14
pasgena

[NepBrn4yHOE KOHGUIyppoBaHme

makeBackup false CospaHus 6akana nepepg pennukaumen
(true — pa/ false — HeT)

waitRiseUpTimeout 12000 Mepuoa oxugaHua aBToMaTNYecKoro
co3gaHus pennukm (Mc)

pollinterval 1000 MHTepBan onpoca COCTOSHUS OCHOBHOIO
cepsepa B[l (mc)
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Hactpowka

3HavyeHue No yMmon4yaHuio

OnucaHue

pollWaitTimeout

3000

MwuHMManbHbBIM MHTEpPBan onpoca
cocTosiHus cepeepoB B[l (B mMc)

waitPromoteTimeout

40000

WHTepBan, N0 UCTEYEHUM KOTOPOTO
Ha4YnHaeTCcAa npouecc noBblLLUEeHUA
pe3epBHOro cepeepa 40 OCHOBHOTO (MC)

Mpum.: 3HayeHve HacCTPOnKu
Takke BMNUSET Ha BPeMS 3a0epPXKKK
cTapTa ocHoBHoro cepsepa b[] B
aBTOMaTMYECKOM pexnme.

autoFailOverOn

true

Mpu3Hak BKNOYEHUST aBTOMaTUYECKOro
BOCCTaHOBMEHUS YNaBLLETO OCHOBHOIO
cepBepa (true — BkntoyeHo/ false —
OTKITHO4EHO)

waitStopMasterTimeout

2000000000

Mepvoa oxuaaHns NoATBEPXKAEHMS O
BbIKITIOYEHMN OCHOBHOTIO cepBepa bl npu
py4YHOM MOBbLILLIEHUN cepBepa (MC)

startupAsMaster

true

3anyck BbIKIHOYEHHOrO NoKanbHOro
cepsepa B[, kak ocHoBHoOro. B crnyvae
OTCYTCTBUS OCHOBHOIO cepBepa B
knacrtepe (true — pa/ false — HeT)

usePgRewind

false

|_|pI/I3HaK MONbITKN NCNOJIb30OBaHUA
6bICTpOFO BOCCTaHOBIIEHUA ynaBLlero
OCHOBHOrO cepBepa (true — ga/ false —
HeT)

useSynchronousCommit

false

[MpnsHak ncnonb3oBaHMA CUHXPOHHOW
pennukaumm (true — ncnonbayertcs/false —
He ncnone3yetca) HE UCMOJIb30OBATb!

controlFsync

false

[Npu3Hak ynpaBneHns HacTpPOMKOM
CMHXPOHM3aLMN OCHOBHOTO cepeepa b/l
¢ anckom (true — ynpaenaTte/ false — He
ynpaensaThb)

dbLogPath

nycTo

Myt ana LOG-danna cepeepa b

backupParentDir

nycro

OupekTopusa pacnonoxeHnsi pe3epBHbIX
Konui ocHoBHOro cepeepa b/l

createReplicationSlotOnPrimary

false

CosgaHuve cnota pennukauum Ha
OCHOBHOM cepBepe B[] B kKoHurypavrmm ¢
pe3epBHbIM cepBepoM B[] (true — cospaTtk/
false — He co3naBaThb)

9.14 Onpoc yctpouncte Modbus 4yepe3s wnto3

3agaya ¢ npUumepom

Kak HacTpouTb onpoc ycTponcts Modbus yepes wnto3?

Konuyecteo yctporicte Modbus: 8.

KonunyecTtBo WNt0308B:; 2.

KonuyecTtso yctporcts Modbus B kaxaom Lwintose: 4.

PelwueHne

Hapo noGaeuTtb BoceMb ycTpolcTB Modbus ¢ pasHbiMM MOEHTUUKATOpamMn, HO Yy YeTbIpex M3 HUX OydeT ykasaH
IP-agpec nepBoro Wo3a, a y ocTanbHbIX YeTbipex — IP-agpec BToporo winosa:
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1. B Redkit Builder gobasbste Bocemb ycTponcts Modbus cornacHo wary 1 pasgena Hacmpolika coeduHeHul
rno Modbus TCP pokymeHTa «Redkit SCADA 2.0. Redkit Builder. PykoBogcteo agmuHucTtpartopa. 2.0.2110.

RU.76499597.62.01.29-01 32 05».

B cospgaHHbIX ycTponcTBax 1-4 3anonHuTe opMy KOH(UrypupoBaHUs corfnacHo wary 2 pasgena Hacmpodlka

coeduHeHul no Modbus TCP pokymeHTa «Redkit SCADA 2.0. Redkit Builder. PykoBogctBo agmuHucTpatopa.
2.0.2110. RU.76499597.62.01.29-01 32 05», HO ¢ ykasaHuem ugeHtTudumkatopa yctporictBa N (rge N - Homep
ycTponctea), u IP-agpecom nepsoro wito3a (PucyHok 293).

AnnapaTtHelA ypoEEHE

MZK 80870-3-104 Cepeesp
MZK 60870-3-104 KawenT
MZK 61850 Knuext
Modbus TCP

YerporcTeo 1

YerpoitcTee 2
YerpoicTeo 3
YerpodcTeo 4
YerpoitcTee 5
YerpolcTes 6
Yerpolcteo T
YerpoicTeo 8

Snmp

~ Ycrpoicreo Modbus

OnucaHmne
B paGote
Maenmuduakatop

Ocroexon IP-agpec

Wead ACYTM. OBEH B2

24 °
192, 168. 102, 140

TCP-nopr 502
Bair BigEndian N
Cnos LittleEndian v
Appecauma perucTpoB © Hyna
~ Onpoc
Crempanue oTeETa (MC) 00 <
Yucno nostopos 3 -
Wurepean zanpocoe 00 =
MNobGaltHoe yteHue L
~ Perncrpmi
Discrete Inputs -
Coils Qutput 8 -
Input Registers 8=
HoldingRegisters -
~ Obuwme
Murepean obroenenmna (cek) 0=

Mutepsan arperaumy (MiuH.)

PucyHok 293 - YcTponcTBO NepBoro Link3a

3. B co3gaHHbIX ycTponcTBax 5-8 3anonHute goopmy KOHOUNYpPUpoBaHUA cornacHo wary 2 pasgena Hacmpodka
coeduHeHut rno Modbus TCP gokymeHTa «Redkit SCADA 2.0. Redkit Builder. PykoBoacTBo agmunHucTpartopa.
2.0.2110. RU.76499597.62.01.29-01 32 05», Ho ¢ yka3aHuem ngeHTndukartopa yctpownctea N (rae N - Homep

ycTponcTea), u IP-agpecom BToporo wnto3a (PncyHok 294).
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AnnapaTHeIA YPOBEHE
0 MZK 805870-5-104 Cepsep ~ Ycrpoiicteo Modbus
0 MZK 60870-5-104 Kanent Onwcanwe Wkad TNBC, OBEH B1
0 MZK 61850 Knnes B paGote ]

4 221 Madbus TCP Maentuduratop 16 =
b3 Yerpoiicteo OcnoeHoit IP-appec 192. 168. 102. 150
B 32 YorporcTeo 2 TCP-niopr 502
P Yerpoiictso 3 Bant BigEndian
» .

¢ YeTpoiicreo 4 Cnoe LittleEndian
k|3 YcrporcTED 5 X
AppecalWA perMoTpos © HynAa
B 32 YerpolicTE B
~ Onpoc
B 32 Yerpolicteo T -
ChempgaHue oTeeTa (Mc) 300 -
L Yerpoicteo 8 =
Yneno noetopoe 3~
0 Snmp -
WHTepean zanpocoe 100 -
MobaiTHoe YTeHne L
~ Pervcrpoi
Discrete Inputs 8 -
Coils Qutput 8-
Input Registers 8 <
HoldingRegisters 8 <
» Dbwme
WHrepean obroenenna (cex) 0 -
WMuTepean arperaumu (MaH.) 1~

PucyHok 294 - YcTpoMCTBO BTOPOroO Lunio3a
4. BbinonHuTe NpMBs3Ky HEOBXOAMMbBIX CUTHaNoB NepeTackMBaHmem u3 gepesa o6bLEKTHOWM Mogeny Ha YCTPOMCcTBO
N. MNMporpamma aBTOMaTM4eCKM pacnpegenut curHan no Tmny.

5. CoxpaHute n3MeHeHus.
6. O6HoBuTe npoekT B Redkit Configurator.

7. B meHio Moaynu Redkit Configurator go6aeste mogyne KnueHT npotokona Modbus B yanbl
Redkit_System_Service unu Redkit_Master n Redkit Slave, B 3aBUCMMOCTW OT TUNa KOHUrypaLnn.

8. B moayne KnueHTt npotokona Modbus otmeTtkTe Yekboke y HacTporikn O6beauHaTs TCP ycTponcTBa onpoca.
9. Haxmute NMpumMeHUTb.
10.MepesanycTtute cnyx0y Redkit System Service.

9.15 lNoakno4yeHe MOHUTOPUHIa Mmoayreu

HacTporika MoHUTOPUHT NpegHa3HaveHa aAns OTCNeXnBaHUsa BHYTPEHHUX NapaMeTpoB Moayns. [laHHble MOHUTOPWHIa
3anuceiBatoTca B LOG-hannbl Redkit (pacnonoxeHsl B C:\%temp %\ProSoft-Systems\Redkit).

HacTpoiika MOHUTOPUHI JOCTYNHa AN MOAyne:

- Mogynb 3anucu curHanos B B[.
- KnwneHnt npotokona lec104.

- KnueHnt npotokona lec61850.

- KnwueHt npotokona Modbus.

- KnueHt npotokona OPC UA.

- KnuneHt npotokona Snmp.

- Cepsep npotokona lec104.

- Cepsep npotokona OPC UA.
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Mpouecc noaknoYeHUsN:

1. Bbibepute moaynb.

2. B rpynne HacTpoek MOHUTOPUHr 3anornHuTe Yekbokcbl OTcnexuBaTb napameTpsbl 1 JlorupoBaHue (PucyHok
295).

[Fpaissmt ] orue

ma obwekTa | Maoayne 3anucK curHancs B 6f

Wms knacca gna mogyna | TagRegistrator
Vma dpaiina mogyns tagregistrator

» OBwme

¥ MoOHUTOpHHI

[¥] Otcnexwueate napamerpsl

[¥] Noruposanwe

[¥] Awarnoctuueckas nndopmayma

MHTepsan arperaumm (Mc) | 60000

Ak |dr

WHTepBan u3MepeHui (Mc) | 1000

b YacTHwe

PucyHok 295 - MNoaknioyeHne MOHMTOPUHra
3. Haxmute MpumeHnTb (PucyHok 296).

Vms knacda ana mogyna | TagRegistrator
tagregistrator

Wms daiinamogyns

¥ MoHWTOpUHT

[¥] Orcnexwueate napamerpsi
[¥] Noruposanwe

[¥] AnarnocTuueckas u HopMauma

MHTepsan arperaummn (Mc) | 60000

A k[4r

MHTepBan W3MepeHni (Mc) | 1000

PucyHok 296 - [puMeHUTb M3MeHeHUsA
4. Tepesanyctute cnyxoy Redkit System Service.
.__.-i'-__'- BHumaHue: [Mocne ncrnonb3oBaHUS 06A3aTeNbHO OTKUNTE HaCTpoﬁKy, TakK Kak potauua 3anucem
;"n._'-, O3aHHbIX MOHUTOPUHIA B 11Ol He KOHTPOJNTUPYETCA.

9.16 Pexxum «Habnwogarenb»

Pexxum «Habnopgatenb» — nocne aBTo3aBepLUeHMs ceaHca nog yveTHon 3anuckio «Onepatop» B Redkit Workstation
BbIMOSTHSAETCA BX04 MoA Y4ETHON 3anuckto «Habntogatenby.

Ponb «Habntogatensa»:

1. JocTyn K IpOCMOTPY BCEX MEHIO.
2. 3anpet ynpaBneHusl, NoACTaHOBKU, NU3MEHEHMWS YCTaBOK, BbINONHeHus BI1, kButnpoBaHus.

271



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

9.16.1 HacTtpouka pexuma «Habnogarenb»

1. B menio Moaynu B yane Redkit Arm vnu Redkit_Workstation (B 3aBUCMMOCTU OT TuNa KoHUrypauum) y Mmoayns
APM OnepaTtopa oTMeTbTe YekOOKC y HacTponku ABTOMaTU4eCKUM BXoAd nocre Bbixoaa u3 ceccum (PucyHok
297). JanHas HacTporika Heobxoanma ana obecnevyeHusa aBTomaTnyeckoro nepesanycka Redkit Workstation nocne
aBTO3aBepLUeHns ceaHca no Tanm-ayTy.

JNo6aBuTe y3en MNpumennTte® | OTMeHa

Hazeanue

» Redkit_Configurator
» Redkit_System_Service
w Redkit_Workstation

Mma obbexTa | APM Onepatopa

WMwma knacca gna mogyna | GuiPlugin
Wmsa daitna mogyna guiplugin

APM Onepatopa x » OBwune
Mogayns koHTponLepeepos BJ]

[+l + M+
0 6 @
W [ @

¥ MoHUTOpUHT

¥ YacTtHme

_q ABTOMATUHECKWH BXO/4 NOCNE BEIXOAA M3 CECCMM

OrobpaxaTe MUKPOCEKYH/B

[[] OToBpaxats Ha cxeme naakats bes wabnoHos

Bydep Tabavy, B OHNEAH pexumMe (CTpoK) lilu
Bydrep Tabanusl TEKyL MK AaHHBIX (CTPOK) ,ﬁ
FnyBuHa nepeoHaYanbHON 3arpyski gepesa ,71:
3aaepokKa CO0GLLEHMA CUHXPOHUZALN COBRITHIA (MC) ,72{!”
3agepokka CpabaThiBaHWA 3EYKOBOW CUrHANW3aLMK (MC) ,ﬁ

PucyHok 297 - ABTomaTM4eckui BXoA nocre BbixoAa U3 ceccum
2. B meHo Ponu cosganTte ponb ansa «Habnogatena» ¢ HeobxoanmbiMmn npaBamu JocTyna.
3. B MeHI0 YueTHble 3anucu co3ganTe y4eTHyo 3anuck ans «Habnwogarena» ¢ ponbio u3 wara 2.
4. Takke B MEHI0 Y4eTHble 3anucu co3gante ydeTHyto 3anucb ans «Onepatopa», u3 Kotoporo OyaeTt BbINOMHATLCSA
nepexoa B «Habnwogatena» ¢ HeobGxoaMMbiMu npaBamu goctyna. Obsa3aTensHO 3anonHuMTe 4ekBOKC y KoMaHabl
ABTO3aBepLUeHWe ceaHca 1 yCTaHOBUTE BPEMS 3aBepLUeHMs (MO yMOMYaHUIo BbiCTaBneHo 15 MuHyT) (PucyHok 298).
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HoBan yu&THan 3anuck X
Damunua | MeaHoe |
Kinis | KMeaH |
OTuecteo | MeaHoBUY |

JonxHOCTh WHxeHep

Norww | ivanov |

MNapons | Y |
3a WTh oo | cen |
ABTO3aBEpLIEHWE

P

CRAHCA

KoHTtakr 1 | |
Bpema Bezpelicteua oo 15 r
ABTO33EBEpLUIEHMA CRaHCa MHH ¥ ’ No6asnTs l
JeyxdakropHas

[ [ OoBaenTe OTNEUYaTOK ]

ayTeHTADUKaLLAA

e

Onepatop * |

PucyHok 298 - ABTO3aBepLIeHUe ceaHca

5. Bangute B Redkit Workstation nog cozgaHHol y4eTHow 3anvcbio «Habnogatensi» us wara 3 ¥ CMeHUTe naporb.

6. 3anyctute ytunuty configdeployer (no ymonyaHuto pacnonoxeHa B C:\Program Files\Prosoft-Systems\Redkit):
BBEAWTE PEKBU3UTHI CepBepa Krovel u Ans BblOpaHHOrO KOoHdurypaumoHHoro davna Redkit.ini yctaHoBUTE
peKBU3WTbI MoNb30BaTens ¢ ponbto «Habntogatens» u3 wara 3 (PucyHok 299). ABTO3anyck BbINOMHAETCS € npaBamm
nornb3oBaTtens, ykasaHHoro B Redkit.ini ans aBTrosarpysku.
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REDKIT 2.0

Deployer

CoxpaHuTb yYETHbIE AaHHbIE NONL3OBATENA EEN

fanova/AppData/Roaming/ProSoft-Systems/Redkit/Redkit.ini | E'

Bribepute dhaiin AnA COXPaHEHWA YYETHBIX ABHHBIX AW OCTABLTE NO
YMOAYEHWHD W HaokmuTe OK.

MonbzoBaTent | ivanov |

Mapone | u¢| |

3afaliTe PEKBM3NTE NOML30BATENA 1 HaxmuTe 'OK' gna nepesanncu

KOHQUIYpaUWOHHBIX hannoB.
« Hazap H Nanee » |
Mporpauumnui wounnen
m REDKIT 20.2110

PucyHok 299 - PekBu3autsi nonb3oBatens B configdeployer

Mepexon 13 pexuma «Habnogatenb» B «Onepatop» BbINOHAETCS C NOMOLLLI0 komaHabl Mepepgayva cmeHbl B Redkit
Workstation.

9.17 CozpgaHue pe3epBHou kKonuu B[

1. OTkpowite kOH(UrypaumoHHeii cann Keeper.ini (06blMHO pacnonoxeH B C:\%appdata%\ProSoft-Systems). Y
HacTponku backupParentDir Bnnwnte gupektoputo coxpaHeHus peaepsHon konun B[, (PucyHok 300).
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= [DBKeepingl
address=127.0.0.1:5432
binDir=C:/Program Files/PostgreSQL/13/bin
dataDir=D:/DATABASE/data
aliveNotificationInterval=500
makeBackup=false
waitRiseUpTimeout=10000
pollInterval=1000
wailtPromoteTimeout=40000
autoFailOverOn=true
walitStopMasterTimeout=330000
startuphAsMaster=true
pgctlRetryCount=3
pgctlRetryTimeout=60000
usePgRewind=false
usesSynchronousCommit=Ffalse
waitCtlUtil=true
ctlUtilTimecut=300000
controlFsync=false

dbLogPath=
|packuprarentDir=D: /Backups
createReplicationSlotOnPrimary=false

E [InstanceInfo]
nodeName=keeper
configMode=false

] [GRDServers]
1Zfile=gnclient.ini
size=1

PucyHok 300 - lupektopusa coxpaHeHus pesepBHow konuu B[
CoxpaHnte n3MeHeHus.
Mepesanyctute cnyxbel Redkit Keeper Service n Redkit System Service.
Ha ocHoBHOM cepBepe oTkpownTte yTunuty dbctl.
Haxmute MNKM no cTtpoke ¢ agpecoM OCHOBHOTO cepBepa 1 Bbibepute komaHay Co3pgaTb pe3epBHYHO KOMNUIO.
BbibepuTte gupekToputo, rae 6yaeTt coxpaHeHa pesepBHas konus B/.

oakrwbd

Bpewmsi coxpaHeHus 3aBucuT oT pasmepa b[l. MoxeT 3aHATb NPOAOmKUTENBHOE BPeMS (40 HECKOMNbKUX YacoB).

9.18 CmeHa xecTkux auckos ans bl

Ecnu B cncteme GyayT BbINOMHATHCS AENCTBUS MO 3aMEHE UITK PacLUMPEHNIO PM3MYECKMX XKECTKUX ANCKOB Ha CepBepax,
TO HeobxoaMmo onpepenuTbCca B MOTPeOHOCTM coxpaHeHus apxuBa B[, n B 3aBMCUMMOCTM OT 3TOr0 BbIMOSTHUTH
onpeaeneHHbI NOPSAOK AEeNCTBUMN.

9.18.1 CmeHa XeCTKUX AUCKOB C coxpaHeHnem apxuBa bl

1. Cospgaiite pesepeHyto konuto B[ (pasgen CosgaHue pesepBHon konun BI).

2. CkonupyiTte koHdurypaumoHHsle INI-dainbl 3 ampektopum xpaHeHus (no ymondanuo: C:\%appdata%\ProSoft-
Systems\Redkit) Ha CbeMHBIN HOCUTENb.

3. BbIinonHuTe OercTBUSI NO 3aMEHE MUIK PaCLLUMPEHMMN KECTKUX OUCKOB.
MepeycraHosute CYB[ Postgres.
5. lMepeyctaHoBute Redkit.

P
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6. CkonupyinTe KoHdurypaumoHHblie INI-cbainbl n3 wara 2 B gupekTopuio xpaHeHus (no ymonyvanuto: C:\%appdata%
\ProSoft-Systems\Redkit).

BoccTraHosuTte B[l n3 pesepsHown konum (pa3gen BocctanoeneHne B[ B pe3epBHOI Konun).
3anyctute dbctl n cospante pennuky (pasgen Ytunuta dbctl).

o N

9.18.2 CmeHa XeCTKUX AUCKOB 6e3 coxpaHeHuAa apxuBa B[]

BbInonHuTe aKcnopT KoHUrypaumm (pasaen SKCnopT).

BbInonH1Te AeNCTBUS NO 3aMEHE NN PaCLLUMPEHUIO XKECTKUX OUCKOB.
MepeycraHoeute CYB[ Postgres.

MepeycraHoBute Redkit.

BbinonHuTe nmnopt KoHdurypauumm (pasgen MimnopT KoHurypaumm).
3anyctute dbctl n cospanite pennuky (pasgen Ytunuta dbctl).

oaklwbd-=

9.19 O6HapyxeHa cyuwecTByrowan b[j

Mpn noeTtopHOoM co3gaHun cuctembl Redkit SCADA B Deployer npunoxeHue npeaynpeavT o cyllectBoBaHuMu B[] Ha
cepBepe (PrcyHok 301). Beibepute NyHKT YAanuTb CyLLeCTBYHOLLYIO CUCTeMy 1 HaxxMmuTe [lanee, 4ToObl nepesanncartb
OaHHbIe 1 NPOJOIMKNTL HACTPOKKY CUCTEMBI.

REDKIT 2.0

Deployer

OGHapymeHa cywecreytowan 6 EEEEEENERN

Cuctema Redkit yxe cywecTeyer Ha cepeepe 172.23.10.148:5432

® ypanuts cywecteytowyto cuctemy

L) OTMEHWMTE CO3AaHMe HOBOW CUCTEMBI

N perpand s R G2 n nee

[3] reDKIT 20.2110

PucyHok 301 - O6HapyxeHa cyuwecTBytowas b
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9.20 CmeHa napons y nonb3oBaTesi C NpaBamMu yrnpaBreHus
cnyx6on Redkit System Service
Mocne cmeHbl napons y nomnb3oBaTens ¢ npasBamu ynpaeneHus cnyxb6om Redkit System Service Heobxoaumo

BbINONHUTL Nepe3anucb KoHdurypaumoHHoro dganna Redkit-Service.ini yepes ytunuty configdeployer Ha OCHOBHOM U
pe3epBHOM cepBepax:

1. 3anyctute ytunuty configdeployer (no ymon4yaHuio pacnonoxeHa B C:\Program Files\Prosoft-Systems\Redkit).
2. YkaxwuTte |IP-agpec n nopT oCHOBHOro cepsepa kntoden (PucyHok 302).

REDKIT 2.0

Deployer

PeKEW3MTLI CEpEEpa Klouei HEE

Cepeep kito4er | 172.23.10.22

flop

3E,B,EﬁTE PEKEWM3IATE CEpEEDA KAKYER ANA COeqUHEHMA
C KNHOYOM AWUEHSWDOEIHWA.

Mpaonpams MHLH DoMTIEEC

3] repKIT 202110

PucyHok 302 - PekBM3UTLI cepBepa Krnoven

3. BbibepuTte onsa nepesanvcy koHdUrypaumoHHein dann Redkit-Service.ini v ykaxxute 0GHOBNEHHbIV Naporb y
cynepnornb3oBaTens (PucyHok 303).
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REDKIT 2.0

Deployer

CoxpaHuTb yYETHbIE AaHHbIE NONL3OBATENA EEN

AppData/Roaming/ProSoft-Systems/Redkit/Redkit-Service.ini | E'

Bribepute dhaidn AnA COXPaHEHWA YYETHBIX ABHHBIX AW OCTABLTE NO
YMOAYEHWHD W HaskmuTe OK.

Mone3oeatens | root |

Mapone | u¢| |

3afaliTe pEKBM3NTE NOML30BATENA 1 HaxmuTe 'OK' gna nepesanncu

KOHGUIyPaLUWOHHEIX Hannoe.
« Hazap H Nanee » |
Mporpauumnui wounnen
3] repkiT 202110

PucyHok 303 - CoxpaHUTb y4€THble AaHHble

9.21 CoxpaHeHMe TeKyLlen KoHdurypauumm

KoHdmrypauus — ato Habop koHdurypaumnoHHbix INI-cbarnos Redkit. o ymonyaHuio oHu xpaHaTes:
C:\%appdata%\ProSoft-Systems\Redkit.

OkHo coxpaHeHus TekyLen koHdurypaumm B Deployer nosiensietcs, ecnu cuctema Redkit 6bina yxxe paHee yctaHoBneHa
n ckoHdmrypupoBaHa (PucyHok 304).
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REDKIT 2.0
Deployer
CoxpaHeHue Tekywed koHGHIypauuu EEEEEERN

u uf [ vkl
Ha gaHHoM x0cTe MMEHITCA KOH MM PaUgMoOHHBIE AaHHBIE YroW CUCTERMBI
nEpEHEEMTE Wi, 8CAK 3TO HEDEXD,&,MMD.

Bribop gnpekTopui coXxpaHEHNA CYLLECTEYHILLER KoHbUIypaynn

(]

He coXpaHATb MMEHILLYHOCA KOH GUIYPaL K

Ecrnm He COMPAHWTE TEKYLLEYHD F.CH¢!I1F;—'F-?.LI,11H2_. BOSHWMEHET PHUCK NOTERN YHETHBIX
AaHHBE, 4TO MOXET NPUEECTH K HEBOSMOMHOCTH FEECTbI C CUCTEMON B

AaNEHEALLEM,

= Hazag H [anee =

PucyHok 304 - CoxpaHeHue TeKyLlel KoHdurypaumm

Mpy NosiBNEeHNM JaHHOTO OKHa BbiGEpUTE YCIOBME U BbINOSIHUTE COOTBETCTBYIOLLMIA €My MOPSAOK AeNCTBUI COrnacHo

Tabnuue 73.

Tabnuua 73 - YcnoBusi coxpaHeHus TeKyLen KoHurypaumm

YcnoBue Mopspok aencrBusa
HyxHa Tonbko TekyLas 1. OcTaBbTe AMPEKTOPUIO NO YMOMYaHUIO B OKHE COXPaHEHUS TEKYLLEN
KOHcurypaums KoHcpurypaumm B Deployer.
2. YpocToBepbTech, 4To Yekboke y komaHabl He coxpaHaTb umerowyrocs
KOHUrypawmio He 3anosiHeH.
3. Haxmute Oanee.

HaOo nepeHecTun

TekyLasa koHUrypaumsa HyxHa, HO |1

. 3angute B AMPEKTOPUIO XpPaHEHUS KOHUIypaLumnoHHbIX dannos:

. OcraBbTe OVNPEKTOPUIO MO YMOJNYaHUKO B OKHE COXPaHEeHUA TeKyUJ,eIZ

. yD,OCTOBeprer, 4YTO Yekbokc Y KOMaHAbl He COXpPaHATb UMerLYyrCA

no ymonyanuto C:\Users\username\AppData\Roaming\ProSoft-Systems
MepeHecuTe BCe halnbl U3 3TOM ANPEKTOPUN B APYryl0 Ha Ballen paboyen

cTaHUuN.

KoHurypaumm B Deployer.

KOHUrypaLmio He 3anoriHeH.
HaxwuuTte Oanee.
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YcnoBue Mopsinok aencrBus

TekyLias KoHUrypaums He HyXxHa |1, OcTaBbTe AMPEKTOPUIO MO YMOMYaHWIO B OKHE COXPaHEHMUS TeKyLLel
KoHdurypaumm B Deployer.

2. 3anonHuTe YekbOKC y KoMaHabl He coxpaHATb TeKyLlyo KOH(Urypaumio.

3. Haxmute Oanee.

9.22 YctaHoBKa Kaspersky Endpoint Security Ha cepBepax n APM
Redkit

MHCTpyKUMa OTHOCUTCA K cpeacTBy aHTuBMpYcHow 3awuTtbl Kaspersky Endpoint Security (nanee — KES). AkTyanbHas
Bepcus: 11.3.0.773.

Mpum.: Y «Jlabopatopun Kacnepckoro» Takxke ecTb CheumannsnpoBaHHbIA MPOAYKT AMS NPOMBILLIEHHbLIX CUCTEM
— Kaspersky Industrial Cybersecurity for Nodes. MHorne komnaHun, B TOM 4YMCrne B 3NEKTPOCETEBOM KOMMIEKCE,
nepexoasiT Ha Hero, HoO HeKoTopble 40 cux nop ucnonb3yT KES B cuny ero HebonbLUON CTOMMOCTH.

MMmobanbHo MMeeTca ABa cleHapus ucnonb3oBaHusa KES:

1. ApXuTeKTypa C LeHTpann3oBaHHbIM yrpaBreHneM BCEMMN aHTUBMPYCHbIMK areHTamu B Kaspersky Security Center.
2. AsToHOMHag yctaHoBka KES Ha kaxgom cepsepe n APM.

Ecnu ncnone3yeTcs nepBbIvi Nogxoa, TO CEPBEP aAMVHUCTPUPOBaHUA ABNSETCA eanHbIM Ans Npeanpuatisa (punvana),
TO ecTb HaxoauTca BHe nepumetpa ACY TIT (CCIMW) u mncnonb3yercs And nonyyYyeHuss OOHOBMEHWUS C CEpPBEPOB
«Jlabopatopun Kacnepckoro». Npu 3TOM C HUM MOXET OTCYTCTBOBaTb MOCTOAHHOE coeauHeHune y APM un cepeepoB
ACY TTI1. Kpome Toro, Ha cepBepe agMUHUCTPUPOBAHMKSA yXKe AOIMKHA ObiTb chopMmMpoBaHa nonutuka 6e3onacHocTy,
KOTOpas pacnpocTpaHsieTcs Ha Bee yanbl ceTu. HeobxoammocTb pa3BopayvmBaHus camoro Security Center, kak npasurio,
OTCYTCTBYET.

YHuBepcanbHbIi cnocob paseepthiBaHus KES B ceTu, rge ecTb cepBep agMUHUCTPUPOBaHUS TakoMn:

1. B Kaspersky Security Center cpopmumpoBaTb aBTOHOMHbIN MHCTaNMALUMOHHbLIN NakeT (MHCTPYKUMS 34€eCh).

2. YctaHoBuTb ero Ha Cepeepe/APM 1 y6eanTbcs, YTO NpYMeHeHHasi MonMTKa 6e30nacHOCTM He NMPOTUBOPEYUT
TOMY, YTO ONNCaHO B UHCTPYKLMW HIbKe. Mpyn HEOBXOAMMOCTY NMOMNpPaBUTb MOSUTUKY.

9.22.1 ABTOHOMHasi ycTaHOBKa

1. CkavanTe yCTaHOBOYHBIN NaKeT ¢ omumansHoro canTa.
BbInonHWTe yCTaHOBKY, CrieQys ykasaHuaM mMactepa YCTaHOBKU. MI3MeHeHns B napameTpax YyCTaHOBKU MOXHO He
BHOCUTb.

3. lNocne ycTaHOBKM OTKPOWTE KOHCOMb yNpaBneHns Ha naHenu 3agadv (PucyHok 305).
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DE Kaspersky Endpoint Security gna Windows

OBHAPYAEHO TEXHONOTMAMIA

MawuHHoe obyueHune
ObnauHe
KCNEPTHBLIA aHanns: 1
* [NoBegeHUYECKMA aHaNK3

ABTOMATHUECKMIA aHaNM3

Het yrpos

o

J KOMNOHeHT 3alMTh B 2apaun

Jamyweno: 14 JapaHo pacnucaHme 1

Yeranosneno: 15 Beere: &

OTYETH XpannnuLLe ) Mogaepsxa

PucyHok 305 - Kaspersky Endpoint Security
4. AKTUBUPYWTE NporpaMmmy.

5. AHTMBMpYC YCTaHOBIEH CO CTaHAApPTHLIMW HACTpPOWKaMu ANsi KOPNopaTuBHbIX cucteM. [anee HeobxoaMmo ero
agantuposatb anst ACY TI:

a. OtkniounTe ncnonb3oBaHue Kaspersky Security Network (PucyHok 306).

]}E Kaspersky Endpoint Security gna Windows

£ Hactpo#ika

& o | Kaspersky Security Network

@ Kaspersky Security Network Kaspersky Security Network (K5N) - a3ro ofnaunas Gasa sHanuid o pemyTaumn dafnos

@ Ananes NOEEJEHKA HWHTEDHET-PECYPCOE W NPOrpasMHOro oBeneysHMA
T SAWMTA OT IKCNADHTOR

@ n PEASTEDAUEHWE BTORMEHWA

" OTKAT EpEAOHOCHBD JERCTEMA
W Gazosan sawwra

B gontpone GesonacHoctn

7] 3agaum

. Ofwme napamerpe

CoXpaHnTL OTMEHNTE

PucyHok 306 - Kaspersky Endpoint Security
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b. Y6eautecb, uto Redkit n Postgres nonanu B kateroputo «[oBepeHHble» ans moaynsa lNpeporBpalueHue

BTOPXEHUMN.

c. Ha Bknagke 3awmta oT hbalnoBbIX Yrpos onpeaenute OeicTBMe Mpu OOHapPYXEHUW Yrposbl (fedeHue,

6nokmposaHwne) (PucyHok 307).

Kaspersky Endpoint Security 4na

Hacrtpoiika

Windows

B Npogeunytan sawgura

@ Bazcean zawwra

SHWMWTE OT BE6-YTPOS
JAWMTA OT NOYTOBRX ¥rpos
JawmTa oT CETEBNX YTPO3

CeTeson 3mpad

]
k]
o
o
o

Mocraswme AMSI-3aWMTH

B kowtpons GezonacHocTi
i 33a84M

o
%, D6WwMe NApAMETPR

— KOMMNOHEHT NOCTOAHHO HAXOAMTCA B ONEPATHEHOA NAMATH KOMNLIOTEPA W NPOEEPAST BCE
@ 3awpra o7 HIANCELX YrPOT OTKPLBAEMbIE, (OXDAHASMEIE W JAMYCKASMEE BARNL.

b 3awra or dainoBbIX yrpos

Yposenb Ge30nacHOCTH

PEROMEH LY EMBIA a
Hactpaika

— - ONTMMANEHAA JAWHTA
= PegomMeHIyeTCA BONBWHHCITEY NOALI0BATEAER

AeActane npy oOHAPYMEHNUH YTPOSB

'D Neynr b YAANATE, &0AM ASUSHME HEBOIMOEHD

() NeunTs: BAOKMPOBATE, ECAM NEUEHHE HEBOIMOKHD
(:] BAOKMPOBATE

CoXpaHHTL OTMEHNTE

PucyHok 307 - 3awuTa ot ¢hannoBbIX yrpos

d. Otknounte 3awmrta OT NOYTOBLIX yrpos, ecrnm TexHonormm 3ﬂeKTpOHHOI7I NoYTbl B CUCTEME HE UCMONb3YHTCA

(PncyHok 308).
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Kaspersky Endpoint rity AnA Windows

Hacrpo#ka

@ npogewnyTas sawwra O 3awuTa oT NOUTOELIX yrpos
q TAWMT i
@ Bazosas saumma KOMAGHEHT NPOBEPAET BXOARLINE M MCIDAALME COOBLEHNA 3NEKTPOHHON NOYTE Ha

HAAMYKE B HHMX ONACHEY O6BEKTOE, Mo spauBanToa NpoToKonss: POP3, SMTP, IMAP, MAR
w NHTP.

Z] SawmTa o GafnoBnx yrpos
@ Zawwra ot sebyrpos

@ 3awwra o1 nouroesx yrpos

@ ZawwuTa o1 ceTeBux yrpO2

@ Ceremoi 3xpan

g Mo cTaBE AMS]-330LTH
B kontpons GesonacHoci
i 33384n

£ DEue napameTpe

CoXpanHiTs OTMEHHTE

PucyHok 308 - 3awmTa oT No4YTOBbIX Yyrpo3
e. [lobaBsbte agpeca cepepoB SCADA u B[] B CNMCOK WCKMOYEHUA Ha BKkNagke 3awura oT ceTeBbiX Yrpos.
Takke Mpu ycTaHOBKe aHTMBUpYyca Ha cepBep Redkit ydbeautech, 4To aHTUBMPYC HE OOpbIBAET COEAMHEHNS C
OpYyrMMuM KOMMOHEHTaMn cucteMbl. Ecnn coegmMHeHnsa HeT, HO OHO MOABASETCA NOCre OTKNIYEHUA aHTUBMpYca,
TO HEOOXOAMMO TaKke BHECTU aApec AAHHOIO y3na B CMMCOK ncknodeHun (PucyHok 309).
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H‘ Mpo4BMryTaE JUMTa
@ Eazosan zawmra
JawmTta o7 SARAOBLX yTPOS
JAWNTA OT BEG-YTPOS
3AWWTa 0T MOYTOBK YTPO3

WMTA OT CETEBLIX yTROS

CeTepoi 3cpad

(g
L&)
[E)
i
[E)
[§)

Nocraswpe AMS-3awpTe
B woutpons GezonackocT
3

oy
£

M
2L Ceume napameTpy

B 3awmra ot ceremnix yrpoz

OEHApy=HE NONWTEY ATAKK Ha Bal koMneoTep, Kaspersky Endpoint Security gna Windows
SAOKMPYET MOEYI0 CETEEY0 AXTHEHOCTE ATAKIOUEND KOMNBIOTERS B OTHOWEHNH BAWEro
KOMNBKOTERE,

4] QoBasute ataknowmil KoMnBKTED B CMCOK BASKUDOBAHWA HA 60 5| maHyT

HatTpoRka aapecon HENOY EHMA

Pexncim paboTil 3auMTbl oF aTak THna WA

(W) He oTonemMBaTE ATaKK THNA MAC-cryduHr

() Yesgomnate 060 BLex MPMIHAKEY ATAK THNA MAC-trydunr
() Bnokmposats Bee npuasacy atak TMna MAC-crydumr

lomouesng

Crmcoe IP-agpecos, CeTEENE ATAKK C KOTOPEN He ByayT
SA0KMDOBATECA. MIHODMAUMA O TAKHMY MHUWLEHTIX He BYAeT
JAHECEHA B OTHET,

IF-appeca:

9F dotasume g

Hanpumep: 1,.2.3.4/24, 1234::cdef 96

OK Omvena

QK OTMmena

PucyHok 309 - 3awuTa oT ceTeBbIX Yrpo3

f. Ha cepBepe Redkit otkntounte CeteBom akpaH (PucyHok 310).
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Securt Y ANA

B nNpogswmyTan zawwma
@ Bazocas sawwta

. KoMNOHENT $UNBTRYET BCO CETEEVD AKTHBHOLTE B COOTEETCTEWM ¢ ONPEIENEHHBIMMA
@ 3awwta o paiinosy yrpos npasMadMH.

@ 3awwra ot Beb.yrpos

@ 3awwra oT NowToELK yTPOZ

& 3awwmra o ceTeBLN yTPO3
(I.a CETEBOM JKPAH

@ Nocraswpk AMS|-saupTs
- KCIHTFIDIIb Be30NacHoCcTH
7 3agaun
25 O6wme napameTpu

COXpaHHTe OTMEHHTE

PucyHok 310 - CeTeBoM aKkpaH
g. Ecnn HeO6XO,lJ,I/IMO, HaCTpoﬁTe KOHTPOIb NOAOKIMYEeHNA BHELUHUX yCTp0I7ICTB M CbeMHbIX OUCKOB BO BKNnagke

KoHTponb yctponctB (PucyHok 311). AHanornyHyio npouegypy MOXHO caenaTb ANns 3amycka nporpamMm BO
Bkrnagke KoHTponb nporpamm.

Kaspersky Endpoint urty gna Windows

@ Npogeuryras zawura = Kotpons yerpoiicte

B forconn vsionm
. Bazoea HmTa KOMMOHEHT MOIBONAST EOHTRPOAMPOEATE NOAKNDUEHHE EHEWHMI !,I{Tpl:ll]l-rﬁ W ChEMHEN
B gontpons Gesonacrocn AMEKOE,

(2] KoHTpoAt Nporpasm

@ Kourpone yerpoiicrs Tane yerpoiicrs | WMns noAKAKGHEHHA | [loBepenHbie yCTPORCTES

@ Be6-KowTpoas & Womewnme  3anwce coBuTHI B XypHan
& AjanTHerER KONTPOAR AHOMANNE YeTpoRcTea Aocryn ~
7] Zapaum E HECTHENE QMCKH e
| MpuHTEpE
H Aserera
CD/OVD-RpuBoau
& Mogemel
B8 Crpvmepu

1% MuorogyHrumoHaNEHEE yoTpOFicTES

E YETPORCTEA UTEHHA CMAPT-LAPT

ok Windows CE USB ActiveSynic ycrpoRcTea
) Wi-Fi

B Brewnme ceTesme 3aanTeps

[ DR 0 U O 0 i O

LWaGnoHs AHTH-B RV MRS

PucyHok 311 - KoHTponb ycTpoicTB

PaspelueHHoe Ans 3anycka yCTPOUCTBO MOXHO A06aBuTb BO Bknaake [loBepeHHble yecTponcTBa (PyucyHok 312).

285



Redkit SCADA 2.0. PykosoacTso agMmuHuctpatopa OC Windows

Kaspe Endpoint Security gna |

Hacrpoiika

0 Npoaswryran saupera
W@ Bazosas sawwra
B Kowrpons BezonacmocTu

@ Kowtpons nporpaum

2] Beb-KoHTponab

& AjanTHEHEIA KOHTPOAE AMOMANMI
-
#] Jagaum

%5 OBue napameTpel

& Kowtpone yerpoiicte

KoMAGHEHT NOSEOAALT KOHTPOAMPOBATE NOAMADYEHNE BHEWHNK j'{TDUI‘NTII H CoEMHBX

AHCKOB.

oF BuBpate.. g7

Hazganue

£ Generic Flash Disk L...
£7 Generic Flash Disk U...
£ Generic- Compact Fl...
£7 Generic- Compact FLL..
A Generic- MS/MS5-Pro ...
A Generic- MS/MS-Pro ..

P Generic- SD/MME U..,
A Generic- SDMMC U,
£ Generic. SMwDFict...
£ Generic- SMMXD-Pict...

LWaBnoHs AHTH

F 3

THn yETPORCTE

il Cuemmme ...
fl Coemmee a..
Il ChemmHme 4.,
fi Coemmee A-
{1 Coemmbe 4.
| Cuemmme 4.
ﬁ ChemHee 4.
[} Coemmpe 4.
fi Coemmee . .
I':'i CheMHue ...

B MR

Mogeas / Wae...
VEN_GENERIL...
USESTOR\DISK...
VEN_GEMERIC-..,
USBSTOR\DISK...
VEN_GEMNERIC-...
USESTOR\DISK...
VEN_GEMERIC-...
USESTOR\DISK...
WVEN_GEMERIC-...
USESTOR\DISK..,

o YETpORCTR | Lmil BOMOISM | Aoncscruiie ypoRres

o Hmnopr H JkcnopT

MoAs3os...
Bee

KOMMENHT...

PucyHok 312 - [loBepeHHble ycTpoucTBa
h. Ha Bknagke OGHOBNeHMe yCcTaHOBUTE peXuM 3arnycka Bpy4Hyro n Bbibepute UCTOYHMK 06HOBNEeHMs. Ecnn y
3akasumka ecTb cepBep aaMUHUCTPUPOBaHKS, TO Bbibepute Kaspersky Security Center. Ecnu Het, To fo6aBbTe
CBOW UCTOMHMK (Hanpumep, nokanbHasi nanka, ceteson auck, FTP-cepsep) (PucyHok 313). OTkntounTe nonyveHne
ob6HoBNeHMs ¢ cepepos «Jlabopatopun Kacnepckoroy.
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[& Kaspersky Endpoin na Windows

Hactpoiika

Obnosnenne

B npogsmryran

W Bazoean zawm] ———-
“ Herourme | Pesvm sanyera |

B gowntpons Gen
3] 3agaum

ﬂ Moaxas npg

{ W C :peeph o6HOBAEHMIA la6opaTopMi Kacnepexora”
LI kaspersky Security Center

]

Mposepra &
EmGopouny
Mposepra n

[ Ewibop ncroummea obHOEREHM

ToHoB3aR Np = Andrey A |
MirtualBox MEHUA
AppData

MicrosoftEdgeBackups

CneDrive

VirtualBox ViMs

Bujgeo

AoxymeHTr

Jarpyzemn w

o
o
@ nNposepea
&
1]

NpoBepra U
"\r: QhwmHe napan

e S R = R IO = SR O £

@ Onpegens  WCToumMK: 'c:ﬁ.l..lsers*.hndrer-.l:lommtnls
() Bugpare

AdraHuc] OK OTmeHa

PucyHok 313 - O6HoBneHue
i. YGeaowuTecnb, YUTO peXuM 3anycka Bcex 3agay, KOTopblin MeeTcs B pasgerne 3aaaym yctaHoBrneH BpyuyHyto.
j- Ha Bknagke MapameTpbl ceTn BHecuTe B JOBepPeHHYI0 30HY npunoxeHns Redkit u Postgres, a Takke IP-agpeca
cepeepoB SCADA v gpyrve UCKNoYeHns Npu HeobXoaMMocCTH.

9.22.2 OTKNOYeHNe aHTUBUpYyca

1. HaxmuTte [1IKM Ha nkoHky KES Ha naHenu 3agau.
2. HaxmuTe MNMpnocTaHoBKa 3alWmUTbl U KOHTPONA... (PucyHok 314).

Kaspersky Endpoint Security ann Windows
.ulFu'f‘".'.'.'H"..'F 3 JLLATE] W KHTRONA,
ag )y - T e
Mogaepsnca
0 nporpamme
By
H w & O :
]
E
HACTPOMTL.-.
B

PucyHok 314 - OTknioyeHne aHTMBUpYyCa
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9.22.3 CkauMBaHMe aHTUBUPYCHbIX 6a3

CkaumBaHne aHTMBUPYCHBbIX 6a3 B yCNOBUSAX aBTOHOMHOW UHCTaNMNSaLUUMM MOXHO OCYLLECTBNSATL NyTEM UCMONb30BaHUSA
ytunuTel Kaspersky Update Utility.

Mocne ckayMBaHUst aHTUBMPYCHbIX 6a3 X He0BXoAUMO Pa3MeCTUTb B YKa3aHHbIV paHee UCTOYHMK (Hanpumep, CETeBOM
auck, FTP-cepBep), nocrne Yero Bpy4YHyHo 3anycTuTb Npouenypy 0GHOBNEHMS.

9.23 HacTtpounka nepemMeHHOMN cpeabl ANA BUPTyaribHOM MaLUUHbI

Onsa koppekTHoM paboTbl Redkit SCADA Ha BUpTYyanbHON MalUMHE BbIMOMHUTE HACTPOMKY NepeMeHHON cpeabl:

1. 3angute B MapameTpbl — Cuctema — O nporpamme — [lononHUTeNbHbIE NapaMmeTpbl cucteMbl (PrcyHok 315).

O nporpamme

Windows"

Wimna ycTpolicTea

Mpoueccop

Baw komMnbroTep 3aLiuLLeH.

[MpocmoTpeTs CEefeHWA B pazaens "bezonacHocTb

XapaKTepucTUKK YCTPOUCTBA

DESKTOP-MCFODMY

Intel{R) Core(TM) i5-3550 CPU @ 3.30GHz
3.30 GHz

ConyTcTeyOLWME NAPaMETPEI

Mapametpsi BitLocker
Jucnetuep ycrpoicTe
¥YaaneHHel pabouni cton

JalmWTa cucTeMBbl

JlononHUTENEHBIE napamMeTphbl
CHUCTEMBI

2. B okHe CBoMcTBa cucteMbl HaxxmuTe Ha lNMepemeHHble cpeabl... (PucyHok 316).

PucyHok 315 - [lononHuTenbHble NapameTpbl CUCTEMBI
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CBOWCTEE CMCTEMEI >
MirA koMbl TERS DBopynosaHwe
LpnonHuTensHD 3awmTa cucTeMel YnaneHHe gocTyn

HeofxomirMo MMETs NpaBa aiMWHWCTREToORa ANA W3MEHEHWA BONBWWHCTES
NepeYncNeHHEE NapaMeTpos .

BricTpopsficTeme

BizyancHeie 3mMer Tel, MCNONE3Z0BSHWE NPOUECCORE, ONEPaTUEHOA 1
BMPTYaneHoA NamaT

MNapameTped...

Mpoguny NonEzoBaTensH

MNapameTtpel pafioyero cTona, OTHOCAWMWECH KO BXOMY B CUCTEMY
[NapameTphi...

2arpyska M BoCCTaHOBNEHWE

BEIFI:I'_:'SI'LEI W BOCCTAHOBNEHWE CUMCTEMBI, OTNAAIYHEA MHPOPMAELMA

\ [NapameTphi...

I [NepemMeHHbIE Cpenkl. ..

0K CmaeHa MpwraeHATE

PucyHok 316 - CBoMcTBa cucteMbl

3. B obnactn CucteMHble nepemeHHble HaxmuTe Co3patb (PucyHok 317).

CHUCcTEMHEIE NepeMEHHBIE

Mepemennan 3HaueHne
ComSpec CAWINDOWS\systern3 2 cmd.exe
DriverData ChWindows\System32\Drivers\DriverData
NUMBER_OF_PROCESSORS 4
as Windows_MNT
Path CAWINDOWS, systemn 32, CAWINDOWS CAWINDOWS\ System32\Wh...
PATHEXT LCOM;.EXE;.BAT,.CMD; VBS: VBE;.J5; JSE;,. WSF WSH; M5C
PGDATA CHBASE data
amennTs... ¥panute
0K OTmeHa

PucyHok 317 - CuctemHble nepeMeHHble

4. 3apante uma nepemerHHon: QT_QUICK_BACKEND.
5. HanumwwuTte 3HadyeHne nepemeHHown: software (PucyHok 318).
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Hoeaa cucTemHan NEpEMEHHZA *

Vims nepemenroii: | OT_QUICK_BACKEND |

JHAYEHWE NEPEMEHHOI: | software| |

OBzop katanora.. O6zop $ainos.. OTmena

PucyHok 318 - Umsa 1 3HayeHne nepemeHHOMN

6. Haxmute OK.
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10 OoHoBneHue Redkit SCADA 2.0

Cnocobbl obHoBneHus Redkit SCADA 2.0 pasnu4yaloTcsd B 3aBUCUMOCTU OT HanuuuMs Unu OTCYTCTBUSA JOCTyna
onepaTMBHOro nepcoHana k o6opyaoBaHuio:

1. OGHOBNeHMe B pexXrMe pe3epBMpOBaHNs C OCTYNOM NepcoHana k o6opyaoBaHuio.
2. OBGHoBrEHNE B pexMMe pe3epBupoBaHMsa 6e3 gocTyna nepcoHana k 06opyaoBaHuI.

Mpum.: O6a cnocoba obHOBNEHUS nogpasyMeBatoT, 4YTo vacTb cuctembl Redkit octaetrcs B pabote u gocTynHa
onepaTUBHOMY NepcoHany.
HdononHuTtenbHble maTepuansbl:

1. Ytunurta Postgres pg_ctl.
2. Hactpownka npasun astopusauun CYB[ Postgres B pg_hba.conf.

10.1 O6HOBNEHME B pexnme pesepBUPOBaAHUSA C AOCTYNOM
nepcoHana K obopyaoBaHuio

10.1.1 YcnoBus

1. Cuctema Redkit SCADA B pexvmMe pe3epBMpOBaHMs BBeAeHa B akcnnyataumio (pasgen Hactporika Redkit B
pexvMe pe3epBUpOBaHMS).

2. Ha ocHoBHom cepBepe Redkit SCADA Haxoautca cepsep B[] B ponn «MacTtep», a Ha pesepBHoM cepBepe Redkit
SCADA Haxogutca B B ponu «Pennukar.

Mpum.: «Mactep» n «Pennuka» oTrnmMyatloTcs Tem, 4To B «Pennuky» 3anpeLleHa 3anmck, Tak Kak oHa Konupyet

OaHHble u3 «MacTepa» (pasgen PesepsupoBaHue cepsepos B[1).

Obecne4veHo pe3epBMpOBaHME KaHanoB cbopa AaHHbIX.

4. Y6egutecb, 4to cepBepbl HE HaxogaTcs B «nepekpecTHON KoHdUrypauum», To eCTb CepBEpPHbIN y3en,
cofepxalmn Moaynu ¢ BbiCLUMM NPUOPUTETOM, HAXOAUTCS Ha cepBepe, rae bl B ponu «Mactep».

5. lNpucytcTteyeT paboTatowas cnyxba Redkit System Service Ha To YacTn CUCTEMBI, KOTOpasi NpeaHa3HavaeTcs
nepcoHany.

6. B cucteme OOMKHbI NPUCYTCTBOBATL [Ba KIito4a NULLEH3MPOBaHMS (OCHOBHOW U pe3epBHbLIN).

7. Y onepaTuUBHOro nepcoHana nmeeTtcst 4OCTYN K 000pyaoBaHuIo0.

@

[na nposepkn ycnosun Bocnonb3ynteck ytunuton dbcetl (PucyHok 319) unn Bknagkon CTaTyc KOMMOHEHTOB B
Redkit Workstation (pasgen Cmamyc komnoHeHmoe pokymeHta «REDKIT SCADA 2.0. PykoBoacTBo oneparopa.
2.0.2110. RU.76499597.62.01.29-01 02 34 01». lNo ymonuyaHuto pacnonoxeHo B C:\Program Files\Prosoft-Systems
\Redkit\documentation) (PucyHok 320).
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Ynpaenenune knactepom Redkit

HazeaHwe

* ¥3nel knactepa B

¥ 17219.18.57:5432
Cepenc EcTe ceaze
Cepeep B Brnrouen
Cepewnc Redkit  Brnrowen
¥ 17219.18.58:5432
Cepenc EcTe ceaze
Cepeep B Brnrouen

Cepewnc Redkit  Brnrowen

AETOMATHHECKHNIA PEXKNM
MACTEp

OTcnexneasTcs

BTOMATHUYECKNA [FEHHPA
pennEd

OTcnexneasTcs

PucyHok 319 - YTunura dbctl

OkHa v CraTyc KOMNOHEHTOR ¥
HazeaHwe NoaknroueHo
b Redkit_Arm B CETH
* Redkit Configurator Bcetw
¢ Redkit_Master E CETK
b Redkit_Slave E CETH
¢ Cepeepw B

PucyHok 320 - CtaTyc KOMMNOHEHTOB

10.1.2 NMopspnok o6HoBNEHUA

HeobxoamMmo pasgenuTb eQuHyr0 CUCTEMY, COCTOSLLYHO M3 ABYyX cepBepoB B[l (OCHOBHOM W pesepBHbIN), Ha OBe
cucTeMbl: AN nepcoHana u gns obHoeneHus. B cnyyae c6os npu 0OHOBNEHWM cepBep MOXHO BepHYyTb obpaTHO B
paboTy 1 NONyYnNTb pe3epBUPOBAHHYIO CUCTEMY.

1. BbinonHuTe pesepBHOE KOMMpPOBaHWE KOHUrypaumoHHblX dannos Postgres: pg hba.conf n postgresql.conf.
CoxpaHute thannbl He B nanke ¢ B[], Tak Kak OHa MOXET OYNCTUTLCS.

2. OTknounTe pesepBHbLIN cepBep OT fokanbHon cetn. OTkponTe yTunuTy dbctl n npoBepkTe, YTO Y pe3epBHOIO cepBepa

B ycraHoBunack ponb «Mactep».

3. lNepeBeguTe Ha pe3epBHOM cepBepe cnyxbbl Redkit Keeper Service n Redkit System Service B py4HOWN pexum
(Tabnuua «PyHkuun dbctl» B pasgene Ytunura dbctl) (PucyHok 321).
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Ynpaeneduwe knacrepom Redkit = |=|3X

Haseanue

* ¥anel wnactepa b
v 17219.18.48:5432

CepBuc EcTb cBASE | BBTOMATUHECKNIA PEKNM
Cepeep B4 Brarayed MACTER
Cepeuc Redkit  Brarouen Otcnexusaerca
¥ 172,19.16.188:5422
Cepenc EcTb cBA3b | BETOMATUHECKWIA pEKNM * OcraHoBuT cepoep B
Cepeep BJ Brmouen penmwmka
Cepeuc Redkit | Bkawwen  Otcnesmsaerca Co3fate pesepeHyH KONUIO

Mepesectd B pYyYHON PeXium

OcraHoBWT cepeuc Redkit

PucyHok 321 - MepeBop B py4HOW peXuM pe3epBHOro cepeepa

. OcTaHoBuTe Ha pe3epBHOM cepBepe cnyxobl Redkit Keeper Service n Redkit System Service. C 3Toro MomeHTa
cbop gaHHbIX MO NpoTokonam byaet nponsBoaMTbest ogHMM cepeepom Redkit.

. Yoanute guctpubytus Redkit SCADA Ha pesepBHOM cepBepe (pasaen Yoanenue Nporpammel).

. YctaHoBuTe O6GHOBrEeHHyt Bepcuto auctpubytmeBa Redkit SCADA Ha pesepBHOM cepBepe (pasgen YcTaHoBka
Redkit).

. BbinonHute obHoeneHne B[] Redkit Ha pesepBHOM cepBepe ¢ nomolubto npunoxeHus Redkit Deployer cornacHo
pa3aeny OBGHOBEHNE CUCTEMBI.

. BanycTtute Ha pe3epBHOM cepBepe cnyx6bl Redkit Keeper Service n Redkit System Service.

Mogaynu Redkit SCADA cTaHyT pe3epBHbIMU, Tak Kak CBA3b Mexay moaynsmu B yanax Redkit_Master v Redkit_Slave
CYLLECTBYET, B OTNIMYMM OT CBA3M Mexay B[] Ha ocHOBHOM 1 pe3epBHOM cepBepax. Mogynu 6yayT nogkntodatecs K B
Ha pe3epBHOM cepBepe, Tak Kak He ByayT BuaeTb bl Ha ocHoBHOM cepBepe. B ytunute dbctl moxxHO Habnogatb, 4To
OCHOBHOW 1 pe3epBHbIvi cepBepbl Bl MEHSAIOT CBOE COCTOsIHUE C «MacTep» Ha «B[] HegocTynHay» — 3TO HOpMarbHoO,
Tak Kak cnyx0obl Redkit Keeper Service nooyepegHo npuvceinatoT B dbctl cocTosiHMe oTcnexnsaembix cepepos. C
TOYKM 3peHus cnyx0b, cocTosHust cepepoB bl npotuBononoxHel. B LOG-davinax cnyxbbl Redkit System Service
OyayT 3anucu Takoro BMaa:

[CRITICAL 13.01.2021 15:41:35.322]: He yHmaJoCh NOOKJIOUMTbCA k BJl 'Redkit 2011'
no azmpecy '172.19.18.57:5432"' uepe3 CUCTEMHYID YyUEeTHYI 3alUCh:

FATAL: pg hba.conf rejects connection for host "172.19.18.58",

user "system Redkit 2011 ", database "Redkit 2011", SSL off (database)
[WARNING 13.01.2021 15:41:35.878]: "Oumbka npu HPOBEPKE CTaTyCa CepBepa

BO: 172.19.18.57:5432 FATAL:

pg _hba.conf rejects connection for host \"172.19.18.58\",

user \"system Redkit 2011 \", database \"Redkit 2011\", SSL off\n" (database)

[INFO 13.01.2021 15:41:35.923]: "YcnemHoe MOIOKJIIOUEHME IMOJb30BaTeynsa 'root' x BIl
'Redkit 2011"

no ampecy '172.19.18.58:5432'." (database)

[INFO 13.01.2021 15:41:37.132]: "ImaruH 'TagRegistrator' crTan pe3epBHEM B cucreme."
[INFO 13.01.2021 15:41:37.135]: "[J1aTmuH

'EquipmentCaptureController' cTaj pe3epBHEIM B cucreMme."
INFO 13.01.2021 15:41:37.136 "Ilnaruu 'PGWatcher' cran pe3epBHBM B cucreme."

[ I

[INFO 13.01.2021 15:41:37.139]: "lmarma 'PGSyncManager' cTajl pe3epBHEIM B cucreMme.'"

[INFO 13.01.2021 15:41:37.141]: "ImaruH 'EtProcessor' cTaj pel3epBHEIM B cucreme.'"

[INFO 13.01.2021 15:41:37.141]: "InmarmH 'SySensors' cTajl pe3epBHEM B cucreme."

[INFO 13.01.2021 15:41:37.142]: "Ilnaruu
'SwitchoverProcessor' cTajl pe3epBHEIM B cucreMme."

[INFO 13.01.2021 15:41:37.144]: "Imarmxa 'IeclO4Client' cTan pe3epBHEIM B cucreme."

[INFO 13.01.2021 15:41:37.145]: "lmarun 'TagAgeChecker' crTajy pe3epBHEIM B cucreme.'"

[INFO 13.01.2021 15:41:37.146]: "lmarma 'SnmpClient' cTanm pe3epBHEM B cucrteme."

[ ]:

INFO 13.01.2021 15:41:37.146 "Ilmarmu 'Iec61850Client' cran peszepBHBEIM B cucreme.'"

[CRITICAL 13.01.2021 15:41:40.428]:
"B cmucTeMe OTCYTCTBYEeT pes3sepbHBlM cepbep BI" (pgwatcher)

Bbiwe nokasaHo, 4YTO npu cTapTe OOHOBMIEHHOW CUCTEMbI HE YOAnocb MOAKMOYUTLCA K MEPBOMY CepBepy
BO (172.19.18.57), kOTOpbIN UCNOMNbL3YeTCA OnepaTMBHbLIM MEPCOHANoOM, HO YCMELUHO MPOLUMOo MOAKMIYEeHne K
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obHoeneHHoMy cepBepy B[l (172.19.18.58). Takke BMAHO, YTO MOAYNUN CTanu pe3epBHbIMU B CUCTEME, TaK KakK UX
NPUOpUTET HWXKE, YeM Y Moaynen Ha cucteme y nepcoHana. PesepBHoro cepeepa b/ HeT.

9. Ypanute guctpmbytme Redkit SCADA Ha APM Onepatopa (pa3gen Yoanexue lNMporpammei).
10.YcTaHoBWTE 0OHOBIEHHYO Bepcuto auctpubytmea Redkit SCADA Ha APM Onepatopa (pasgen YcraHoBka Redkit).
11.OTKMO4MTE OCHOBHOWN CepBepP OT NOKanbHOW CETU.

12.MepeBeante Ha OCHOBHOM cepBepe cnyxbbl Redkit Keeper Service n Redkit System Service B py4yHON pexunm
(Tabnuua «PyHkuun dbctl» B pasgene Ytunuta dbctl) (PucyHok 322).

¥npaenenwe knacrepom Redkit =||=|3X
HaseaHue | | |

¥ Yane! wnactepa b1

* 172.19.18.48:5432
Cepenc EcTe cBASE  BBTOMATMYECKMIT pEKNM % OcrarosuTs cepsep B
Cepeep B BrmoueH macTep
Cepeuc Redkit  Brarouwen Orcnesxuneaercs Co34aTk pe3epeHyo Konuw
¥ 172.19.16.188:5432 MNepesectd B pydHON pexum
Cepenc EcTb cBASE  PYYHOI pescum OcraHoeWTs cepeuc Redkit
Cepeep B Brnoqen penmwKa

Cepeuc Redkit  Braroued OTcnexueaeTca

PucyHok 322 - NepeBop B py4HOW pexxMM OCHOBHOIO cepBepa
13.0OcTaHoBWTE Ha OCHOBHOM cepBepe cnyx0bbl Redkit Keeper Service n Redkit System Service.
14.0cTtaHoBMTEe Ha OCHOBHOM cepBepe cepBep B[] (tTabnuua «PyHkumm dbctly B pasgene Ytunuta dbctl) (PucyHok
323). Mogynu Ha pe3epBHOM cepBepe CTaHyT OCHOBHbIMW, MOAYNW MPOTOKOMOB HayHyT nNucaTb nornyvyaemble no
npoTokonam AaHHble B pe3epBHbIN cepBep Bll. Ha pabGotatowem APM 6yaet 3acmkcupoBaHa noteps ceasu ¢ bl
OCHOBHOIO cepBepa.

¥npaenenwe knacrepom Redkit = |=/3X

HazeaHue | | |

¥ ¥3nbi wnactepa b/l

 17219.18.48:5432

Cepeuc EcTb cBAZE | py4HOI pexum
Cepeep BJ Brmoyen MacTep Ik ettt s )
Cepenc Redkit  Brmiouen | OTcnesumeaeTca Cosgate pesepeHylo Konuko

¥ 17219.16.188:5432 Mepeeecty B aBTOMATUUECKMA PEXUM
Cepeuc EcTb cBAse | py4HOR pexum OctaHoeuTs cepeuc Redkit
Cepeep B4 Brarayed penvKa
Cepewc Redkit | Brxawouen OTchexuBaeTca

PucyHok 323 - OctaHoBKa cepBepa B[]
15.Ypanute gnctpmbytns Redkit SCADA Ha ocHOBHOM cepBepe (pasaen Yaanenue Nporpammbl).
16.YcTaHoBuMTE 0OHOBNEHHYO Bepcuto auctpubytuea Redkit SCADA Ha ocHoBHOM cepBepe (pasgen YctaHoBka Redkit).

17.3anyctute Ha ocHOBHOM cepBepe cnyxbbl Redkit Keeper Service v Redkit System Service. B ytunute dbctl
coctosiHne B[] 6yneT otobpaxaTbCsl Kak «OCTaHOBMEH».

18.MoaknounTe OCHOBHOW N pe3epBHbLIN CepBep K NIoKanbHOW CeTu.
19.B ytunute dbctl Haxxmute [TKM no ocHoBHOMY cepBepy 1 Bbibepute komaHgy Co3saatb pennuky (PucyHok 324).
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Menegxep knacrepa

B/l Redkit

=

3

= O)X

HassaHue

¥ Yanw knactepa Bf]
¥ 17223.15.70:5432
Cepsuc Keeper
Cepeep Bl
Cepsuc SCADA
v 17223.110.33:5432
Cepeunc Keeper
Cepsep b/
Cepenc SCADA

ECTb CBASD | py4HON pExuM

CosfaTh penauky

Co34aTe pe3epEHYH KOMUI

OcraHoeuts cepeuc Redkit

| 3anyctute cepeep B

ﬂEpEBECTH B ABTOMATHUUECKWIA pexmMm

PucyHok 324 - Co3paHue pennuvku

HoxanTtecb okoHYaHusa pennukaumun. Tenepb ponun «MacTtep» n «Pennuka» cepsepos B[l nomeHsnMcb mectamu.
20.a. Ecnu nnaHunpyeTca BepHYyTb cepBepa B MpeXHee COCTOosiHMe (Ha OCHOBHOM cepBepe porb cepBepa bl -
«Mactep», Ha pe3epBHOM cepBepe porib cepBepa B[l - «Pennuka»), TO NpUOPUTETbI MEHSATb HE HYXHO,
JocrtatoyHo OygeT nocne 3aBeplleHMsi pensiMkauMyM OCHOBHbIM CEepBEpPOM OCTaHOBUTH B[l Ha pesepBHOM.
OcHoBHOW cepBep aBTOMaTMyeckn nepenget B pornb «Mactep». Nocne oTkntoveHus Bl Ha pe3epBHOM cepBepe

MOXXHO cenaTb Pensunky.

. Ecrnn nnaHnpyeTca oCTaBUTb cepBepa B TAaKOM COCTOAHUN (Ha OCHOBHOM CepBepe poJib cepBepa B[ - «Pennukay,

Ha pesepBHOM cepBepe porb cepBepa B[ — «MacTep»), To pekoMeHAyeTCcs NOHW3WUTbL NPUOPUTET Moayrnei Ha
OCHOBHOM cepBepe. VHaye npu ctapte cnyx0bl Redkit System Service Ha OCHOBHOM CepBepe MOOYMNU CTaHyT
OCHOBHbIMW 1 ByAEeT «nepeKkpecTHast KoHUrypauus», korga cbop AaHHbIX Oy4eT OCcyLecTBAATbCA Ha OCHOBHOM

cepBepe, a nx 3anuck B B[] Ha pe3

epBHOM CepBepe.

21.B ytunute dbctl nepeBeante Bce cepBepbl B aBTOMaTUYECKUA pexnm: noovepeHo Haxmute KM no kaxgomy
cepBepy U Bbibepute komaHay MepeBecTn B aBTOMaTu4eckuin pexxum (PucyHok 325).

Y¥npaenenwe knacrepom Redkit

g

= 0%

HazeaHue

¥ ¥3nbi wnactepa b/l
 17219.18.48:5432
Cepeuc
Cepeep BJ
Cepenc Redkit
¥ 172.19.16.188:5432
Cepeuc
Cepeep B4
Cepsuc Redkit

OcraHoeuTs cepeep BJ]

Co3AaTe pesepBHyH KOMWo

MepeBecTd B AaBTOMATUUECKWA PEXAM

Ocravoeuts cepeuc Redkit

EcTe cBAZe | pyu4HOil pexum
Bratoden macTep [}
BraroueH OrtcnesneaeTca
EcTe cBASE  PYYHOR pEXAM
BrarayeH penavKa

Brarouer OTcnexueaeTca

PucyHok 325 - [lepeBog B aBTOMaTU4E€CKUI PEXUM

10.2 O6HOBNEHME B pexnme pesepBupoBaHusa 6e3 goctyna
nepcoHana K obopyaoBaHuio

10.2.1 YcnoBus

pexvMe pe3epBUMpoBaHUs).

SCADA Haxogutca Bl B ponu «Pennukay.

. Cuctema Redkit SCADA B pexvme pe3epBMpOBaHUS BBeAeHa B aKkcnnyaTaumto (pasgen Hactpowika Redkit B

Ha ocHosHoM cepBepe Redkit SCADA Haxogutcs cepep B[ B ponun «Mactep», a Ha pesepBHoM cepBepe Redkit

MNpum.: «MacTtep» 1 «Pennuka» oTnn4aoTca TeM, YTo B «Pennuky» 3anpelleHa 3anucb, Tak Kak oHa KonupyeTt
AaHHble n3 «MacTepa» (pasgen PesepsupoBaHve cepeepos B).

Obecne4veHo pe3epBUpoOBaHME KaHanoB cbopa AaHHbIX.
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Y6eauteco, uto cepBepbl HE HaxogaTcsa B «nepekpecTHOM KOHUrypawmmy, To eCTb CEPBEPHbIN Y3ern,
cogepalimi Mmogynu ¢ BbICLUMM MPUOPUTETOM, HaxXoauTCs Ha cepeepe, rae bl B ponu «Mactep».

MpucyTtcTByeT paboTatowasn cnyxba Redkit System Service Ha To YacTu cMCTEMBI, KOTOpasi NpegHasHa4vaeTcs
nepcoHany.

B cucrteme gomxHbl NPUCYTCTBOBATL ABa KIko4a NMUeH3npoBaHNA (OCHOBHOI7I n pe3epBHb||7|).

Y onepaTMBHOro NepcoHana oTCyTCTBYET JOCTYN k obopyaoBaHuio. Mpn obHOBNEHUM TpebyeTca OTkNoYaTh Unu
noaknioyaTb ceTeBble MHTEPdENCHI CEPBEPOB.

[na nposepkn ycnosun Bocnonb3ynTeck ytunuton dbcetl (PucyHok 326) unu Bknagkon CTaTyc KOMMOHEHTOB B
Redkit Workstation (pasgen Cmamyc komnoHeHmoe pokymeHta «REDKIT SCADA 2.0. PykoBogcTBo oneparopa.
2.0.2110. RU.76499597.62.01.29-01 02 34 01». Mo ymonuyaHuto pacnonoxeHo B C:\Program Files\Prosoft-Systems
\Redkit\documentation) (PucyHok 327).

Ynpaenenune knactepom Redkit

HazeaHwe

* ¥3nel knactepa B

¥ 17219.18.57:5432
Cepenc EcTb cBAZE BBTOMATHMYECKWA pEXNM
Cepeep B Brmowen  macTep

Cepewnc Redkit Brmouen  Orcnesweaetcs

¥ 17219.18.58:5432
Cepenc EcTb cBAZE BBTOMATHMYECKWA pEXNM
Cepeep B Brouwen  pennnka

Cepewnc Redkit Brmouen  Orcnesweaetcs

PucyHok 326 - Ytunura dbctl

Okna = CTaTyc KOMNOHEHTOE
HaseaHwe MNogkaoyeHo
kb Redkit_Arm E CETH
» Redkit Configurator BceTw
¢ Redkit_Master B CETH
b Redkit_Slave E CETH
» Cepeepw B/1

PucyHok 327 - CtaTyc KOMMNOHEHTOB

10.2.2 NMopsaok o6HoOBNEHUA

HeobxoavMo pa3genuTb eguHylo CUCTEMY, COCTOSILLYIO M3 ABYyX cepBepoB B[l (OCHOBHOWM W pe3epBHbIV), Ha OBe
cuCTeMbl: Ans nepcoHana u ans obHoeneHus. B crnyyae c6osi npu 0GHOBNEHUN CepBep MOXHO BEPHYTb 00paTHO B
paboTy 1 NoNy4YnTb Pe3epPBUPOBaHHYH0 CUCTEMY.

1.

2,

BbinonHuTe pesepBHOE KONMpOBaHMe KOHUIypaumnoHHbIX dannos Postgres: pg hba.conf n postgresql.conf.
CoxpanuTte dannbl He B nanke ¢ B[, Tak Kak OHa MOXET OYNCTUTBLCS.

Ha ocHoBHOM cepBepe B dhawine pg_hba.conf 3anpetuTe NogkrtodeHns co Bcex IP-agpecoB pe3epBHOro cepeepa
nyTem nponucbiBaHnst B ctonbue METHOD 3HayeHuns reject.
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CoBeT: MeToa ayTeHTUdMKaLMK reject — OTKINOHSET NOAKIoYEHNE 6e3yCnoBHO. 3Ta BO3MOXXHOCTb Mosie3Ha Ans
«unsTpaLumn» HEKOTOPbIX CEPBEPOB rPYNMbl, HANpUMep, CTpoKa reject MOXET OTKIMOHWUTL NOMbITKY NOAKIIOYEHNS
OZHOrO KOMMbIOTEPA, MPW 3TOM CrieayoLast CTpoka No3BONSET NOAKIIOYMUTECA OCTaNbHbIM KOMMbIOTEPAM B TON e
cetu.

CTonT OTMETUTBL, YTO NpU pasgade npae B pg_hba.conf chann «untaetca» CYB[, cBepxy BHU3, NO3TOMY BO3MOXHA
Takasi cuTyaums:

host all all 172.19.18.57/32 reject
# BynyT OJIOKMPOBATHCS BCe MNOOKJIOUEeHMS K BJl ¢ sTOTO ampeca.
host all all 0.0.0.0/0 md5 # K BJIl paspelieHs NOIOKJIOUEHMSI CO BCEX aIpecoB.

YTtobbl 3TOro nsbexarb, Hago ObiTb YBEPEHHbIM, 4YTO MNocrie 6J'IOKI/IpOBaHHOF0 agpeca He NaetT ero paspelieHume.

M3ameHeHns BCTynatoT B cury nocrie nepesarpysku cepsepa BJ. Mpu aTom cywecTBylowme noaknioyYeHnst MoryT
COXPaHATbCS.

3. Yepes komaHaHyto CTPOKy (cmd, bash) nepesarpyaute cepsep bl komangon pg_ctl reload:

C:\Users\AnmMmuucTpaTop.WIN-I3EKJJQ48A9>pg ctl reload
CUTHAJI OTHNPABJIEH CEPBEPY

CoBeT: KomaHpaa reload npocto noceinaet npoueccy cepsepa b[] postgres curian SIGHUP, nonyyus kKoTopbi, OH
nepednTbiBaeT cBoU dannsl KoHUrypauum (postgresql.conf, pg_hba.conf). 3To N03BONAET NPUMEHUTH UBMEHEHUS
napameTpoB B channe koHpurypaumm, He TpebytoLme NONHOro nepesanycka cepeepa.

4. Ha pesepBHOM cepBepe B hanne pg_hba.conf 3anpetute nogknodeHns co Bcex |IP-agpecoB oCHOBHOro cepsepa
nyTem nponuceiBaHns B ctonbue METHOD 3HayeHuns reject.

5. lNMoBTopuTe War 3 Ha pe3epBHOM cepBepe.

6. OctaHoBuTe Ha pe3epBHOM cepBepe cnyxobl Redkit Keeper Service n Redkit System Service. C aT0ro MomeHTa
cbop gaHHbIX No NpoTokonam byaet nponsBoamTbest ogHMM cepeepom Redkit.

7. TNogkniounTechb Ha pe3epBHOM cepBepe ¢ nomollbto psql k B[ pe3epBHOro cepeepa, ykasas yepes kntoun -h n -p
agpec v nopt. MogpobHee o nogkntodeHun k B B pazgene MNpoBepka KOPPEKTHOCTU co3fanust cuctembl Redkit.

C:\Users\AomuHucrparop.WIN-I3EKJJQ48A9>psgl -h 172.19.18.58 -p 5432
[lapoJyib noJib30BaTesyisa postgres:
psqgl (11.7)
WARNING: Unicode mode enabled. You need TTF font in your console window
BBemure "help", UTOOB HNOJNYyUUTH CIPaBKY.

postgres=#
Bbille nokasaH npumep MOAOKMIOYEHUA nof Mornb3oBaTernieM Mo ymonyaHuio (postgres). UtoBbl SIBHO ykasaTb

none3oBaTens, uncnonb3ynte kntod -U (Hanpumep: psql -U postgres -h 127.0.0.1 -p 5432).

CoBeT: [Ins npocmoTpa TeKyLimx nogknioyveHui Kk b snuwute \x, rae x — natuHckas Oykea X B CTpOYHOM Buae,
N HaXXMuUTe knasuwy Enter:

postgres=# \x
PacumMpeHHET BBIBOIL, BKJIOWEH.
postgres=# select client addr, pid, application name from pg stat activity;

-[ RECORD 1 J-==-4-————--————————————————————
client addr | 172.19.18.57

pid | 5276

application name | Redkit OWS

=[ RBCORD 2 ] =———d——————c———cc=——cc=cc—c=c===
client addr | 172.19.18.57

pid | 4304

application name | Redkit-Service SERVICE

-[ RECORD 50 ]--—4-—-——————m—mmmmmm oo
client addr | 172.19.18.58

pid | 3856

application name | Keeper

8. BbinonHuTe 3anpoc Ha 3akpbiTve TCP-noaknioyeHns pe3epBHOro cepeepa Kk OCHoBHoMY, Ansa Bl 1o paBHO
dpusndeckomy otknoyeHuto Ethernet:

postgres=# select pg terminate backend(pid)
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from pg stat activity where client addr = 'ykasaTsb
ip-agpec monkJoYeHMS OCHOBHOTO cepsepa';

B >xypHane cobbITUI MOSABUTCA 3anMuch: «Pe3epBHbIA cepBep OTCyTCTBYET». B ytunute dbctl B[, 6yaeT B COCTOSAHUN
«HepgocTynHay. basbl JaHHbIX HEe BUAOAT ApYyr Apyra No ceTu, ogHako crnyxbbl Redkit System Service Bnoat apyr
apyra, TCP-coeguHeHus mexay Hummn 6yayT npucyTCTBOBaTh.

9. BbINonHWTE Ha pe3epBHOM cepBepe KoMaHay pg._ctl promote — cepBep U3 pe3epBa CTaHET OCHOBHLIM. B[] Ha aTom
cepBepe rotoBa k 06HOBMEHUIO.

C:\Users\AnmmuucTpaTop.WIN-I3EKJJQ48A9>pg ctl promote
OXMIOaHVE IIOBHIIEHVA CEpBEPaA..... I'OTOBO
CepBEpP MOBHIIEH

10.Yganute guctpubytue Redkit SCADA Ha pesepBHOM cepBepe (pasaen YoaneHue Nporpammel).

11.YcTtaHoBuTEe OOHOBNEHHyt Bepcuto auctpubytuea Redkit SCADA Ha pesepBHOM cepBepe (pasgen YcTaHoBKa
Redkit).

12.BbinonHuTe obHoBneHue bl Redkit Ha pesepBHOM cepBepe ¢ nomoLlbto npunoxeHusa Redkit Deployer cornacHo
pasgeny O6HOBMEHNE CUCTEMBI.

13.Ha pesepBHom cepBepe B daine pg_hba.conf paspelwmnte nogknioyeHms co Bcex IP-agpecoB 0CHOBHOMO cepsepa
nyTem nponuceiBaHus B ctonbue METHOD 3HadeHnss md5, nubo 3ameHnte dann pg_hba.conf Ha 6akarn.

<. BHumaHue: He BbinonHsviTe nepesarpysky cepsepa b[l. Ecnn Ha aTom aTtane caenatb nepesarpysky, To
,-_L1 B CUCTEME MOXET Mony4nTbca ABa cepBepa B/l B pexxume «mactep», YTo NpMBELET K HEoNpeaeneHHOMY
noBeaeHuIo.

14.3anycTnTte Ha pe3epBHOM cepBepe crnyx0bl Redkit Keeper Service n Redkit System Service.

Mogynu Redkit SCADA cTaHyT pe3epBHbIMU, TaK Kak CBsI3b Mexay Moaynsmu B yanax Redkit Master n Redkit_Slave
CYLLIECTBYET, B OTNIN4YMM OT cBA3n mexay Bl Ha ocHoBHOM 1 pe3epBHOM cepBepax. Mogynum 6yayT nogkntoyartbes K b
Ha pe3epBHOM cepBepe, Tak Kak He OyayT BuaeTb Bl Ha ocHoBHOM cepBepe. B ytunute dbct/ MoxxHO Habnogatk, 4To
OCHOBHOW U pe3epBHbIN cepBepbl B[l MeHAT cBoe COCTosIHUE C «MmacTep» Ha «B[l HegocTynHa» — aTO HOpMarsbHO,
Tak kak cnyxbbl Redkit Keeper Service noovepegHo npuckinatoT B dbctl cocTosiHne oTcnexmnsaemMbix cepepoB. C
TOYKM 3peHus cnyx0, coctosiHna cepeepoB B npotmBononoxHbl. B LOG-darinax cnyxobl Redkit System Service
OygyT 3anucu Takoro Buaa:

[CRITICAL 13.01.2021 15:41:35.322]: He yHmaJOoCh NOOKIOUMTbECA kK Bl 'Redkit 2011"'
no ampecy '172.19.18.57:5432"' uepes’ CUCTEMHY YyUYETHYK S3aNMUCh:

FATAL: pg hba.conf rejects connection for host "172.19.18.58",

user "system Redkit 2011 ", database "Redkit 2011", SSL off (database)
[WARNING 13.01.2021 15:41:35.878]: "OumbOka Ipu NPOBEPKEe CTaTyCca CepBepa

BI: 172.19.18.57:5432 FATAL:

pg _hba.conf rejects connection for host \"172.19.18.58\",

user \"system Redkit 2011 \", database \"Redkit 2011\", SSL off\n" (database)

[INFO 13.01.2021 15:41:35.923]: "VYcnemHoe NOIOKJIUEHME IMoJib30oBaTesd 'root' x Bl
'Redkit 2011

no agpecy '172.19.18.58:5432'." (database)

[INFO 13.01.2021 15:41:37.132]: "lmaruH 'TagRegistrator' cTayn pesepBHEM B cucreme."
[INFO 13.01.2021 15:41:37.135]: "IlmaruH

'EquipmentCaptureController' craj pes3epBHLEM B cucTeme."

[INFO 13.01.2021 15:41:37.136]: "ImaruH 'PGWatcher' cras pe3epBHEM B cucreme."
[INFO 13.01.2021 15:41:37.139] "Ilnarmuu 'PGSyncManager' cTajl pe3€epBHEM B cucreme."
[INFO 13.01.2021 15:41:37.141]: "ImaruH 'EtProcessor' cTajl pe3epBHEIM B cucreme.'"
[INFO 13.01.2021 15:41:37.141]: "ImarmH 'SySensors' cTajl pe3epBHEM B cucrteme."

[

INFO 13.01.2021 15:41:37.142]: "IlmarmuH

'SwitchoverProcessor' cTajsl pe3epBHEM B cucreme."

[INFO 13.01.2021 15:41:37.144]: "InmaruH 'IeclO04Client' cTayn pe3epBHEM B cucrTeme."
[INFO 13.01.2021 15:41:37.145]: "Inarun 'TagAgeChecker' cran pes3epBHEIM B cucreme."
[INFO 13.01.2021 15:41:37.146]: "ImarmH 'SnmpClient' cTan pe3epBHEM B cucrteme."

[ 1:

INFO 13.01.2021 15:41:37.146 "Ilmarmue 'Iec61850Client' cTasn pesepBHBEMM B cucrteme."

[CRITICAL 13.01.2021 15:41:40.428]:
"B cucTeMe OTCYyTCTBYyeT pesepBHBIM cepeep BI" (pgwatcher)

Bbllwe nokasaHo, 4YTO Mpu cTapTe OOHOBMEHHOW CUCTEMbl He YAanocCb MOAKMIOYMTBCA K MepBOMYy cepBepy
BO (172.19.18.57), kOTOpbIA UCMOMNb3YeTCA ONEpPaTMBHLIM MEPCOHANIOM, HO YCMELUHO MPOLUMO MOAKIKYEHNE K
obHoBneHHomy cepBepy B[ (172.19.18.58). Takke BUOHO, YTO MOOYNU CTanu pPe3epBHbIMU B CUCTEME, TaK Kak UX
NPUOPUTET HNXKE, YeM Yy MoayIeln Ha cucteme y nepcoHana. PesepsHoro cepsepa B[l HeT.
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15.Ypanute guctpubytue Redkit SCADA Ha APM Onepartopa (pa3gen Yaanenue Nporpammbl).

16.YcraHoBuTE 0OHOBMEHHYO Bepcuto guctpmnbytmea Redkit SCADA Ha APM Onepatopa (pa3gen YctaHoBka Redkit).

17.MepeBeanTe Ha oCHOBHOM cepBepe cnyx0bl Redkit Keeper Service n Redkit System Service B py4HOI pexxum
(Tabnuua «PyHkumu dbctl» B paspene Ytunuta dbctl) (PucyHok 328).

¥npaenenuwe knactepom Redkit = =/ 3X

HazeaHue | | |

¥ ¥3nbi wnactepa b/l

 17219.18.48:5432

Cepeuc EcTb cBAZE | BETOMATUHECKWIA PEKMM I} Ocranosurs cepeep B
Cepeep BJ Brmoyen MacTep
Cepenc Redkit  Brniouen | OTcnesumeaeTca Co34aTe pesepeHylo konuia

¥ 17219.16.188:5432 MepeBect B Py4UHOR PexXuUm
Cepeuc EcTb cBAse | GETOMATMHECKMI pexxum OcraHoeuTs cepeuc Redkit
Cepeep B4 Brarayed penvKa
Cepewc Redkit = Bxawouen OTchexuBaeTca

PucyHok 328 - lNepeBop B py4HOW pexxMM OCHOBHOIO cepBepa
18.0cTtaHoBuTE Ha OCHOBHOM cepBepe cnyxbbl Redkit Keeper Service n Redkit System Service.
19.0cTaHoBUTE Ha OCHOBHOM cepBepe cepBep Bl (Tabnuua «PyHkumm dbcetly B pasgene Ytunuta dbctl) (PyucyHok
329). Mogynu Ha pe3epBHOM CepBepe CTaHyT OCHOBHbIMW, MOAYNN MPOTOKOMOB Ha4YHYT NMCaThb Nofny4yaemble no
NpoToKOMam AaHHble B pe3epBHbI cepBep B. Ha pabotatowem APM Gypet 3adukcupoBaHa noteps cessun ¢ b
OCHOBHOTO cepBepa.

¥npaenedwe knacrepom Redkit ==X
HaszeaHue |

¥ ¥ane! wnactepa b1

¥ 17219.18.48:5432
Cepenc EcTe cBASE | pY4HO pEskUM
Cepeep B Brmouen macTep % Lot 02 s 0
Cepeuc Redkit | Brawouen  Otcnesmsaerca Cosgate pesepeHyto konuio
¥ 172.19.16.188:5432 MepeBecTi B aBTOMATUUECKWA PEXUM
Cepeuc EcTb cBAse | aBToMATMuEcKuil pe OcranosuTs ceperc Redkit
Cepeep BJ Brnoqen penmka

Cepeuc Redkit Braroued OTcnesxkueaeTca

PucyHok 329 - OctaHoBKa cepBepa B[]

20.Ypanute guctpmbytme Redkit SCADA Ha ocHOBHOM cepBepe (pa3gen Yaoanenue lNMporpammel).

21.YcTaHoBuTe 06HOBNEHHYO Bepcuto anctpubyTtnea Redkit SCADA Ha ocHoBHOM cepBepe (pa3gen YcrtaHoBka Redkit).

22.Ha pesepBHOM cepBepe BbINonHuTe nepesarpysky cepsepa bl (war 3). MNMocne BoinonHeHns APM gormkeH
nogkniountbcs kK B Ha pesepeHoM cepaepe (ecnu APM 6bin 3anyLieH, 06HOBMEHHbLIN UMW HET).

23.3anyctute obHoBneHHbIn APM onepatopa. APM gomkeH nogkniounTtbes Kk B Ha pesepBHOM cepBepe. B atom
MOXHO y0eauTbcs Bo Bknagke CtaTtyc komnoHeHToB B Redkit Workstation (pasgen Cmamyc komnoHeHmos
nokymenTa «REDKIT SCADA 2.0. PykoBogcTso onepatopa. 2.0.2110. RU.76499597.62.01.29-01 02 34 01».

24.3anyctute Ha OCHOBHOM cepBepe cnyx0obl Redkit Keeper Service n Redkit System Service. B ytunute dbctl
coctosiHve bl 6yger otobpaxkaTbCs Kak « OCTaHOBMEHY.

25.B ytunute dbctl Haxkmute KM no ocHoBHOMY cepBepy U BbibepuTe komaHay Co3pgaTtb pennuky (PucyHok 330).
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Menegxep knacrepa

B/l Redkit

=

3

= O)X

HassaHue

¥ Yanw knactepa Bf]
¥ 17223.15.70:5432
Cepsuc Keeper
Cepeep Bl
Cepsuc SCADA
v 17223.110.33:5432
Cepeunc Keeper
Cepsep b/
Cepenc SCADA

ECTb CBASD | py4HON pExuM

CosfaTh penauky

Co34aTe pe3epEHYH KOMUI

OcraHoeuts cepeuc Redkit

| 3anyctuTte cepeep Bfl

MepeBecTy B AaBTOMATUYECKWIA PEXAM

PucyHok 330 - CozpnaHue pennuku

HoxanTtecb okoHYaHusa pennukaumun. Tenepb ponun «MacTtep» n «Pennuka» cepsepos B[l nomeHsnMcb mectamu.
26.a. Ecnu nnaHmnpyetcsa BepHyTb cepBepa B NpeXHee COCTOsIHME (Ha OCHOBHOM cepBepe ponb cepBepa bl -
«MacTtep», Ha pe3epBHOM cepBepe ponb cepBepa b — «Pennuka»), TO NPUOPUTETLI MEHATb HE HYXXHO,
J0CTaTo4HO ByAeT nocrne 3aBepLUeHNst pennvKaLnmM OCHOBHBIM CEPBEPOM OCTaHOBUTL B[] Ha pe3epBHOM.
OcHoBHOW cepBep aBTOMaTMyeckn nepenget B ponb «MacTtep». Nocne oTknodeHnst B, Ha pe3epBHOM cepBepe

MOXXHO cenaTb Pensunky.

. Ecnu nnanunpyetcs octaBuTh cepBepa B TakoM COCTOSIHUM (HAa OCHOBHOM cepBepe porb cepeepa B[]

- «Pennuka», Ha pe3epBHOM cepBepe pornb cepBepa Bl — «MacTep»), To pekomeHayeTCcs NOHN3UTb
NpVopuUTET MOAYIEN Ha OCHOBHOM cepBepe. ViHave npu ctapte cnyxbbl Redkit System Service Ha OCHOBHOM
cepBepe MoAynu CTaHyT OCHOBHbLIMU 1 OyOeT «nepekpecTHas KoHdurypaums», korga coop AaHHbIX Oyget
OCYLLECTBNATLCA HAa OCHOBHOM CepBepe, a ux 3anuck B B/l Ha pe3epBHOM cepBepe.
27.B ytunute dbctl nepeBegute Bce cepBepbl B aBTOMaTUYECKUiA pexxnm: HaxxmuTe KM no cepeepy v Bbibepute
komaHay lNMepeBecTn B aBTOMaTU4YeCKnm pexum (PucyHok 331).

Ynpaenenwe knacrepom Redkit

= 0%

HazeaHue

¥ ¥3nbi wnactepa b/l
 17219.18.48:5432
Cepeuc
Cepeep BJ
Cepenc Redkit
¥ 172.19.16.188:5432
Cepeuc
Cepeep B4
Cepsuc Redkit

OcraHoeuTts cepeep BJ]

Co3AaTe pesepBHYH KOMW

MepeBecTi B aBTOMATUUECKWA PEXM

Ocravoeuts cepeuc Redkit

EcTb cBAZE | pyu4HOil pexxum
Brntoden MacTep [}
Brarauen OrcneskveaeTca
EcT cBASE  BETOMATWUHECKWIA pe|
BrarayeH penvKa

Brarouen OTcnexueaeTca

PucyHok 331 - lepeBon B aBTOMaTU4E€CKUI PEXUM
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11 BoccTaHoBneHue cuctembl Redkit nocne rmooanbHoro
coos

Cnoco0bbl BOCCTaHOBMNEHUSA CUCTEMBI:

1. C nowmolubio pesepsHor konun B[.
2. C nomowbto XML-hanna koHurypaumm.
3. C nomoubto dhanna npoekTa B popmarte PPF.

11.1 BoccTtaHoBneHne cuctemMbl C NOMOLbLIO pe3epBHOU Konuu bl

BoccTaHoBneHne cncTembl TakMm CnocobOM BO3MOXHO npu Hann4mn pe3epBH017| konun B[.
OTanbl BOCCTAHOBINEHUS:

1. OcraHoBuTe cnyx06bl Redkit System Service Ha OCHOBHOM 1 pe3epBHOM CepBepax.
2. OctaHoBuTte Bce APM.
3. Ha ocHoBHOM cepBepe:

a. Ortkponte ytunuty dbctl.
b. Haxmute MNKM no cTpoke c agpecoM OCHOBHOrO cepBepa U Bbibepute komaHay OctaHoBUTL cepBep B[.
c. OcrtaHoBuTe cnyxby Redkit Keeper Service.

4. Ha pesepBHOM cepBepe:

a. Otkponte ytunuty dbctl.
b. Haxmute MNKM no cTpoke ¢ agpecom pe3epBHOro cepsepa u Boibepute komaHay OctaHoBuTb cepBep BA.
c. OcrtaHoBuTe cnyxby Redkit Keeper Service.

5. Ha ocHoBHOM cepBepe:

MepeumeHyinTe nanky data.
CospariTe HOBYIO NManky B 3TOM e AMPEKTOpuM C Ha3BaHueM data.
CkonupyiTe B nanky us wara 5.b chann base.tar (dpann base.tar nosiBnseTcs npu cosgaHumn pesepeHon konum B1).
Pacnakyinte chann base.tar c nomoLbt0 apxmeaTopa.
CospanTte nanky ¢ HasBaHuem pg_wal B gupektopum data.
CkonupyiiTe B nanky u3 wara 5.e cpanin pg_wal.tar (pain pg_wal.tar noaBnseTcs Npy co3agaHnm pe3epBHOM KoNuu
BO).
g. B nanke data yganute cann recovery.conf.
h. Haxmute KM no nanke data n Bbibepute komaHgy CBoncTBa.
i. B cBoicTBax npegoctaBbTe NOMHbLIA AOCTYN K Nanke Ang Beex.
6. 3anyctute cnyxby Redkit Keeper Service Ha OCHOBHOM U pe3epBHOM CepBepaXx.

"m0 oo0DT

11.2 BoccTtaHoBneHne cuctembl ¢ nomowbio XML-chbanna
KOHc(purypaumm

BoccTaHoBneHne cucTeMbl Takmm cnocobomM BO3MOXHO nNpu Hanuumu XML-canna koHdurypaumm.
. BHuUMaHmue: lMocne BOCCTAHOBNEHMS CUCTEMbl TakMM CrMOCOBOM  apxuBupyemble [daHHble He
{ s ' BOCCTaHaBnuBaloTCA.

OTanbl HaCTPOWKK:

1. BbinonHute yctaHoBky CYB[l Postgres cornacHo waram 1-5, 11 pasgena YcraHoeka CYB[] Postgres.
Mpum.: Tpu nosTopHon yctaHoBke CYB[ Postgres Gynoer obHapykeHa npeabigyllasi MHCTanmsumsi cepeepa
PostgreSQL. JaHHaa mHcTannsuusa 6yaet obHoeneHa. [ng npogorkeHusa yctaHoBkM HaxxkmuTe Oanee (PucyHok
332).
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YctaHoeka PostgreSQL 13 (64bit) = x

CywiecTByoUan MHCTANNALMA

Pos}gres

HalaeHa nHcTannawA cepsepa PostgreSQL B katanore C:\Program Files\PostgreSQLY13
3Ta wHcTannsws Byaet obHoENeHa.

[ns 3asepweHia obHosneHus TpebyeTca nepesanyck cepsepa.

< Hazapn | Oanee > ] OTmeHa

PucyHok 332 - Coo6lueHue o cyuiecTBYHOLEN MHCTannAuumn
2. BeinonHute goHacTpouky Postgres cornacHo pasgeny JoHacTtpoinka Postgres.
3. BobinonHuTe npoBepky 3anycka cnyx6bl Postgres cornacHo pasgeny Nposepka co3gaHusa B Postgres.
4. BbINnonHuTE HaCTPOWKY CUCTEMBI COrMacHo pasgeny MIMnopT KoHurypaumm.

11.3 BoccTtaHoBneHne cuctemMbl € noMoLbio danna npoeKra

BoccTaHoBneHWe cuctembl TakMm cnocobom NpupaBHUBAETCS K NEPBUYHON HACTPOWMKE BCEW CUCTEMDI.
OT1anbl HACTPOWKMK:

1. BbinonHute yctaHoBky CYB[] Postgres cornacHo waram 1-5, 11 pasgena YcraHoeka CYB[] Postgres.
Mpum.: MNpu nosTopHon yctaHoBke CYB[ Postgres Gygoer obHapyxeHa npeabigyliasi MHCTanmsumsi cepeepa
PostgreSQL. [laHHasa vHcTannsaums 6ypet obHoBneHa. [nsa npogormkeHus ycTaHoBku HaxxmuTe [Oanee (PucyHok
333).
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@

YctaHoeka PostgreSQL 13 (64bit) = x

CywiecTBy0OUaA MHCTANNALMA

Pos}gres

HalaeHa nHcTannawA cepsepa PostgreSQL B katanore C:\Program Files\PostgreSQLY13
3Ta wHcTannsws Byaet obHoENeHa.

[ns 3asepweHia obHosneHus TpebyeTca nepesanyck cepsepa.

< Hazapn Oanee > ] OTMEHS

PucyHok 333 - Coob6lueHue o cyuecTByHOLEN MHCTannAuumn
BbinonHuTe goHacTpoiky Postgres cornacHo pasgeny doHacTtporika Postgres.

BbinonHuTe npoBepky 3anycka cnyxbbl Postgres cornacHo pasgeny lNpoeepka cosnaHus B Postgres.

Bbibepute pexum HacTponkn Redkit:

a. Redkit B pexxume pesepsupoBaHma — pasgen Hactporika Redkit B pexvme pesepBrpoBaHus.
b. Redkit B ogHocepBepHOM pexnme — pasgen Hactponka Redkit B ogHocepBepHOM pexume.

c. Redkit B aBTOHOMHOM pexume — pasgen Hactponka Redkit B aBTOHOMHOM pexume.
BbinonHuTe Bce HEOOXOAMMbBIE HACTPONKM CUCTEMbI COTMIAaCHO pasfenam TeKyLLen JOKYMeHTaunu.
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12 OnucaHue pe3epBUpPOBaHUSA

12.1 Pexxumbl pesepBUpOBaHnUS Moaynen NpoTOKONOB

Pexxumbl pesepBrpoBaHus Mmogyren npotokonos knveHToB MOK 60870-5-104, MOK 61850-8-1 MMS B Redkit:

- «TOPSAYUN» PEXNM;
- «XOMNOAHBLIN» PEXNM.

12.1.1 «FopAaYMn» pexmm pesepBUpoBaHUA

K MCTOYHUKY AaHHbIX NOOKMOYEHbI OCHOBHOW M pe3epBHbIN Mogynu npoTokonos. O6a nonyyatoT AaHHble. [ins 3anvcu B
B[l oTnpaBnsoTCa AaHHble TONbKO C OCHOBHOIO MoAynsi npoTokona. [py 3ToM 0CHOBHOM MOAYSb COOOLLaeT pe3epBHOMY
MOAYII0 yAanuTb Te AaHHble, KOTOpble OCHOBHOW Yyxe oTnpasun (PucyHok 334).

MCTOUHWE NaHHBLIX

TCPRIP TCPRIP

PesepEHLIA MOOYNL
npoToKona

OCHOBHOW MOOYNE
npoToOKOMA

PucyHok 334 - «opsiunii» pexum pe3epBMpoBaHUSA

Mpu noTepe CBsI3v C OCHOBHBLIM MOAYEM NPOTOKOSA, Pe3ePBHbI MOy b HAYMHAET oTnpaBnsTe B B[ AaHHbIe, BKtovas
Oydep HAKOMMEHHbIX AAHHBIX 3a NepPVOo NOTEPU CBA3M C OCHOBHBLIM MOAYIIEM U CTAapTOM pe3epBHOro Moayns (PucyHok
335).
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HMCTOYHWE AaHHbLLX

TCHI/IP TCPRIP

PezepeH=IA MOOyNE
npoToKona

PucyHok 335 - «lopsiunii» pexum pesepBMpoBaHUSA

12.1.2 «XOonoaHbINY PeXnm pe3epBUPOBaHUA

K MUCTOYHUKY OaHHbIX NOAKIMKYEeH TOJbKO OCHOBHOW MoAynb NpoTOKoNa. Pe:iepBHbIIZ MOAynb NPOTOKOJ1a Haxo4UTCA B

pexume oxuaaHusa (PucyHok 336).
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MCTOUHME faHHBIX

TCPRIP TCPAP

PesgpEHBIA MOOYNE
npoToKona

OCHOBHOW MOOYNE
NpOTOKONA

PucyHok 336 - «XonogHbI» pexum pe3epBUpOBaHuUsI

Mpu notepe CBs3N C OCHOBHbIM MOAYNEM MPOTOKONa, pPe3epBHbIA MOAYNb MPOTOKOMa MOAKMOYAETCA K UCTOYHUKY
OaHHbIX: HA4YMHAET nonyyaTb AaHHble 1 OTNpaBnseT ux ang 3anucu B b (PncyHok 337).

smmmmm—————— HMCTOUHWE AaHHLLX

TCP/F TCPRIP

PesepEHsId MoOyNE
npoToKona

PucyHok 337 - «XonoaHbIi» pexum pesepBUpoOBaHuUs
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12.2 Pe3epBupoBaHue cepBepoB b[]

Cxema pesepBUpoOBaHUSA B HOpManbHOM pexume npeacrasneHa Ha PucyHke 338.

Knactep Redkit
Redkit - » Redkit
Knacrep B v v
— 'J Kauan penmmEasmm T
s < | =
keeper - »  kesper
- OCHOBHOW cepeep doctl

PucyHok 338 - Cxema pe3epBUpOBaHUsi B HOPMaribHOM pexume

Mpwn noTepe cBsi3n ¢ 0OCHOBHbIM cepBepoM B[, pesepBHuin cepep Bl aBTOMaTnyeckn cTaHOBUTCSH OCHOBHbLIM (P1CyHOK
339).
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KnacTep Redkit "

»

..- Kaxsn pennmesgem

Redkit

» kesper y,

'ﬂf - DCHOBHOW cepeep

dibctl

PucyHok 339 - MNoTteps cBsA3u ¢ ocHOBHbIM cepBepom B[]

BbIBLWIMA OCHOBHOM cepBep aBTOMAaTU4ECKM BOCCTaHaBIMMBaETCA U CTaHOBUTCA pe3epPBHbIM. CepBepr B[ nomeHsanuch

ponamu (PucyHok 340).
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Knactep Redkit

Redkit < »> Redkit

Knactep BO v

v

o >[.;1|

- DCHOBHOW cepeep dectl

PucyHok 340 - CmeHa ponen cepBepoB B[]

O6paTtHasa cmeHa poneli cepBepoB B[] BbINOMHAETCA BPYYHYH Yepe3 KOMaHObl KOHTEKCTHOrO MeHH0 B rpaduveckomn
ytunute dbctl (pasgen Ytunuta dbctl).

12.3 Pe3epBupoBaHue cepBucoB Redkit

Cxema pe3epBupoBaHUs B HOPManbHOM pexume npeacraeneHa Ha PucyHke 341.
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Knactep Redkit

Redkit

KaHsn pennmesgen

L J

keeper

jﬂ? - OCHOBHOM capeep dbctl

PucyHok 341 - Cxema pe3epBUpOBaHNs B HOPMaribHOM pexume

Mpn notepe cBsA3M ¢ ocHoBHbLIM cepBucoM Redkit, pesepBHbI cepuc Redkit aBTomaTtnyeckn CTaHOBUTCH OCHOBHbBIM

(PucyHok 342).
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Knactep Redkit

kit R o Redkit *

H
1
|
'\_‘. "x‘.
— » keeper ]
-, Jt ‘ |

jf( - OCHOBHOM capeep dbctl

PucyHok 342 - loTteps cBA3M ¢ 0CHOBHbIM cepBucom Redkit

BbIBLLMI OCHOBHOW CepBep aBTOMaTUYECKM BOCCTaHABIMBAETCS U CHOBA CTAHOBMTCSA OCHOBHbLIM (PucyHok 343).
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Knactep Redkit .- R R
R Redkit ii < > Redkit

r

'ﬁ' - OCHOBHOM capeep \ _ dbctl

-~

PucyHok 343 - Cxema pe3epBUpOBaHUsA Nocrie BOCCTaHOBIMEHUA
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13 Redkit Web

Redkit Web — APM onepatopa Redkit Workstation B web-6pay3epe.

YctaHoBouYHbIN chann Redkit Web pacnpoctpaHsieTcss BMecTe ¢ 0ocHOBHbIM anctpubyTtneom Redkit.

JocTtynHble Gpaysepsbi:

AHpekc;

Google Chrome;
Mozilla Firefox;
Opera.

13.1 YctaHoBKa Redkit Web

Muctannauua Redkit Web BeinonHsieTca Ha cepepax Redkit. Ycnosus:

1. Bepcusa guctpmbytusa Redkit Web gomkHa coBnagats ¢ Bepcuen guctpmbytusa Redkit.
2. B cucrteme yxe gormkeH ObiTb ycTaHOBMNEH 1 HacTpoeH Redkit.

[Npouecc nHcTannaumm:

1. 3anyctute cann-ycraHoswmk Redkit Web.
2. B okHe npuBeTcTBUSA Haxkmute Oanee (PucyHok 344).

¥cranoeka Redkit Web

Ycranoeka - Redkit Web

[OoBpo nowanoeaTs B MacTep ycTaHosku Redkit Web.

Oanee BLIATI

PucyHok 344 - YctaHoBka Redkit Web

3. BbibepuTe katanor ans yctaHoBku 1 Haxmute [lanee (PucyHok 345).
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*
<« YeTanoeka Redkit Web

Katanor YCTaHOBKK

VYKSWMTE KaTanor AnA ycTaHoeku Redkit Web.

|C :\Program Files'\Prosoft-Systems\Redkit Web OBzop...

PucyHok 345 - YctanoBka Redkit Web
4. Bbibepute komnoHeHT Redkit n HaxkmuTe fanee (PucyHok 346).

X

< Yeranoeka Redkit Web

Beibop koMnoHeHTOB

I'Iomanyl."m:ra, BblﬁEpMTE KOMMNOHEHTEI, KOTOPEIE Bl XOTHUTE YCTaHOEWTE.

Mo yMonqaHio | | Beibpate scE | | Pabovee mecto onepartopa (APM) Cepeep CHATb BCE

Redkit APM Redkit Web,

STOT KOMIOHEHT
saiMET
npUBMMsUTENEHD
75,46 MB Ha
KECTKOM JMCKE,

fanee OTMeHa

PucyHok 346 - BbI6op KOMNOHEHTOB
5. OcrtaBbte nanky B MeHto Myck no ymonuyaHuio n Haxmute flanee (PucyHok 347).
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X

<« YeTanoeka Redkit Web

Apabiky meHro "Tyck”

BrifepiTe Nanky B MeHto 1ycks ANA PasHELLEHNA APMEIKOE MPorpaMHel. YTofkl COSASTE HOBYIO NanKy, BESAWTE &8 HMA,

[Reckit webl

Accessibility ~
MAccessories

Administrative Teols

Atlassian

Bitrix24

FileOptimizer

Maintenance

05 (Cnk

ProseftLauncher

Python 3.9

Redkit

Redkit Builder

Startup hd

fanee OTMEHE

PucyHok 347 - YctaHoBka Redkit Web
6. Haxmute YcTtaHoBUTBL (PucyHok 348).

<« Yeranoeka Redkit Web
Bcé roToeo Kk ycTaHoBKe

MporpaMMa YCTaHOBKW roToBa HadaTk yoTaHoeky Redkit Web Ha eaw konnetoTep. [na ycTaHoBku noTpedyeTca 76,46 MB
AWCKOBOro MPOCTPEHCTES.

YCTaHoBUTE OTMeHa

PucyHok 348 - YctaHoBka Redkit Web
7. Tocne ycnewHom yCcTaHOBKN Haxkmute 3aBepwinTb (PrucyHok 349).
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X

¥cranoeka Redkit Web

3aBepuwenme ycraHoekyn Redkit Web

HaMuTE «3aBepluMTE® ANA BEIX0Aa M3 MacTepa Redkit Web.

PucyHok 349 - YctaHoBka Redkit Web

13.2 Hactpouka Redkit Web

13.2.1 [ina koHcurypaumm c pesepBmMpoBaHUEM

1. Otkpowite Redkit Configurator.
2. Y6eguTtecsb, uto B Redkit Configurator 3arpyxeH darnn npoekTa.
3. lMNepengnute B MmeHio HacTponku yana.
4. Y y3na Redkit _Master HaxmuTe Ha = 1 Bbibepute moayrnb Beb-cepBep (PucyHok 350).
JobaenTe y3en |
HazeaHne l L
» Redkit Arm 8w AR X
v Redkit_Configurator g = ‘Ha:aanne Wmn knacca nnarnHa
b Redkit_Master + = [[] API-mogyne gna yznos Redkit RedkitServiceRestApiAdapter
b Redkit_Slave B\ & = [] APl-mogyne cepeuca Keeper KeeperRestApiAdapter
[ APM Onepatopa GuiPlugin
¥ [ Apamenposanue TagCempressor
[[] Texepatop namerennii Teros TagGenerator
[l Tenepatop otuetoe ReportAutoGenerator
[[] Wcnonbsosanue gucka DiskSpaceChecker
[ Knwnewt npotokona lecl04 lecl04Client
[[] Kanert nporokona lec51850 1lec61850Client
[[] Kanewt npotokena Modbus ModbusClient
[] Knuewt npotokona Snmp SnmpClient
[[] KoHeeprep daiinoe ccumnnorpamm OscFormatConverter
[ Konduryparep GuiPlugin
[[] Nokanerble napamerpel cucTemel SySensors
[[] Mogynu DMS DmsPlugin
[] Moaynk AnarHoCTMKM NOKANEHON MaLLKHEI DiagnosticKeeper
1w sanucw [ OneratinnalScheduleWriter
37 3nemenTos

PucyHok 350 - Moaynb «Be6-cepsep»

5. Haxmute MNpuUMeHUTb.
6. HaxmuTe Ha mogynb Beb-cepBep 1 cnpaBa B HacTporkax YacTHble ykaxuTe (PucyHok 351):

a. [Moprt http-cepBepa 0CHOBHOIO cepeepa.
b. Agpec http-cepBepa 0CHOBHOro cepsepa.
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c. [upekTtopusi pecypcoB http-cepBepa OCHOBHOMO cepBepa AOSKHA COOTBETCTBOBATbL AMPEKTOPUMN MHCTaNMALMM
Redkit Web: ...\Prosoft-Systems\Redkit Web.

d. lMpegnoytuTtenbHbIn y3en Be6 APMa.

Jo6aenTs y3en

Hazsanne

ma knacca gna nnarvHa | WasmServer

b Redkit_Arm
» Redkit_Configurator
* Redkit_Master

Apxnenposanue

[+l + M+
m @ o
EIET e

Mogyne sarpcn curdancs B bl
Mogyns saxeaTa obopyaoearia
Mogyne konThona cepeepos Bl
Moayne o6pablTen GnaHKos NEpEekY eHKiA
Mogyne chnxporysawmn © B
MAaHnpoBLLMK BEIZRHM KOMEHS ypaBneHua
Cepeep oBpaboTkn cOfeImnid
» Redkit_Slave =

WMwma aiina nnarnna Wasmserver

* OBwpme
OTgentHbI NoToK
MpnopuTer mogyns 20
Bpema oxuaanna (mc) 60000

Wurepean nposepin (mc) 1000

s

Kon-go noeTopos komangs

¥ MonwnTtopunr
[[] Orcneskueate napameTpei

[[] Norupoeanue

Jmnarnocrnyeckan nHdoprMauna

¥ YacTHwe

Mopr http-cepeepa
Mopr gas NAT

Agpec http-cepeepa | 172191841

Anpec gna NAT |

Jnpextopua pecypcos hitp-cepsepa | C\Program Files\Prosoft-Systems\Redkit Web

MuA yana Be6 APMa | Redkit_Arm

PucyHok 351 - Hactpoiika moayns «Be6-cepep»

7. Haxmute NMpuMeHUTD.

8. lNosTopuTe warn 4-7 gna yana Redkit_Slave, HO Ha ware 6 ykaxxuTe JaHHbIe pe3epBHOro cepeepa.

9. lNepesanyctute cnyx0y Redkit System Service.

13.2.2 [ina ogHocepBepHON KOH(Urypaumm

. OtkponTte Redkit Configurator.

. Y6egutecsb, 4To B Redkit Configurator 3arpyxeH daiin npoekTa.

1

2

3. lMNepengnte B MeHio HacTponku yana.

4. Y yana Redkit_System_Service HaxmnTe Ha

n Bblbepute moaynb Beb-cepBep (PucyHok 352).

oo
keagns M obwexra | Redkit_System Service
» Redkit_Arm g =
» Redkit Configurator ol (= | Aecrynneie nnaruHel X
* Redkit_System_Service = | HazsaHme Wia knacca nnaruva
] API-moayne ans yznoe Redkit RedkitServiceRestApiAdapter
[] APl-mogyns cepanca Keeper KeeperRestApiAdapter
[7]' APM Oneparopa GuiPlugin
[[] Apxusuposarue TagCompressor
u Beb-cepeep WasmServer
[] Tenepatop oseros ReportAutoGenerator
[ WMcnoassceakne aucka DiskSpaceChecker
[[] Knuent npotokona lecl04 lecl04Client
[[] Knuent npotokona lec61850 lec1850Client
[7] Knuent npotokona Modbus ModbusClient
[C] Knuent npotokona OPC UA QtOpclaClient
[] KnuenT npotokona Snmp SnmpClient
[7] Kowseprep daiinos ocumnnorpanm OscFormatConverter
[[] Koudurypatop GuiPlugin
[[] MokaneHele napamMeTpel CHCTEME SySensors.
[] Mogynu DMS DmsPlugin
[[] Moayne AMarHOCTUKN NOKANEHOA MALLNHEI DiagnesticKeeper
[1 Moavns samacu AT OneratinnalScheduleWriter
38 3nemenTon
=

PucyHok 352 - Moaynb «Beb6-cepsep»

5. Haxmute NMpUMeHUTb.

6. HaxwmuTe Ha mogynb Beb-cepBep v cnpaBa B HacTpovikax YacTHble ykaxute (PucyHok 353):
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a. [Mopt http-cepsepa.
Anpec http-cepsepa.

i

c. [upekTopus pecypcos hitp-cepepa gomkHa cooTBeTCTBOBaTh AnpekTopun nHctannaummn Redkit Web: .. .\Prosoft-

Systems\Redkit Web.
d. lMpegnoytutenbHbin y3en Be6 APMa.

JobGasnTs y3en

Hazsanue

» Redkit_Configurator
¥ Redkit_System_Service
ApxvBMpOEaHME

1+ +]

o (o
M [

WMcnojesosanune gucka

Mogynly 3anncu curianos B 6/
Mogynb\gaxsata o6opyaoeaHna
Mogynb KgHTpOAR cepeepos 6/
Mogynb 06Ra6oTkn BAaHKOB NEPEKAYEHWA
Mogyns CUHXROHW3aLMK C B[]
MnaHnpOoBLL KUK Byl Aa4M KOMaH] yNpaBneHnA
Potauma apxusa cOgeITIiA

Cepeep obpaboTiun cOgeiTril

» Redkit_Workstation

Wima draitna mogyns | Wasmserver
¥ OBuwne
OTaensHBIA NOTOK
MpwopwuTer Mmogyns
Bpems oxuganua (Mc)

WHTepBan nposepky (Mc) 000

£

Kon-eo noETOpoB KOMaHAL!

¥ MoHuTopuHr
[[] Otcnexueats napamerpel
[] Noruposanue
JMarHocTMYeckan MHbopMalma

WrTepsan arperauwn (Mc) 60000

WrTepBan usmepenuii (Mc) 1000 o

¥ YacTHeie

Mopr http-cepeepa
Mopr ana NAT

:

Agpec http-cepsepa | 127001

Agpec ana NAT |

Jwpextopua pecypcos http-cepeepa ‘ C\Program Files\Prosoft-Systems\Redkit Web

Wms yana seb APMa

| Redkit_Workstation

PucyHok 353 - Hactpoiika moayns «Be6-cepBep»

7. Haxmute NMpuMeHUTD.

8. lNepesanyctute cnyx0y Redkit System Service.

13.3 HacTtpouka Redkit Web 3a NAT

13.3.1 [ina koHcurypaumm c pesepBmMpoBaHUEM

. OtkponTte Redkit Configurator.

. Y6egutecsb, uto B Redkit Configurator 3arpyxeH darin npoekTa.

1
2
3. lNepengnte B MeHio HacTponkun yana.
4

. Y y3na Redkit_Master HaxmnTe Ha " 1 BbibepuTe moayrnbe Be6-cepBep (PyucyHok 354).
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JobaenTe y3en
HazeaHne l L
» Redkit Am 8 & AecymSnna ey
v Redkit_Configurator g = ‘ Haszganwne Wmn knacca nnarnHa
b Redkit_Master + = [[] API-mogyne gna yznos Redkit RedkitServiceRestApiAdapter
b Redkit_Slave B\ & = [] APl-mogyne cepeuca Keeper KeeperRestApiAdapter
[ APM Onepatopa GuiPlugin
¥ [ Apamenposanue TagCempressor
[[] Texepatop namerennii Teros TagGenerator
[l Tenepatop otuetoe ReportAutoGenerator
[[] Wcnonbsosanue gucka DiskSpaceChecker
[ Knwnewt npotokona lecl04 lecl04Client
[[] Kanert nporokona lec51850 1lec61850Client
[[] Kanewt npotokena Modbus ModbusClient
[] Knuewt npotokona Snmp SnmpClient
[[] KoHeeprep daiinoe ccumnnorpamm OscFormatConverter
[ Konduryparop GuiPlugin
[[] NokaneHeie napamerpel cncteme SySensors
[[] Mogynn DMS DmsPlugin
[] Moaynk guarHocTikm NOKaNEHON MaLLKHEI DiagnosticKeeper
(Y| sanucw [AC OneratinnalScheduleWriter
37 3nemenTos
o

5. Haxmute NpuUMeHUTb.

PucyHok 354 - Mopgynb «Beb6-cepsep»

6. HaxmuTe Ha mogynb Beb-cepBep 1 cnpaBa B HacTporkax YacTHble ykaxuTe (PucyHok 355):

a. [MopT http-cepBepa ocHOBHOrO cepBepa.
b. MNMopt ons NAT ocHoBHOro cepaepa.

c. Appec http-cepepa ocHOBHOro cepsepa.
d. Agpec ansa NAT.

e. [upekTopust pecypcoB http-cepBepa OCHOBHOMO cepBepa [AOoMKHa COOTBETCTBOBAThL AMPEKTOPUM UHCTANMIALUM

Redkit Web: ...\Prosoft-Systems\Redkit Web.
f. TNpepnoytnTensHbin y3en Be6 APMa.

» Redkit_Cenfigurator
¥ Redkit_Master

[+ 1+ +]
m @ @
B B [

Apxusnposanne

Be6-cepeep

Mogyne sarpcn curnancs 6 b1
Mogyne saxegTa oGopyaoearma
Moayne konTRona cepeepos bJ]
Moayne oGpablyTen GnaHkos NeperntoY e
Mogyne cunxpoHysaumn c B
MNaHNpoBLLMK BEIIGHN KOMaHA yNPaBneHna
Cepeep ofpaboTkn cogemni
b Redkit_Slave g =

G
Hassanne Wmn daiina mogyns | wasmserver
» Redkit_Arm ~ OBuwwe

OtgensHeR NoTok
MNpwopwuTer mogyna 20,
Bpema oxuaaHua (Mc)

nTepean nposepki (Mc) 1000

£

Kon-so nosTopos komargs

¥ MoHuTopuHT
[C] Orcnexmears napameTpe:
[C] Noruposanue
JnarnocTuyeckan uHdgopmalna

Wrrepsan arperaumnm (Mc) 60000 :

WHTEpBaN U3MEPEHWA (MC) 000

¥ YacTHme

MNopr http-cepeepa 8181
Mopr gna NAT 58181 o

Anpec http-cepsepa | 172191841

Agpec ans NAT [ 2756270204

JwpexTopwa pecypcos http-cepeepa | ‘C\Program Files\Prosoft-Systems\Redkit Web

st yana Be6 APMa | Redkit_Arm

PucyHok 355 - Hactpoiika mopyns «Beb-cepBep» ansa NAT

7. Haxmute NpUMeHUTb.

8. lNosTopute warn 4-7 ona yana Redkit_Slave, HO Ha Wware 6 ykaxuTe JaHHble pe3epBHOro cepeepa.

9. lNepesanyctute cnyx0by Redkit System Service.
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13.3.2 ina ogHocepBepHON KOHcUrypaumm

1. Otkpowte Redkit Configurator.

2. Y6eguTtecn, uTto B Redkit Configurator 3arpyxeH dann npoekra.

3. Mepengnte B meHio HacTpownkn y3na.
4. Y yana Redkit_System_Service Haxmute Ha

n BbiGepuTe moaynb Beb-cepBep (PucyHok 356).

e~
logs Wn obwexra | Redit_System Service
» Redkit_Arm =
» Redkit Configurator = | Aocrynnwie nnaruvees
» Redkit_System Service = [ Hassarme Ve acca naruva
[[] API-moayne ans yanos Redkit RedkitServiceRestApiAdapter
[[] API-mogyne cepemca Keeper KeeperRestApiAdapter
[ APM Onepatopa GuiPlugin
[ Apsnposanue TagCompressor
Naleam mew |
[[] Tenepatop oTuetoe ReportAutoGenerator
[] Wcnonssoearue gucka DiskSpaceChecker
[[] Knuent npotokona lec104 lecl04Client
[[] Knuent npotokona lec61850 1ec61850Client
[[] Knuent npotokona Modbus ModbusClient
[7] Knuer npotaxona OPC UA QtOpcUaClient
[C] Knuent npotokona Snmp SnmpClient
[[] Koweeprep daiinoe ccumnnorpamm OscFormatConverter
[] Kondnrypatop GuiPlugin
[[] NokaneHble napaMeTpel CUCTEMEL SySensors
[ Mogynn DMS DmsPlugin
[[] Mogynk aMarHocTiks noKansHoi MaLLiHe! DiagnosticKeeper
[T Mamenk sanuen OAC OneratinnalScheduleWriter
38 anemeHToB

PucyHok 356 - Moagynb "Be6-cepBep”

5. Haxmute NMpumMeHUTD.

6. HaxmuTe Ha mogynb Beb-cepBep 1 crnpaBa B HacTponkax YacTHble ykaxute (PucyHok 357):

a. lopT http-cepaepa.
b. Mopt gns NAT.

c. Agpec http-cepsepa.
d. Agpec ons NAT.

e

. OupekTopus pecypcos http-cepBepa gomkHa cooTBETCTBOBaTL AnpekTopumn nHctannauum Redkit Web: ... \Prosoft-

Systems\Redkit Web.
. MNpegnouTtutenbHbin y3en sed APMa.

-h

Jo6asuTe y3en

Hazsarne

» Redkit_Configurator
¥ Redkit_System_Service
ApxWEMpOBaHWE

I+ +]
0 [
5 3

anucK curHanos B B,

Mogyne 3adgata 0GOpYADBAHHA
Mogyne koH{pona cepeepos bl
Mogyne 06pafoTku GNaHKOE NEPeKA DHEHWA
Mogyne curxpirmnzaumn ¢ B
MnannpoBLY MK BYA3YM KOMAHZ YNPaBIeHna
PoTauma apxuBa COQuITHIA
Cepeep obpaboTku cOQuiTHit

» Redkit Workstation

Wma paiina mogyna | Wasmserver

* 0O6uime
OTaenbHLIA NOTOK
MpropuTer Mogyns 20,
Bpema oxuaaHua (mc)

WHTepean nposepku (Mc) 1000

b

Kon-BO NOETOPOB KOMaHAB!

¥ MoHuToprHr
[[] Orcnexuneate napamerpm
[] Norupoeaque
JunarHocTuueckan MHGopMaL M

WrTepean arperauwi (mc) 60000 o

WHTepEan usMepeHuid (Mc) 1000

¥ HactHwe

Mopr hitp-cepsepa

t

Mopt ana NAT
Agppec http-cepeepa ‘ 127.001
Anpec ana NAT [ 2756270244

Jupextopus pecypcos http-cepeepa ‘ C\Program Files\Prosoft-Systems\Redkit Web

Ve yana seb APMa | Redkit Workstation

PucyHok 357 - Hactpoiika moayns «Be6-cepep» ana NAT
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7. Haxmute NMpUMeHUTD.
8. lMepesanyctute cnyxby Redkit System Service.

13.4 3anyck Redkit Workstation Web

1. MponuwwTe B cTpoke web-6pay3epa agpec u nopt http-cepepa no tuny https://127.0.0.1:8080, rge 127.0.0.1 —
agpec http-cepsepa, 8080 — nopt http-cepsepa.
F 'y BHumanue: [ns 3anycka Redkit Workstation Web 3a NAT nponuvwuTe B cTpoke web-6pay3epa agpec u
= 5 nopt ana NAT, Hanpumep https://27.56.270.244:58080

2. Haxmute Enter.

3. MosiBuTCA npepynpexpeHune «llogknioveHne He 3awmwieHo». Haxmute MogpobHocTu — lMepenTn Ha cawr...
(PncyHok 358).

MNoakntoueHUe He 3alnLLeHo

3N0YMbILUAEHHWKW MOTYT NBITATLCA MOXWTUTL BAWKW AaHHble ¢ caidTa 127.0.0.1 (Hanpumep,
NapoauK, CooblUeHMA AW HOMepa GaHKOBCKKX KapT). [oapobree. ..

MET:ERR_CERT_AUTHORITY_INVALID

Q Urobel Gpayzep Chrome cTan MakcMmanbHo Be30NacHbIM, BKAKYMTE REXKMM

"YayJylwieHHasa 3ammra”,

CKpbiTe NoApoGHOCTH BepHyTkcA K Be30nacHoi cTpaHuue

He yaanocb NOATEERANTE, UTO 370 cepeep 127.0.0.1. OnepaunoHHan CUCTEMa

OMMBHITEpa HE JOBEpPAET ero cepTudMkaTy 6e30nacHoCTM. Bo3mMoXHO, cepBep HacTpoeH
HAPaBUAbHO WAK KTO-TO MbITAETCA NEPEXEaTUTL Balll AaHHbIE,

Nepeldty Ha calT 127.0.0.1 (HebezonacHO)

PucyHok 358 - MopknioyeHre He 3awuiLeHO
4. BBepguTe pekBu3nTbl onepaTtopa u Haxmute Bontu (PucyHok 359).
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REDKIT 2.0
! Web Workstation

Noriu

Mapone

NMporpasmneil koAnnERs

3] repkiT 202110

PucyHok 359 - PekBu3nThLI oneparopa

CoBerT:
Mpn HEQOCTYNHOCTM OCHOBHOTO CcepBepa:

1. 3akpoiTe BKNagKy ¢ pekBusnTamMm OCHOBHOIO cepBepa.
2. B cTpoke Gpaysepa BBeOuTe PEKBU3UTLI PE3EPBHOro cepeepa.

; BHumaHue:

L= 1. OpHoBpeMeHHOe noaknoveHne APM B pasHbix web-6paysepax Ha ogHoi paboyeii CTaHLMM HEBO3MOXHO.

2. OpHoBpemeHHoe nogknovyeHne APM OCHOBHOro M pe3epBHOrO cepBepa Ha oOfHOM paboyen cTaHumm
HEBO3MOXHO.

13.4.1 YopaTtb «He 3awmieHo» U3 CTPOKU Opay3epa

Mo xenaHuio MOXHO yBpaTb Haanuck «He 3awwuweHo» u3 ctpokm 6paysepa (PucyHok 360).

A He zawmweno | 127.0.0.1:8080

PucyHok 360 - He 3awuiieHo

Mpouecc ybupaHusa Ha npumepe b6paysepa Google Chrome:

1. HaxmuTte no Hagnucu He 3awmweHo — Ceptudmkar (PucyHok 361).
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A Hezawpmuerno ' 172.23.10.43:8080

MNogknoueHWe K CarUTy He 3alMLeHD

He cooBwaite sTomy cality konduasHuMansHyo MHGopPMaLKID (HANPHMMED, NEQoA W
Homepa BaHKoBckux kapT). K Hel MoryT NouyynTe A0CTYN SN0YMEILASHHWKH,

MogpobHes

B oTknrouman NpegyNpexdaeHAA CACTEMBI BeIonacHoCTH Ona 3Tora cavTta. Croea

EXAHYMTE MpELYNPERaeHA

[Z  BCnNblBaKLWLME OKKA W Nepeapecalnn Paspewats (no ymondanuw)

B Ceprudukar (HegefcTEMTEnEHER)

& Hacrpoikn daiinos cookie (wcnonssyetcs 2 daiina cookie)

£ Hacrpoiixu calitos

PucyHok 361 - Ceptudmkar
2. Ha Bknagke MyTtb cepTudmkaumm Haxmmite Ha Redkit Root CA — Huxe MpocmoTtp ceptuchmukara (PucyHok
362).
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P Ceprwdmkar

Ofwme Coctae [MyTb CEPTUBOMKELIM

MyTe CEPTHHOMKALIM

B9 Redkit Root CA|
]| LAPTOP-DLOASB1

MpocMoTp cepTUdMKaTa

COCTOAHWE CEPTUDMKATE:

3TOT CcEpTUhMKAT ASHCTEMTENEH.

QK

PucyHok 362 - lpocmMoTp cepTtudmkaTta
3. Ha Bknagke CocTtaB Haxxmute KonnpoBatb B damn... (PucyHok 363).
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M Ceprndmkar

MokazaTe: | <Boex

Ofwme COCTAE  [yTb CepTUOMKELIM

Mone SHa4eHME =

I:IEEDG-'IH W3

DCemﬁHblﬁ HOMED 01

D.ﬂmrnmm MoAMMCH sha256RSA

Bxam-anrnwm MoAMCH sha256

[=|Msaarens Redkit Root CA, Redkit Lab, RU

DﬂeﬁnEHTenEH C FceHTADpA 2021, 11:11:19
JEACTBATENEH MO FoeHTAbpA 2033, 11:11:19

I-_']r"uﬁqnu'T Radkit Rant r& Radkitl sh BRI e

CBOMCTEA. .. KonWpoBaTE B @i, ..
OK

PucyHok 363 - KonupoBatb B dhann
4. Otkpoetcs MacTtep akcnopTa ceptudmkartoB. Haxmurte [lanee (PucyHok 364).
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=% MacTep 3kcnopTta cepTudmKaToe

Macrep skcnopra cepTUdHUKaToOB

3TOT MAcTep NoMOraeT KoNUMpoBaTh CEDTHIiIHKaTbIr TMMCKH A0BEDA W CNMMCKKA
OT3bIBa EE|:ITM¢IIJ1KEITEIB W3 XpPaHUNKLLE CEpTMEbMKEITEIB Ha NOKENEHBIA QWO

CepTURMKET, BIASHHEIA LEHTPOM CEPTHhMKALIM, ABNAETCA NOA TEEPHIAEHMEN Ballel
MMYHOCTI M COAEPHMT MHBOPMALWKD, HEOOXOAMMYHO ANA 3AWMTEI A3HHBIX MK
YCTEHOBNEHHA 3ELUMILEHHEIX CETEEEIX NOAKNKHEHMHA, XPaHUIMWLE CEpTHOMKaETOE —
370 0fNacTb CUCTEMBI, MPEAHA3HAYEHHAR ANA XPEHEHMA CEPTHHMKETOB.

Ans NpoOomHeEHA HEMMUTE KHonky “Janee”,

Janee Otmena

pod

PucyHok 364 - MacTtep akcnopTa ceptudukaToB
5. Buibepute ®Pannbi X.509 (.CER) B kogupoBke DER 1 HaxxmuTe Oanee (PucyHok 365).
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€ &% Mactep akcnopra cepTrdukatos

DOpMAT IKCNOPTHPYEMOro daina
CepTHduKaTel MOryT BTk 3KCNOPTUPOBaHE! B Pa3NKYHbIX DOPMaTEN,

pod

BribepuTe dopMaT, KOTOPLIM Bel KOTHTE MCMONE30BATh!

(®) daiine X, 509 {.CER) & koawposwxe DER

() ®aiine ¥, 509 {,CER) B KogWpoEke Base-64
() CTaHaapT Cryptographic Message Syntax - cepTudmkaTel PKCS £7 (p7h)
BKNKHMTE N0 BOSMOMKHOCTM BCE CEPTMDMKATEI B NyTh CEPTHHRMKALIAM

Dain ofMeHa niuHoiA MHbopMauprei - PKCS £12 (PFX)

BRAKYMTE N0 BOSMOKHOCTM BCE CEPTMDMKATE! B My Th CEPTHAMKELMM
YOAMMTE 3AKPEITEI KIKY NOCNE YONEWHOr D SKOopTa
SKMOPTHPOEATE BCE PACWIMPEHHEIE CEOACTES

BrntounTh KoHMAoEHUMANEHOCTE CEpTHGKETE

KPEHMNMLLE CEDMANME0BaHHENX CepTHdMKaTos (55T)

Janee Otmena

PucyHok 365 - ®opmat akcnopTupyemoro danna

6. HaxmuTte 0O630p (PucyHok 366).
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pod

€ &% Mactep akcnopra cepTrdukatos

WmMA 3xcnopTapyemars danna
YiauTe MMA dalina, KoTopeli Bbl XOTHTE 3KMOPTHPOBATE

MmA dalina:

| | Ofzop...

Janee Otmena

PucyHok 366 - Umsa akcnopTupyemoro canna
7. BbiGepute nanky coxpaHeHus, Bnuwmnte umsa davna «Redkit Root CA» n Haxmnte Coxpanutb (PucyHok 367).

€ Coxpanerne X
&« v 4 B > 3rorkomnetotep > PaBouwii cron » v | O 2 Mouck: PaBounii cron

Ynopagounts + Hoeaa nanka = - (7]

s s
~ [ Fror komnsroTep

B Buaso

@ JokyMeHTel

; 3arpyzkm -

| MzoBpaxerua

Jl Mysbika

) OfbemHbie 06w
> [ Pabounid cton

i 05(C)

., DATA (D) v v

Wi daiina: | Redkit Root CA | "

Tun daiina: | Jeonuneie daitnen X.309 (*.cer) 8 kognposke DER w

A CKpbITe Nanku Otmena

PucyHok 367 - MecTo xpaHeHusi u ums danna
8. lpoBepbTe nmsa danna n Haxmute fanee (PucyHok 368).
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€ &% Mactep akcnopra cepTrdukatos

WmMA 3xcnopTapyemars danna
YiauTe MMA dalina, KoTopeli Bbl XOTHTE 3KMOPTHPOBATE

MmA dalina:

\Redkit Root CA.cer Of3op...

Janee Otmena

pod

PucyHok 368 - dkcnopTupyemblin chann
9. Haxmute lNToBo (PucyHok 369).
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*
«

=% MacTep 3kcnopTta cepTudmKaToe

3aBepweHne paboTkl MacTepa 3KcnopTa cepTUdMKaToB

Bbl YCNeWwHo 3a8eplumMny padoTy C MACTEPOM SKONOPTa CepTHMKETOE.

BrINM YKa38HE! CNEd YHOWWE MNapamMeTpkl:

\Redkit Root

SKCNOPT KAKYER Het

BKMKOUMTE B NYTh BCe CepTHdMKaTEl HeT

DopMaT harnos NeoudHele daine ¥, 509 (*.cer) B KoaMpoBKE

[oToBD Otmena

PucyHok 369 - 3aBepLueHue paboTbl MacTepa 3kcnopTa ceptucdmkaToB
10.3kcnopT ycnewHo BbinornHeH. Haxmunte OK (PucyHok 370).

Macrep 3kcnopra ceptugmkatos X

BKCI'ICIFIT YCMNEWHD BERIMNOAHEH.

oK

PucyHok 370 - 3KkcnopT ycnewHo BbIMOMHeH

11.3angnTe B HacTpolikn bpay3epa: Hactponkn — KoHdmaeHumanbHocTb u 6e3onacHocTb — BesonacHocTb —
HacTtpoutb ceptudmkatbl (PrucyHok 371).
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JononHWTenbHble

Mcnons3oeath Ge3onacHelil DNS-cepeep
B ynpaenAemMbix Gpay3epax 3Ta HACTPOWKA OTKIHOYEHS

HacTpouTb cepTUdNKATHI

aTakKam.

(4
¥YnpaeneHwe HacTpoikamu u cepTiuduratamm HTTPS/SSL
MporpamMma [LononHWTENBHOR 33WKMTEI oT Google
3alMTa NUMUYHbIX aKKayHToB Google onA Tex, KTO Yalle Apyrux NOGESPraeTcA UeNeHanpaBneHHBIM [

Ceptrdgrrats

HazHaqdeHme:

PucyHok 371 - HactpouTb ceptudmkarbl
12.MeperignTe Ha Bknagky [JoBepeHHbIe KOPHEBbIe LeHTPbl cepTudurkaumm n Haxmute Umnopt (PyucyHok 372).

<Bce=

[loBepeHHkIe KOPHEBLIE LIEHTPbI CEPTMdMKALIMN JoBeperHele vsaaTteny  Mzpatenw, Hel Y | ¢

HazHa4eHWA cepTudMKaTa

KoMy BEmlaaH KeMm BblaaH Cpok ae... ToHATHOE MMA 2

E- AAA Certificate Ser... AAA Certificate Services  01.01.2029  Sectigo (AAA)

[ Actalis Authenticati... Actalis Authentication... 22.09.2030  Actalis Authentic...

5l addTrust External ... AddTrust External CA... 30.05.2020 Sectigo (AddTrust)

@Balﬁmure CyberTru... Baltimore CyberTrust ... 13.05.2025 DigiCert Baltimor...

@Cerhﬂn CA Certum CA 11.06.2027  Certum

[ Certum Trusted Me... Certum Trusted Netw... 31.12,2029 Certum Trusted ...

@lﬂlass 3 Public Prima... Class 3 Public Primary ... 02.08,2028 VeriSign Class 3 ...

[5;lcoMODO ECC Cert... COMODO ECC Certific... 19.01.2038  Sectigo (formerl...

@CDMDDD RSA Cert... COMODO RSA Certific... 19.01.2033 Sectigo (formerl... %
| SKMOPT... YaanuTb AonoNHWTENLHD

MpoBEpKE NOLNMHHOCTHA KNMeHTa, Noanuoeieanue Koaa, Lndpywowas
thalinoean oicTema (EFS), 3allMULEHHAA 3NEKTROHHEA NoYTa, OKOHYaHWE
TyHHENA IP-0e3onacHocTK, NMonk3oBaTens IP-He3onacHocTK, MpoBEpKa

MpocMoTp

I SaKpeITE

PucyHok 372 - Umnopt
13.01KpoeTtca Mactep umnopta ceptucdukatoB. Haxmute lanee (PucyHok 373).
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=% Mactep wmnopTa cepTudnKaTos

Macrep MMnopTa cepTUHUKATOB

3TOT MAcTep NoMOraeT KoNUMpoBaTh CEDTHIiIHKaTbIr MWCKH A0BEDKA WM (MUCKK OTZBIES
EE|:|TIJ1¢ILI1KEITDB C NOK&NEHOMD AWMCKA B XPaHWNKLLE CEDTMdJMKEITDB.

CepTURMKET, BIASHHEIA LEHTPOM CEPTHhMKALIM, ABNAETCA NOA TEEPHIAEHMEN Ballel
MMYHOCTI M COAEPHMT MHBOPMALWKD, HEOOXOAMMYHO ANA 3AWMTEI A3HHBIX MK
YCTEHOBNEHHA 3ELUMILEHHEIX CETEEEIX NOAKNKHEHMHA, XPaHUIMWLE CEpTHOMKaETOE —
370 0fNacTb CUCTEMBI, MPEAHA3HAYEHHAR ANA XPEHEHMA CEPTHHMKETOB.

LLNA NpoOoMmHEHMA HEHMHTE KHoMKy ~Janee”,

Janee Otmena

pod

PucyHok 373 - MacTtep nmnoprta ceptudukaToB
14.3arpysute pann ns wara 7 n HaxxmuTe Oanee (PvucyHok 374).
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pod

£ &% Mactep wmnopra cepTndniaTos

WmnopTupyemeiid daiin
VKEKMTE Gaiin, KoToPEIA Bel XOTHTE MMNOPTHPOBATE.

MmA dalina:

\Redkit Root CA.cer || Of3op... I

3ameqaHue: cnedyrowne dbopMaTel daiinos MoryT cogemraTe Gonee oaHoro
CEPTUQMKATE B 0QHOM (aine:

Dalin ofMeHa nuHoi MHbopMaumei - PKCS #12 (PFX,.P12)
CranaapT Cryptographic Message Syntax - cepTuidwkaTel PKCS #7 (.p7h)

KPEHMNMILE CEDMANME0BaHHEN CepTUdMKaToB [55T)

Janee Otmena

PucyHok 374 - UmnopTtupyemblin cann
15.Bbibepute NMomecTuTb BCe cepTudmKaThl B crieayroliee XpaHunuiye (XpaHunuile ceptuduKkaTtoB ocTaBbTe Mo
ymonyanuio (PucyHok 375).
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£ &% Mactep wmnopra cepTndniaTos

Xpanwnuuie ceprwdurkaros

¥pEHMMMILE CEpTUDMKSTOB - 5TO CUCTEMHEIE 0BNACTH, B KOTOpBIX
XPEHATCA CEPTHDMKATEI

Windows aBTOMATUHECKH BLIBEDET XPEHWMMLLE, MW Bbl MOXKETE YKa3aTe
PACNONOHEHWE CEPTUDMKATE BPYYHYIO.

() ABTOMATMYECHN BLIBDATEL XPEHWMMLLE HE OCHOBE THMA CEPTHUOMKATE

(®) NOMECTUTE BCe CEPTUhMKATEI B CNEAYIOULEE XPaHUAMILE

¥paHunuLLEe cepTMOMKETOE:

| ,D,DBEFIEHHI:IE KOPHEEBRIE LEHTPEI EEFITM¢IJ‘IKELU|1I—'1 DE30|:|. .

Otmena

pod

PucyHok 375 - XpaHunuue ceptudukaToB
16.Haxmute MNoToBo (PrcyHok 376).
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£ &% Mactep wmnopra cepTndniaTos

3aBeplieHre MacTepa MMNopTa cepTUdMUKaToB

CepTudukaT ByaeT MMNOPTHMPOBESH NOCNE HEKATHA KHOMKK "ToToBo",

BrINM YKa38HE! CNEd YHOWWE MNapamMeTpkl:

XpaHMNHLLE CepTMOMKAT OB, BhibpaHHoe Nonb3osaTenew LIS E IR tTo = BRIty

Coaepumos CepTudukaT

Dakin

£ >
O

pod

PucyHok 376 - 3aBeplueHne mactepa umnopra ceptucmkaTon
17.MNoaTBepante MMNOPT cepTudmkarta.
18./ImMnopT ycnewwHo BbinonHeH. HaxmuTte OK (PucyHok 377).

MacTep nmnopTa cepTudnkaToE X

o HMMmnopT yonewHo BuNOAHEH,

PucyHok 377 - UMnNopT ycnewHo BbINOMHEH

19.lMepesanyctute Gpaysep.

CoxpaHeHHbIN hann cepTudmkata U3 Wwara 7 MOXHO yaanuTb.
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14 NMpumeHeHune aA3bika Lua B Redkit

14.1 PaboTta c Teramm

14.1.1 Tun Tera

Tun Tera — ycrnoBHo «tag». B Tune «tag» A0CTYMHbI cneayoLme nons:

Tabnuua 74 - Nona Tuna «tag»

Mone OnucaHue

anHMMaeM ble 3Ha4YeHusA

data 3HayeHue Tera

double nnu cTpoka

q KayecTBO, OTHOCSLLEECA
OaHHOMY Tery

ccbinka Ha «quality» (Tun kayecTsa)

t Bpemsi oGHoBREHUs Tera

MUINInMCceKyHabl C Ha4ana unix-anoxm

units HasBaHue egnHuLbI
namepeHust. Tak xxe 310
nore ectb Npu obpalleHmn
K Tery B nacrnopte 6e3
dyHKuunn (Hanpumep: local
units=XCBR1.ST.Pos.units).
Pacnonaraetcsa Ha Tom xe

YPOBHe, YTO 1 q, t.

CTpoKa

canControl Bo3sMoXxHOCTb ynpasneHus
obopyanoBaHuem. ATo

none ecTb Npu obpalleHun
K TEery Ha cxeme 1 B
nacnopte (Hanpumep:
XCBR1.ST.Pos.canControl).
Pacnonaraetcsa Ha Tom xe

YPOBHe, 4TO q U t.

bool

name (Cc Bepcuu MonHoe nmsa Tera

1.3.2005.1015)

CTpOKa Tuna
"VL3Q1.VL3Q1Controller.QS3XSWI1.ST.Pos.stVal"

displayName OvcneTtyepckoe

HaunMmeHoBaHune Tera

cTpoka Tuna «lonoxeHue»

equipmentName [wvcneTtyepckoe

HanMeHoBaHWe 060pyaoBaHUS

ctpoka Tuna «lpoekt/220 kB/lNepBoe
npucoeanHerHne/B-220-1T»

fullName NonHoe HanmeHoBaHWe Tera

ctpoka Tuna «lpoekt/220 kB/lNepBoe
npucoeanHerHne/B-220-1T/MonoxeHne»

o0 onpoc (Tonbko Ans
YTeHUs)

numericValue 3HayeHue Tera double

stringValue CTpokoBOE 3Ha4eHune Tera CTpoka

updTime Bpems ob6HoOBREHUA Tera MUMMNCEKYHAObI C HAaYana unix-anoxm
(Tonbko ANs YTEHUS)

regTime Bpemsa pernctpauumu Tera MUSIMCEKYHAbI C HaYana unix-anoxu
(TOnbKO ANgA YTeHus)

isGl fBnseTca nu Ter oTBETOM Ha bool
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Mone OnucaHue MpuHMMaemMble 3Ha4YeHUA
isArchived Asngaetca nu Ter bool

pes3ynsraTtoM paboTbl Moayns

ApxusupoBaHue
Mpumep:

tag = scada.getCurrentTag ("sl.VL1Q3.VL1Q3Controller.Q8CSWI1.ST.Pos")

if (tag.isGI)

then scada.debug ("Ter npumesn no obmwemMy omnpocy")
else scada.debug ("Ter npumes He 10 obueMy ornpocy")

end

Ons yﬂ,06CTBa BBe€EHbl HEKOTOPbIE KOHCTAHTbI:

Tabnuua 75 - KoHcTtaHTbl nonen Tuna «tag»

MMA KOHCTaHTBLI

OnucaHue

IEC61850.intermediate_state

[BYXMNO3MLIMOHHBIN CUrHasn, MPOMEXYTOYHOE COCTOSHUE

IEC61850.single_off

OOHOMNO3NLNOHHBIN CUrHan, oTKN

IEC61850.single_on

OpQHOMO3ULMOHHBIA CUTHar, BKI

IEC61850.double_off

[BYXNO3ULIMOHHBLIN CUrHaM, OTKN

IEC61850.double_on

[BYXNO3MLIMOHHbIN CUrHanN, BbIKN

IEC61850.bad_state

,D,ByXI'IO3I/1LLI/IOHHbIl71 CurHarn, ombo4yHoe COCTOsIHNE

Mpumep:
local tag var = ...//nmonyumnm of6mexkT Tuna "tag"
local tag value = tag var.data;
local tag quality = tag var.g;
if (tag value == IEC61850.single on) then end

Twvn arpernpoBaHHoOro Tera — ycrnoBHo «AGVTagy». B Tune «<AGVTag» AOCTYMHbI crnegyowme nonsi:

Tabnuua 76 - Monsa Tuna «<AGVTag»

Ioae Omnucanune IIpuarMaeMble 3HAYCHHSA
min MwHuManbHoe 3Ha4yeHne Ha nHTepeane double
max MakcumanbHoe 3Ha4yeHue Ha uHTepBeane double
average CpenHee 3HavyeHWe Ha nHTepsarne double
count KonnyecTBo peanbHbIX 3HaYeHU Ha nHTepBane qint64
lastTagValue lNocrneaHee No BpeMeHM 3Ha4YeHNe Ha UHTepBane double
lastTagTime Bpewmsi, cooTBETCTBYIOLLEE NOCNEAHEMY 3HAYEHUIO HA | MUITIIMCEKYHAbI C Ha4Yana
WHTepBane unix-3noxu

14.1.2 Tun KayecTBa

Tun kavecTtBa — ycrnoBHo "quality". B Tune "quality" gocTynHbl cnegytowme nonsi (MMeHa M CMbICIT KOHCTaHT

cooTBeTCTBYIOT cTaHaapTy IEC61850):

Ta6bnuua 77 - NMonsa Tuna "quality”

Mone OnucaHue

NMpuHuMmaemble 3Ha4YeHUA

value 3Ha4yeHne Macku KayecTBa

uint16

337



Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

Mone OnucaHue MpuHMMaeMble 3HaYeHUs1

validity cm. IEC61850 IEC61850.good
IEC61850.invalid

IEC61850.reserved
IEC61850.questionable

overflow cMm. IEC61850 cMm. IEC61850
outOfRange cm. IEC61850 cm. IEC61850
badReference cm. IEC61850 cm. IEC61850
oscillatory cm. IEC61850 cm. IEC61850
failure cm. IEC61850 cm. IEC61850
oldData cm. IEC61850 cm. IEC61850
inconsistent cm. IEC61850 cm. IEC61850
inaccurate cm. IEC61850 cm. IEC61850
source cm. IEC61850 IEC61850.process
IEC61850.substituted

test cm. IEC61850 cm. IEC61850
operatorBlocked cm. IEC61850 cm. IEC61850
Mpumep:

local tag var = ...//nonyumnu oOwexT Tuna "tag"

local tag validity = tag var.qg.validity;

local tag var = ....//nomyumnm ob6mexT Tuna "tag"

local tag g = tag var.q;

local tag source = tag g.source;

local tag validity = tag g.validity;

if (tag validity == IEC61850.questionable) then ... end

BbIcTaBnATb kKa4eCTBO 4151 TEFOB MOXHO C NOMOLLbIO 3HaveHun ymcen: 0 — good, 1 — invalid, 3 — questionable.
Mpumep:

tag=scada.newTag ("VL1Q1l.VL1QlController.QlMMXULl.MX.A.phsA.instCVal.mag.f")
tag.data=value

tag.g=scada.Quality(0) // rme 3HaueHue "0"==apryMeHT, NEPEmNaHHHNM B (QYHKLIMIO
scada.saveTag (tag)

Kpome JecsaTMyHOM CUCTEMBI CHMCINEHNST MOXHO 3a4aBaThb B LUECTHAALATUPUYHOW, NpU 9TOM OyKBbI 3arnaBHbIe.
Mpumep:

tag=scada.newTag ("VL1Q1.VL1QlController.QIMMXUIl .MX.A.phsA.instCVal.mag.f")
tag.data=value

tag.g=scada.Quality (0xAB)

scada.saveTag (tagqg)

EcTtb ocobeHHOCTM npn cpaBHEHUN Ka4vecTBa y TEIroB:

-- CpaBHMBATH [OJII J HEJb3S
if (tagl.g == tag2.q) then print("equal") end -- 6Gymer oumbka CpaBHEHUS

-- Ho MOXHO cpaBHMBaATBE nojasa g.value
if (tagl.g.value == tag2.g.value) then print("equal") end

print (tagl.g.value) —-- BepueT: 16384

—-- MOXHO CpaBHMBATL C CO3IAHHBIM KaueCTBOM. HO yKasbBaATb HYXHO JMOO INOJIHOCTBHI KadeCTBO
(b0 B eCcaTUYHOM Buae, MO0 B LIECTHANLATUPUUHOM) , IMOO PyKaMM yCTAHABJIMBATE 3HAUEHNE [TOJIEN
(validity, overflow m T.1;.)
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if (tagl.g.value == scada.Quality(16384) .value) then print ("equal") else print ("no eq")
end --BepHeT: "equal"

if (tagl.g.value == scada.Quality(0x4000).value) then print("equal”) else print("no
eq") end --BepHeT: "equal"

14.1.3 ®yHKUMM AnAa paboTbl ¢ Teramu

Mpwnm.: CKpMNT HE MEHSAET 3HAYEHNE TEroB C NPM3HAKOM NOKarbHON GIIOKMPOBKM C MOACTAaHOBKOM Ui 6€3 NogCcTaHOBKM.
B cnyyae ¢ BHelwHeNn GNOKMPOBKOW 3HA4YEHME Tera MEHSETCS anropuUTMOM.

scada.newTag(name)
®yHkuma "scada.newTag(name)": cosgaTb HOBYIO 3anncb AN1A Tera ¢ yKkadaHHbIM UMEHEM.
Tuna aprymeHTa: name — cTpoka.
Tvn Bo3BpaLLaemMoro 3HadeHus: tag.
MNpumep npMmeHeHus:
local tag = scada.newTag ("XCBR2.ST.Pos.stVal")

scada.getCurrentTag(name)
®yHkuma "scada.getCurrentTag(name)": nony4nTb NOCNEOHIO 3annchb Tera ¢ 3agaHHbIM UMEHEM.
Tuna aprymeHTa: name — CTpoka.
Tun Bo3BpaLLaemMoro 3HadeHus: tag.
Mpumep npumMeHeHus:
local tag = scada.getCurrentTag ("XCBR.ST.Pos.stVal")

scadatest.getPreviousTag(tag)
<. BHumanue: Vcnonb3oBaHve 3TOV (PYHKUMM MOXET NMPUBECTWM K Harpyske Ha 6asy AaHHbIX, YTO BbI30BET
/= 4 3amegneHvie paboTbl CUCTEMbI.
®yHkuma "scadatest.getPreviousTag(tag)": nonyunTb NpeablayLLyto 3anucb Tera OTHOCUMTENbHO NepegaHHoN.
Tuna aprymeHTa: tag.
Tun Bo3BpaLLaeMoro 3HadveHus: tag.
Mpumep npumeHeHus:

first tag = scada.newTag ("XCBR.ST.Pos.stVal")
local tag = scadatest.getPreviousTag(first tag)

scadatest.saveTag(tag,time)

dyHkums "scadatest.saveTag(tag,time)": coxpaHsieT 3HadeHue Tera, NPUCBOUB METKY BPEMEHW, YKa3aHHYI0 OTAEMNbHbIM
napameTpom.

Tun aprymeHTa: tag - oGbekT knacca tag, time - MUNIMCEKYHAbI C HAYana unix-aroxu.

MpuMep NpUMeHeHus:

tag = scada.getCurrentTag("sl.VL1IQ3.VL1Q3Controller.Q8CSWI1.ST.Pos")
scadatest.saveTag(tag, tag.t-1000)

scada.getTagsOverPeriod(name,start,stop)

dyHkuma "scada.getTagsOverPeriod(name,start,stop)": nony4unTb BCe 3anucu 3Ha4yeHus Tera 3a nepuog.
Tvna aprymeHTa: name — cTpoka; start,stop — Bpems B Buge cTpoku.

Tvn Bo3BpaLLaeMoro 3Ha4deHusl: CnMcok 0ObeKToB, tag.

Mpumep NpuMeHeHUs:

local tag = scada.getTagsOverPeriod ("XCBR1.ST.Pos.stval", "22-04-2016 12:10:00.000",
"22-04-2016 12:10:01.500"™)
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scada.getTagByTime(name, time)

®yHkuma "scada.getTagByTime(name, time)": nony4nTb 3Ha4YeHWe Tera Ha 3aaHHbI MOMEHT BPEMEHM.
Tuna aprymeHTa: name — cTpoka, time — cTpoka.

Tun Bo3BpaLLaemMoro 3HaveHus: tag.

Mpumep NpuMeHeHus:

local tag=scada.getTagByTime ("XCBR1.ST.Pos.stval", "22-04-2016 12:10:01.500")

scada.saveTag(tag)

®yHkuma "scada.saveTag(tag)": coxpaHuTb 3anuchb.
Tuna aprymeHTa: tag.

Mpumep NpuMeHeHus:

scada.saveTag (tag)

scada.saveTagArray(tag) (c Bepcun 1.3.2005.1020)

dyHkuma "scada.saveTagArray(tag)": rpynnoBoe coxpaHeHue TEros.
Twuna aprymeHTa: maccus u3 tag.

Mpumep npumeHeHus:

a = {}

all] = tagl

al2] = tag2
scada.saveTagArray (a)

iyt Tak:
a = {tagl, tag2}
scada.saveTagArray (a)

scada.canSaveTag(tag)

®yHkums "scada.canSaveTag(tag)": npoBepuTb, €CTb NW Y NOMb30BaTeNs Npasa Ha COXpaHeHUe 3HaYeHus Tera.
Tuna aprymeHTa: tag.

Tun Bo3BpaLLaemMoro 3HadeHus: bool.

Mpumep NpuMeHeHus:

tag = scada.newTag ("GGIO1l.ST.SPCSOl.stval")
if scada.canSaveTag(tag) then ... end

scada.canControlTag(tag)

dyHkuma "scada.canControlTag(tag)": npoBeputb, €CTb N y NOMb30BaTENs NpaBa Ha ynpaBneHne ¢ MOMOLLbI0 3TOro
Tera.

He paboTtaeT B wabnoHax obopygoBaHus (anga wabnoHoB obopyagoBaHusa none canControl).
Tuna aprymeHTa: tag.

Tvn Bo3BpaLLaemMoro 3HadyeHus: bool.

Mpumep NpuMeHeHus:

tag = scada.newTag ("GGIO1l.CO.SPCSOl.0Oper.ctlval")
if scada.canControlTag(tag) then ... end

scada.substitute(tag,on,SubstitutionMode)
dyHkuMA "scada.substitute(tag,on,SubstitutionMode)": ynpaBneHne noactaHoBKowW Tera.
Tuna aprymeHTa: tag — Ter 4ns noacTaHOBKW, On — BKIOUYUTL/BbIKMOUNTL, SubstitutionMode - Tn nogctaHoBKu.

Bbibop Tvna nogcraHoBkn SubstitutionMode:
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- SubstitutionMode.auto — ecnn ana gaHHOro curHana ecTb CBA3b C KOHTPOIEPOM, TO MOACTAHOBKA BbIMOTHUTCS
yAaneHHo (Ha KOHTPOINep), eCnNu CBS3W HET, TO NOACTaHOBKa ByaeT BbinonHeHa nokansHo (B Redkit).

- SubstitutionMode.remotely — nogctaHoBKa BbIMOMHUTCA yAaneHHo (Ha KOHTposnnep).

- SubstitutionMode.locally — nogcraHoBka 6yaeT BbinonHeHa nokaneHo (B Redkit).

- SubstitutionMode.interactively — BbI30B MHTEPAKTUBHOIO MEHIO MOACTAHOBKN 3Ha4YE€HUS (TONbKO AN NacnopToB U
MHEMOCXEM).

MpuMepbl NPUMEHEHNS:

tag = scada.newTag ("GGIO1l.ST.SPCSOl.stVal")
tag.data = IEC61850.single off

scada.substitute (tag, true)

tag = scada.newTag ("CSWI1.ST.Pos.stVal")

tag.data = 2

tag.g.value = 0

scada.substitute(tag, true, SubstitutionMode.interactively)

scada.substituteOn(tag,block,SubstitutionMode)
dyHkuma "scada.substituteOn(tag,block,SubstitutionMode)": noacTaHoBKa Tera ¢ BO3MOXHOW GrTOKMPOBKON.

Tuna aprymenTa: tag — Ter ansa nogcraHoBku, block — Hago nn GnoknpoBatek NpuéM Tera, SubstitutionMode — Tun
MOACTaHOBKM.

Mpumep npumMeHeHus:

tag = scada.newTag ("GGIO1l.ST.SPCSOl.stVal")
tag.data = IEC61850.single off
scada.substituteOn (tag, true, SubstitutionMode.interactively)

scada.substituteOff(tag,SubstitutionMode)

dyHkuma "scada.substituteOff(tag,SubstitutionMode)": cHATWe nogcTaHoOBKM Tera.

Tvna aprymeHTa: tag — Ter ons cHATUS nogctaHoBku, SubstitutionMode — Tmn nogcTaHoOBKU.
Mpumep NpuMeHeHus:

tag = scada.newTag ("GGIO1l.ST.SPCSOl.stval")
scada.substituteOff (tag, SubstitutionMode.interactively)

scada.blockTag(tag,on,SubstitutionMode)

®yHkuma "scada.blockTag(tag,on,SubstitutionMode)": 6nokmposka Tera.

Tuna aprymeHTa: tag — Ter 4ns noacTaHOBKM, ON — BKIOUMEHMe/BbIKNtoveHne, SubstitutionMode — Tvn noactaHoBku.
Mpyumep npumeHeHus:

tag = scada.newTag ("GGIO1l.ST.SPCSOl.stVal")
scada.blockTag (tag, true, SubstitutionMode.interactively)

scada.control(commandTagName, commandValue, actionText, checkTagValue, checkTO)

dyHkuma "scada.control(commandTagName, commandValue, actionText, checkTagValue, checkTO)": otnpaBka TY ¢
I'IpOBepKOVI B TOM e oObekTe OaHHbIX, YTO N KOMaHAa ynpaBlieHua. |/|CI'IOJ'Ib3yeTC$| TONbKO B CKpunTax nacnoptoB U
wabnoHos obopynosaHua B Redkit Builder.

He pabotaeTt yepes Telnet. Ucnonb3osate sendTCCommand.
Tuna aprymeHTa:

- commandTagName — ynpasnsoLwni Ter, CTpoka;

- commandValue — 3Ha4yeHne ans KomaHabl, cTpoka unm double;

- actionText — TekcToBOE onncaHue npouecca, ctpoka (Hanpumep, «BkniodeHuney, « OTknoyeHme,
«lMepekntoveHner);

- checkTagValue — Tpebyemoe 3HaveHune Tera gnsi npoBepku (obsizateneH). Ecnn B Tere oxugaerca ymcno, To Tun
OaHHbIX — double. Ecnu B Tere oXxungaeTcsa CTpoka, TO TUM AaHHbIX — CTPOKaA.

- checkTO — TanmayT B cekyHaax, 4mcno (0 — 65535, 60 cek Mo yMOn4aHuio UM Npuv BbIXode 3a OuanasoH).
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MNpumep npumeHeHus:

BxJIOUEeHME BEIKJIOUATEJS (IPOBEepkKa OCYWECTBJISAETCHS II0 NPMBSA3aHHOMY TeTy COCTOSHUS -
"CSWI1.ST.Pos.stVal", TamMmayT OpoBepku ycTaHoBJeH 30 CeKyHZH) :
scada.control ("CSWI1.CO.Pos.Oper.ctlval", 2, "Bxjuawouenme", 2, 30)

BkilloueHMe BHEIKJIIOUATEJIS (npOBepKa OCYUECTBIJIAETCHA IIO IMNPUMBA3aHHOMY TeIl'y COCTOAHMA —
"CSWI1.ST.Pos.stVal", TarMayT OPOBEPKM OCTaBJIEH O yMoJuaHmio: 60 cexkyHI) :
scada.control ("CSWI1.CO.Pos.Oper.ctlval", 1, "BexjwodeHme", 1)

scada.makeCommand(commandTagName, commandValue, actionText, checkTagName, checkTagValue,
checkTO)

®yHkuma "scada.makeCommand(commandTagName, commandValue, actionText, checkTagName, checkTagValue,
checkTO)": otnpaBka TY ¢ BO3MOXHOW npoBepkon. Mcnonb3yeTcs TONbKO B CKpUNTax NacnopToB M LwabrnoHoB
o6pynosaHusa B Redkit Builder.

He pabotaeTt yepes Telnet. Ucnonb3osate sendTCCommand.
Tvna aprymeHTa:

- commandTagName — ynpaBnsitoLmin Ter, CTPoKa;

- commandValue — 3Ha4yeHne ans KomaHabl, cTpoka unm double;

- actionText — TekcToBOE ONMcaHme npoLecca, ctpoka (Hanpumep, «BknioveHuey, « OTknoueHne»,
«[lMepekntodeHuer);

- checkTagName — Ter ons npoBepkn NPOXOXKAEHNA KOMaHObl, CTPOKA;

- checkTagValue — Tpebyemoe 3HaveHue Tera gnsi npoBepku (obsizateneH npu Hanudnm checkTagName). Ecnn B
Tere oXuaaeTcs Yicno, To TMN gaHHbIX — double. Ecnn B Tere oxungaeTcsa cTpoka, To TUM OaHHbIX — CTpoKa.

- checkTO - tarimayT B cekyHaax, umcno (0 — 65535, 60 cek No ymonyaHuio Unu nNpu Bbixoe 3a AnanasoH, UMeeT
CMbICN Tonbko Npu Hanuumn checkTagName).

MpyMep NpUMeHeHus:

BxJIOUeHMEe C MNPOBEPKOM MNEePEeKJIUeHN :
scada.makeCommand ("GGIO1l.CO.SPCSOl.0Oper.ctlval", 1, "BkJjioueHue",
"GGIO1.ST.SPCSOl.stval", 1, 30)

scada.sendTCCommand(tag, recvTagName)

®yHkuma "scada.sendTCCommand(tag, recvTagName)": oTnpaBuTb KOMaHZy TeneynpaBneHUs U MNpoBEpUTb
nepekntoyeHne. TpebyeT 3axeata [KY,

Ecnun <recvTagName> — nyctasi cTpoka, To OyaeT npov3BegeHa MnomnbiTka aBTOMaTUYEeCcKOro OnpeaerneHust Tera Ans
YTEHUS COCTOSIHUS.

Ecnn ter NPOBEPKN YKa3aH, TO noaTeepXaeHne BbINOJTHEHUA onepaun BbINONMHAETCA NO HEMY. Ecnn ter NpoBEPKN He
yKasaH, TO Ter coCTosiHuA 6epeTcsa u3 a1oro xxe obbekTa AaHHbIX ¢ fc="ST".

Tuna aprymeHTa: tag, recvTagName — nms tera gnsi npoBepKu.

MpuMep NpUMeHeHus:

tag = scada.newTag ("GGIO1l.CO.SPCSOl.0Oper.ctlval")
tag.data = IEC61850.single off
scada.sendTCCommand (tag, "")

scada.progKeyCmd(commandValue, checkTO)

dyHkuma "scada.progkeyCmd(commandValue, checkTO)": 3axsat knitoda [MKY. Ucnonb3yeTca TONMbKO B cKkpunTax
nacnopTtoB 1 WwabnoHoB obpynosaHus B Redkit Builder.

Tuna aprymeHTa:

- commandValue — 3Ha4yeHune ansa KomaHabl, single unu double;

- checkTO - TanmayT B cekyHaax, 4mcno (0 — 65535, 60 cek No ymonyaHuto Unm Npum Beixode 3a guanasoH, UMeeT
CMbIcn TonbKo npu Hanuumu checkTagName).

MpyMep NpUMeHeHust:

SaxpatT I[IKY:
scada.progKeyCmd (IEC61850.double on, 30)
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OcBoboxmeHue IIKY:
scada.progKeyCmd (IEC61850.double off, 15)

scada.canProgKeyCapture()
®yHkums "scada.canProgKeyCapture()": Bo3aBpalwaeT BO3MOXHOCTb 3axBaTa [1KY.
Tvna Bo3BpalLiaeMoro 3HadeHus: bool.
Mpymep npumeHeHus:
if scada.canProgKeyCapture () then ... end
Mpum.: TMpu paboTe B MHOrONPOEKTHOM pPeEXMME AN naeHTudmkaumm nogctaHumm Heobxogumo ykasatb npedmke
noactaHumn. Hanpumep: scada.canProgKeyCapture("s1"), rae s1 — npedukc noactaHumn.
scada.canProgKeyCaptureDesc()
dyHkuma "scada.canProgKeyCaptureDesc()": Bo3BpaLLaeT CpokOBOe onMcaHue BO3MOXHOCTM 3axBaTa.
Mpumep: "3axeaTt HeBo3MOXeH. MKY 3axBayeH Ha yposHe LIYC."
Tvna Bo3BpalLaeMoro 3Ha4dyeHus: string.
Mpymep npumeHeHus:
local desc = scada.canProgKeyCaptureDesc ()
Mpum.: TMpu paboTe B MHOrONPOEKTHOM peEXMME AN naeHTudmkaumm nogctaHumm Heobxogumo ykasatb npedmke
noactaHumn. Hanpumep: scada.canProgKeyCaptureDesc("s1"), roe s1 — npecpumke nogctaHuuum.
scada.progKeyCaptured()
dyHkuma "scada.progKeyCaptured()": knto4 3axBavyeH ypoBHEM YCTAHOBKM.
Tvna Bo3BpaLaemoro 3HavyeHus: bool.
Mpymep npumeHeHus:
if scada.progKeyCaptured() then ... end
Mpum.: Mpu paboTe B MHOrOMPOEKTHOM pexume Ans naeHTudgukaumm nogctaHumm HeobxoamMmMo ykasatb npedumke
noactaHumn. Hanpumep: scada.progKeyCaptured("s1"), rae s1 — npedukc noactaHumm.
scada.progKeylLevelName()
dyHkuma "scada.progKeylevelName()": Bo3BpallaeT ypoBeHb ycTaHOBKM [MKY.
Twuna Bo3BpaLlaeMoro 3HadeHus: string.
Mpumep npumeHeHus:
local levelName = scada.progKeyLevelName ()
Mpum.: [pu paboTe B MHOrOMPOEKTHOM pexume Ana naeHTndurkaumm nogctaHuum Heobxoammo ykasatb npedumke
noactaHumn. Hanpumep: scada.progKeyl evelName("s1"), rae s1 — npedmkc nogcTaHumm.
scada.progKeyStatusDesc()
®yHkuma "scada.progKeyStatusDesc()": Bo3BpaLLaeT onmcaHue coctosHus IMKY.
Mpumep:

1. «[KY cBobogeH»
2. «[KY 3axBayeH Ha ypoBHe MC»
3. ..

Tuna BO3BpaLllaemMoro 3Ha4eHuna: string.
MNpumep npumeHeHus:
local statusDesc = scada.progKeyStatusDesc ()

Mpwum.: Tpu paboTe B MHOrONPOEKTHOM peXMME A58 naeHTudmkaumm noactaHumm Heobxogumo ykasatb npedmke
noactaHumn. Hanpumep: scada.progKeyStatusDesc("s1"), roe s1 — npedumke nogctaHumum.
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scada.progKeyEnabled()
®yHkuma "scada.progKeyEnabled()": coctosnue MKY (Bkn/Bbikn).
Tuna Bo3BpaLaemoro sHavyeHust: bool.
Mpumep npuMeHeHus:

if scada.progKeyEnabled() then ... end
Mpwum.: Tpu paboTe B MHOTONPOEKTHOM pexume A MaoeHTUdmrKaumm nogctaHuum HeobxoaMmo ykasatb npednke
noactaHumu. Hanpumep: scada.progKeyEnabled("s1"), rae s1 — npedukc noagctaHumm.
scada.getAggregatedTags(tagName, start, stop)
dyHkuma "scada.getAggregatedTags(tagName, start, stop)": Bo3BpaLlaeT cnMcok arperatoB C OKHOM B 2 MUHYTbI.
Tvn aprymeHTOB:

- tagName — nwmga Tera, CTpokKa;

- start — Ha4ano nHTepBana BpeMeHu, cTpoka Tuna "<day>-<month>-<year>
<hour>:<minutes>:<seconds>.<milliseconds>" (Hanpumep "11-04-2019 13:00:00.000");

- stop — kOHeL MHTepBana BpemMeHu, CTpoka Tuna "<day>-<month>-<year>
<hour>:<minutes>:<seconds>.<milliseconds>" (Hanpumep "11-04-2019 13:00:00.000").

Tvna Bo3BpaLLaeMoro 3Ha4eHUs: CNMCOoK arperaTtoe Tuna tag.
OCcobeHHOCTU UCMONb30BaHUSA:

- arperatbl cOBMpaloTCa Ha MHTepBarne B 2 MUHYTbI, (DOPMUPYHOTCSt aBTOMAaTUYECKM;

- KOPPEKTHbIN MHTepBan HauymHaeTcs ¢ 00 MUHYT KaXaoro Yaca u kaxable 2 MUHYTbI, TO eCTb pe3ynbraThl
Mony4atTcs KpaTHble 2 MUHYTaM;

- HayarnbHoOe BpeMsl — HECTPOroe HepaBEHCTBO, KOHEYHOE - CTPOroe.

KoppekTHble MHTepBarbl:

- hh:00:00.000 — hh:02:00.000 // MMHMManNbHbIN KOPPEKTHBLIA MHTEpBar
- hh:00:00.000 — hh:00:00.001 // To >xe camoe 4TO 1 BbILLE NOMY4YMM, HO MO aKTy 3TO 3HAYEHMS 3a 2-X MUHYTHbIN
nHTepsan ¢ hh:00:00.000

HocTynHble nong arperata:

.min — MUHMManbHOE 3Ha4YeHne Ha UHTepBane

.max — MakcmarbHOe 3Ha4YeHne Ha uHTepBarne

.average — cpefHee 3HayeHWe Ha UHTepBane

.count — KONMYECTBO 3HAYEHUI B arperarte

lastTagValue — 3Ha4eHne nocrnegHero Tera, NnonasLUEro B arperat
JlastTagTime — Bpems perucrpauum nocnegHero Tera, nonasLlero B arperar
Mpun 3TOM KaxabIi KOHKPETHBIN arperar ABnseTca 06bekToM Tuna tag.
Mpumep ncnonb3oBaHWUs arperartos:

local tagName = "VL1Q1.VL1QlController.QlGGIO1l.MX.AnInl.mag.f"
local start = "11-04-2019 13:00:00.000"

local stop = "11-04-2019 13:30:00.000"

local tags = scada.getAggregatedTags (tagName, start, stop)

scada.debug ("Aggregated tags count: " .. #tags)
if #tags == 0 then

scada.debug ("Nothing to do.")
else

local min = 0

local max = 0

local avg = 0

local valCnt = 0
for tNum, tag in pairs(tags) do
if min > tag.min then
min = tag.min
end
if max < tag.max then
max = tag.max
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end
avg = avg + tag.average
valCnt = valCnt + tag.count

end
avg = avg / #tags
scada.debug ("Result for tag " .. tagName .. " from period " .. start .. " - " .. stop)
scada.debug ("Average value: " .. avg)
scada.debug ("Mininum value: " .. min)
scada.debug ("Maximum value: " .. max)
scada.debug ("Values count: " .. valCnt)
end

BbiBog CKpunTa 13 npmnmMmepa:

[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Aggregated tags count: 15")
[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Result for tag
VL1Q1.VL1QlController.QlGGIOl.MX.AnInl.mag.f from period 11-04-2019 13:00:00.000 - 1
[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Average value: 51,530310641376")
[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Mininum value: 0")

[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Maximum value: 99,903291")
[DEBUG 16.04.2019 11:34:17.875]: QVariant (QByteArray, "Values count: 888")

scada.equipmentDispNameByTag(<tag>)

®yHkuma "scada.equipmentDispNameByTag(<tag>)": Bo3BpaliaeT CTPOKYy C [UCNETYEPCKUM HAMMEHOBAHWEM
obopyaoBaHust, K KOTOPOMY MPUHAONEXMUT Ter.

Tvn aprymeHTOB: tag.
Twuna Bo3BpaLlaeMoro 3HadeHus: string.
Mpumep npumeHeHus:

tag = scada.getCurrentTag ("VL1Q1.VL1QlController.Ql1GGIOLl.MX.AnInl.mag.f")
return scada.equipmentDispNameByTag (tag)

scada.equipmentDispNameByTagName(<tagName>)

®yHkuma  "scada.equipmentDispNameByTagName(<tagName>)":  BosBpawlaeT CTPOKY C  AUCNETYEPCKUM
HavMeHoBaHWeM 06opyaoBaHUs, K KOTOPOMY MPUHAANEXUT Ter ¢ nepegaHHbIM nmeHem 61850.

Tun aprymeHToB: <tagName> — cTpoka ¢ umeHem Tera.
Tuna BO3BpaLllaemMoro 3Ha4eHuna: string.
MNpumep npumeHeHus:
return scada.equipmentDispNameByTag ("VL1Q1.VL1QlController.QlGGIO1l.MX.AnInl.mag.f")

Mpum.: Ecnu aTn yHKUUKM MCMOMb3yTCs B hopmax, TO MMEHa TEroB MULLYTCS Tak, kak B npuMepax. A ecnu
MCMOMNb3yTCA B anroputmax, To — nonHoe ums, Hanpumep: "VL1Q1.VL1Q1Controller.Q1XCBR1.ST.Pos.stVal".

14.2 PaboTta co ctopoHHum 10

14.2.1 ®yHKUMKM ana paboTbl co cTopoHHUM MO

scada.execSW(<name>, <args>)

®yHkumsa "scada.execSW(<name>, <args>)": 3anyckaetr cTopoHHee 1O Ha cepBepe C nepefaHHbIMW aprymMeHTamu.
Ecnu aprymeHTbl He NepeaaHbl, TO BbINONHAETCS C apryMmeHTamu, 3anmcaHHbiMu B Redkit Configurator.

Tun apryMmeHToB:

- <name> — ums ctopoHHero 1O (To4yHo kak B Redkit Configurator);
- <args> — CTpoka C aprymeHTamu.

MpuMep NpUMeHeHus:

scada.execSW ("edge", "https://www.redkit-lab.ru/")
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Mpum.: TMepen nobaBneHnem yHKUMM BbINOMTHUTE HACTPOWKY cTopoHHero MO cornacHo pasaeny 3anyck CTOPOHHEro
Mo.

14.3 PaboTa ¢ coobITuasMM

14.3.1 Tun cobbITUA

Tun cobbiTus, ycrnoBHo «event». B Tune «event» gocTtynHel nonsa ua Tabnuubl 78.

Ta6bnuua 78 - MNona Tuna «event»

Mone OnucaHue MpuHUMaemble 3Ha4YeHUA
time Bpems BO3HMKHOBEHWS, unix time double

description OnucaHue CTpoOKa

ackStatus CraTyc KBUTUpPOBaHUS scada.NotAcknowledged

scada.Acknowledged

scada.NotAcknowledgeable

state CocTtosiHne CTpoKa
value 3HayeHune yuncno
eventClassld MaeHTndukatop knacca cobbitms scada.Undefined

scada.SystemInfo
scada.SystemErrors
scada.SystemWarnings
scada.DiskOverflow

scada.ArchiveCleanup
scada.RotationStart

scada.SwitchServer
scada.UserInfo
scada.Substitution
scada.Anotations
scada.Control
scada.ReportCreated
scada.lSInfo
scada.lSUserInfo
scada.lISWarnings
scada.lSUserWarnings
scada.ISErrors
scada.ChangeLimits
scada.Acknowledge
scada.Posterinfo

scada.lSUserSession
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Mone

OnucaHue

I'Ipm-mmaeM bleé 3Ha4YeHusA

eventClassType

Tun knacca cobbITus

scada.DiscreteSignal
scada.SignalSubstitution

scada.Interlock
scada.QualityChange
scada.Telecontrol
scada.MeterageLimit
scada.UserAction
scada.System

eventClassDescription

OnucaHue knacca cobbiTus

CTpoka

importanceLevel YpoBeHb BaXXHOCTU yucno ot 0 go 255

importanceLevelName Mma ypoBHSA BaXXHOCTU CTpOKa

source NcTouHmk CTpoka

tagName Nwmsa Tera cTpoka Tuna
"s1.VL1Q1.VL1Q1Controller.CSWI1.ST.Pos"

tagDisplayName [uncnetyepckoe HaMMeHOBaHWeE Tera cTpoka Tuna «lonoxeHne»

equipmentName

[uvcneTtyepckoe HaMMeHoBaHWE
obopynoBaHus

ctpoka Tuna «lNpoekt/220 kB/lepBoe
npucoeanHeHne/B-220-1T»

fullName

NonHoe HanmeHoBaHue Tera

ctpoka Tuna «lpoekt/220 kB/lMepBoe
npucoeanHeHne/B-220-1T/MonoxeHne»

Onu1caHne KOHCTaHT npeacTasneHo B Tabnuvue 79.

Tabnuua 79 - KoHcTaHTbI TUNa «event»

MMA KOHCTaHTBLI

OnucaHue

scada.Undefined

Knacc cobbiTusa He onpegenéx

scada.SystemInfo

CucteMHas nHdpopmauus

scada.SystemErrors

CuctemHas owwmnbka

scada.SystemWarnings

CucrtemHoe npegynpexaeHve

scada.DiskOverflow

ﬂepenonHeHme OnckKa

scada.ArchiveCleanup

OuuncTtka apxuea curHanos

scada.RotationStart

3aI'IyCK I'IpOpe)KI/IBaHI/IFI/pre,EI,HeHMﬂ CUrHanoB B apxuBe

scada.SwitchServer

MepekntodyeHne cepBepa

scada.UserInfo

Monb3oBaTernbckoe coobLeHNe

scada.Substitution

lNoacTtaHoBKa 3Ha4YeHNs curHana

scada.Annotations

Pabota c nnakatamm

scada.Control

YnpasneHue ycTponcteamm

scada.ReportCreated

CospaHue otyeTa

scada.lSInfo

Undopmaumna NB

scada.lSUserlInfo

Monb3oBaTenbckoe cooblueHne Vb

scada.lSUserWarnings

lMNonb3oBaTenbckoe npeaynpexaeHne Vb

scada.lSErrors

Owwnbka Nb
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MmMA KOHCTaHTBLI

OnucaHue

scada.ChangeLimits

M3meHeHune ycTaBok

scada.NotAcknowledged

CobbITve He KBUTMPOBAHO

scada.Acknowledged

CobbITHE KBUTMPOBAHO

scada.NotAcknowledgeable

CobbITne HEKBUTMPYEMO

scada.DiscreteSignal

[VcKpeTHbIN curHan

scada.SignalSubstitution

MoacraHoBKa curHana

scada.Interlock

Bnokunposka curHana

scada.QualityChange

MN3meHeHne kayecTBa

scada.Telecontrol

YnpaeneHne obopynoBaHNEM

scada.MeterageLimit

Bbixoa 3HayeHus curHana 3a yCTaBKu

scada.UserAction

[encTtere nonb3oBatens

scada.System

CucteMHoe cobbiTue

scada.Systeml|S

CobbiTne b

scada.UserlS

CobbiTne b, cBaszaHHOe ¢ AeNCTBUSAMU Nonb3oBaTens

scada.ChangeLimit

CobbITe 06 M3MEHEHUN YyCTaBOK

scada.AlarmDisconnection

OTkrtodeHne BbIKMOYaTeNs oT AEACTBUS 3aLLMT,
camMornpoun3BoJibHOEe

scada.RelayProtection

CpabatbiBaHue yctponcTts P3A Ha oTknodeHne obopyaoBaHus

scada.BackupProtection

Pabota YPOB

scada.TransferSwitchActivation

CpabartbiBaHue yctponcts AlNB n ABP

scada.EmergencyControlActivation

CpabartbiBaHue yctponcts NA Ha BKNtoYeHNe/oTKIYeHne
obopynoBaHusi

scada.AlVSignal CpabatbiBaHue Ha curHan KVB, rasoBon 3alumThbl
TpaHcdhopmaTopoB
scada.WorkDTEC Pabota YIACK (npvem n nepegada komaHg P3 un MA)

scada.FaultSwitch

HenepekniovyeHne kKoMmmyTaLMOHHOro annapara, PINH
TpaHcdopmaTopa

scada.FaultEquipment

HeuncnpasHocTb ycTponcTts ACY Tr1

scada.FaultRPEquipment

HeuncnpaeHocTb yctpowncTts P3A, NMA n BK, PAC, OMIN

scada.WorkToFix

Pabota ®OIJ1, KINP Ha dukcaumtio (6e3 peanusaumm
yrNpaBnsoLLEro BO30encTeuns)

scada.FaultDCBoard

HewucnpasHocTtb WMNT

scada.FaultCustmBoard

HeuncnpaeHocTb LWCH

scada.MeterageLimit

[locTXeHne KpUTUYECKNX U NpedynpeanTenbHbIX NapameTpoB
pexuma paboTbl 060pyaoBaHNA AN KOHTPONMPYEMbIX
aHarnoroBbIX CUrHamnoB

scada.FaultSecondaryCircuit

HeuncnpaBHOCTb BTOPUYHLIX Lienen nepemMeHHoro u
NMOCTOSAHHOTO TOKa, HaNpPsXxeHus (uenu ynpasnexus, uenu
nUTaHWsa 1 T.N.)

scada.FireSuppression

Myck aBTOMaTM4ECKOro NoXXapoTyLUeHUs

scada.FireBurglarAlarm

CpabatbiBaHus NoXXapHON, OXpPaHHOW CUrHanM3aLumm
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MmMA KOHCTaHTBLI

OnucaHue

scada.NetworkAsymmetry

HecummeTtpusa B cetn 6-35 kB

scada.StartRP

Myck yctponcts P3A u MNMA

scada.SyncTimeError

OWwnBKM CUHXPOHMN3ALIMN BPEMEHN

scada.ChangeConfigTerminal

N3ameHeHne KoH(Urypaumm TepmMmnHanos

scada.ChangeLimit

M3ameHeHne yCTaBOK

scada.ChangePKU

M3meHeHMe coCTOosSIHUS KItoYel ynpaBneHusl pexxmmom paboTsl
obopynoBaHus

scada.Lockout

HapyweHus ceasum B JIBC ACY TT1

scada.FaultSelfTest

HeuncnpaeHocTb ycTponcTte ACY TI1, BbiBneHHas B npolecce
camogmarHoCTuKn

scada.FaultNetworkEquipment

HewucnpaBHoCTbL ceTeBoro 060pynoBaHus

scada.FaultExternalSystems

HeucnpaBHOCTb BHELLHMX (MOA) CUCTEM

scada.FaultTechnologicalEquipment

HeVICI'IpaBHOCTb TEXHOJ10rn4ecKoro 060py,D,OBaHVI9| rnc

scada.FaultSoftware

HeuncnpaBHOCTb Mpu BbINONHEHUM CEPBUCHBIX NPUNOXEHUIA,
OLNBKM paboTbl NporpammMHOro obecnedeHus

scada.Telecontrol

KomaHabl ynpasneHus

scada.HighVoltageSignal

3meHeHne nonoxkeHnsa BbICOKOBOMbTHBLIX BbIKJ'II-OHaTeJ'IeVI,
pasbeguHuTenen n 3H

scada.ControlKeySignal

M3meHeHune cocTosiHus ycTponcte P3 un IMNA (BBegeHbl 1
BbIBEAEHbI)

scada.Interlock

BbiBoA/BBOA, ONEpaTUBHON GNOKUPOBKA

scada.ChangeTechKey

M3amMeHeHne COCTOSAHMSA TEXHONMOMMYECKUX KITHoYen

scada.StartRegistrator

Myck PAC, OMI1

scada.PosterControl

YcTtaHoBKa/cHATME nnakaToB 6e3o0nacHocTH

scada.UserSession

Havano/3aBepLieHne ceaHca paboTbl nonb3oBaTens

scada.System

CucteMnble curHansl ACY TI1

scada.SignalSubstitution

3amelleHne curHana

scada.QualityChange

M3ameHeHne NPU3HaKOB Ka4yecTBa

scada.UserAction

[eiicTBre nonb3osarens

scada.System|S

CuctemHoe cobbiTne Vb

scada.UserlS

MNMonb3oBaTenbckmne codbiTua Vb

scada.Unreliability HepoctoeepHoCTb
scada.Repairs PemoHT
scada.lmitation Nmutaums
scada.InformationType WHdopmaumsa

14.3.2 ®DyHKUMN Ansa paboTbl C COOLITUAMMU

scada.writeSystemEvent(desc, eventClass, tag, state, value, orldent, eventTime)

dyHkuma "scada.writeSystemEvent(desc, eventClass, tag, state, value, orldent, eventTime)": 3anucb cuctemHoro

COObITUS B >KypHar.
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Twvn apryMeHTOB:

desc — onucaHue cobbITna (CTpoka);

eventClass — knacc cobbiTus;

tag — Ter;

state — cocTosHuKeE;

value — 3Ha4eHue;

orldent - NCTOYHUK ynpaBneHns (YMcno B WecTHaguaTnpmnyHom dopmare: Oxabc123, tonumber("0xabc123"),
tonumber("abc123", 16)). Paamep orpaHuyeH 4 6antamm (He 6onee 8 3HakoB) - oT 0 go ffffffff. Ecnn ncrouHmk He
yKasaH, nmbo nepegaHo 3HaveHune 0, To creHepupoBaHHOe cobbiTue He ByaeT MMETb MCTOYHMKA YNpaBreHus..

Mpum.: Ecnu B kayecTBe orldent 6yaeT ykasaHo YnMcno B ApYyro CUCTEME CYMCHEHMS, TO 3TO He ByaeT ownbKon,
Ho Redkit SCADA nepeBefeT ero B WeCcTHagUaTepuyHbIn opMart 1 B XXypHane cobbiTuii 0To6pasnT MMEHHO €ro.

eventTime - BpemMA cobbiTus B MUINMCEKYHOaX C Havana UNiX-3Moxu.

CobbITus, Npousowedlune ganeko B NpoLiom, He cosgatoTcd. Hactponka «3anasgbiBaHve BpeMeHn B AHAX» (no
ymonyanuio 30 gHen) pegaktupyetcsa B moayne «CepBep 00paboTkm cobbIThiy.

Mpumep npumeHeHus:

local tag = scada.getCurrentTag ("GGIO1l.ST.DPCSO2.stVal")
scada.writeSystemEvent ("writeSystemEvent ()", scada.SystemInfo, tag, "Bxioueune", 1)

local tag = scada.newTag("sl.VL1Q1l.VL1QlController.QlMMXUI.MX.A.phsA")
scada.writeSystemEvent ("First way", 2, tag, "", 1, Oxabcdl23)
scada.writeSystemEvent ("Second way", 2, tag, "", 1, tonumber ("Oxabcdl23"))
scada.writeSystemEvent ("Third way", 2, tag, "", 1, tonumber ("abcl23", 16))

AJ'IFOpI/ITM anda d)OpMMpOBaHI/IH cobbITui, Korga nonoxeHne KA octaeTcs HEM3MEHHbLIM, HO MEHSIETCS MeTKa BpEMEHN:

local tag = scada.getCurrentTag("s2.VL1Q1.VL1QlController.Q1CSWI1.ST.Pos") -- ykaszsaThb
HeOoOXOIOVMBI Ter
if last value == nil then
last value = tag.data
end
if tag.data == last value then
scada.writeSystemEvent ("3HaueHue oOHOBMIIOCH!",scada.SystemInfo,tag, "BxiwoueHue",
tag.data)
end

last value = tag.data

scada.writeEvent(desc, tag, state, value, orldent, eventTime)

dyHkuma "scada.writeEvent(desc, tag, state, value, orldent, eventTime)": 3annce cnctemMHoOro cobbiTuSA B XKypHarn.

Tun apryMmeHToB:

desc — onucaHue cobbITua (CTpoka);
tag — Ter;

state — coctosaHue;

value — 3HayveHue;

orldent - nCTouHUK ynpaBneHuns (Y1cno B LecTHaguaTupmnyHom copmarte: Oxabc123, tonumber("0Oxabc123"),
tonumber("abc123", 16)). Paamep orpaHuyeH 4 6antamm (He 6onee 8 3Hako) - ot 0 o ffffffff. Ecnu ncrounuk He
yKasaH, nmbo nepenaHo 3HaveHune 0, To creHepupoBaHHOE CobbITUE He ByaeT MMETb UCTOYHMKA YNpaBreHus.

Mpum.: Ecnu B kayecTBe orldent GygeT ykazaHO YMCIO B APYrovi CUCTEME CHUCIEHUS, TO 3TO He OyaeT OLMBKOWN,
Ho Redkit SCADA nepeBegeT ero B LUeCTHagUaTepuyHbIn hopmar 1 B XXypHane cobbiTuin 0ToOpa3nT MMEHHO ero.

eventTime - BpeMs coObITMSA B MUMIMCEKYHAAX C HAaYana unix-anoxu (Heobs3aTenbHbI apryMeHT).

CobbITus, npousolweglume ganeko B MpoLwsoM, He co3gatTcd. HacTtponka «3anasgbiBaHve BpeMeHun B AHAX» (Mo
ymondanuio 30 gHewn) pegaktupyetca B mogyrne «Cepep 06paboTku cobbITuiA».

MpuMep NpUMeHeHus:

local tag scada.getCurrentTag ("GGIO1l.ST.DPCSO2.stVval")
local str = "CucremHble omubOxm"
scada.writeEvent (str, tag, "BxiaoueHue", 1)

local tag = scada.newTag("sl.VL1IQ1l.VL1QlController.QIMMXUl.MX.A.phsA")
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scada.writeEvent ("First way", 2, tag, "", 1, Oxabcdl23)
scada.writeEvent ("Second way", 2, tag, "", 1, tonumber ("Oxabcdl23"))
scada.writeEvent ("Third way", 2, tag, "", 1, tonumber ("abcl23", 16))
scada.hasEvents(spontaneous) (He nogaepxuBaeTca REPL)
dyHkuma "scada.hasEvents(spontaneous)": npoBepka HanNnn4Ms HEKBUTUPOBAHHbLIX COObLITUI AN 060pyaoBaHNS.

Tun aprymeHTOB: spontaneous — HeobsA3aTenbHbI NapameTp (bool). Ecnn napametp true, To dyHKUUSA BO3BpALLAET,
€CTb I HEKBUTMPOBaHHbIE COBbITUS Ans 06opygoBaHNs MO MCTOYHNKY « CamMonpon3BOnbHO» (3TO COBLITUSA, Y KOTOPbIX
HeT orldent, HeT nonb3oBaTens, u KaTeropus MHMUMaTopa He 3agaHa). Ecnv napametp nycron unum false, To dyHkuus
BO3BpaLLaeT, eCTb 1M Nobble HEKBUTUPOBaHHbIE CODLITUS 4Nsi 060pyaOBaHMS.

Twn Bo3BpaLLaemMoro 3HadeHus: bool.

scada.events() (He nognepxusaetca REPL)

®yHkuma "scada.events()": maccmB u3 nocnegHmx 100 HEKBMTUPOBaHHbIX COBLITUI ANst 060pynoBaHUS.
Tvn BO3BpaLLLAEMOro 3Ha4YEeHUS: MacCcuB.

MNMpumep npumeHeHus:

JlocTyn K BJIEMEHTaM MacCMBa OCYWECTBJSETCS B LuMkJIe Buma for v in array do
end, HaopuMep:

for event in scada.events() do

if (event.source == "CaMONOPOM3BOJILHO")
then .... end

end

JIN ¢

for event in scada.events() do

scada.debug (event.description)

scada.ackTagEvents(tag)

dyHkuma "scada.ackTagEvents(tag)": keutupyet Bce cobbiTus no Tery.
Twun aprymeHTOB: tag — Ter.

Mpumep npumeHeHus:

local tag = scada.getCurrentTag ("GGIO1l.ST.DPCSO2.stVal")
scada.ackTagEvents (tag)

scada.ackEquipmentEvents(tag)

®yHkuma "scada.ackEquipmentEvents(tag)": ksutupyet Bce cobbiTus No 060pyaoBaHUIO, CCbINIKa Ha KOTOPLIN B Tere.
Tun aprymeHToB: tag — Ter.

Mpumep NpuUMeHeHus:

local tag = scada.getCurrentTag ("GGIOl.ST.DPCSO2.stVval")
scada.ackEquipmentEvents (tag)

14.4 ®yHKUMKM Aansa paboTbl C oTYEeTAMM

- Otuetbl popmupytotca mogyrnem Redkit System_Service. Ecnn ncnonbayetcst KOHpurypaums ¢ Cepemucom.
- He HyxeH moaynb "leHepaTop OTY4ETOB".

- Y4yecTb, UTO UNix-time B MunnucekyHgHoMm dopmate, Hanpumep, 1620124898000, roe 000 - STO MURMAUCEKYHAbI.
Ecnu Bpems 3apgaetca 6e3 MunnucekyHa, To Aata NepemMecTmMTcs B HaYano BpeMéEH, a nmeHHo B 1970 rog.

Mpumep:

start = scada.getCurrentTag ("AR1S14.AR1S14Controller.EPS45GGIOl.MX.AnInl.instMag.f")
-- BpeMsa 3azmaeTcs B dopMaTe unix-time B MMIINIMCEKYHIOHOM dopMaTe

stop = scada.getCurrentTag ("AR1S14.AR1S14Controller.EPS45GGIOl.MX.AnIn2.instMag.f")
startTime = scada.timeToString(start.data, "dd-MM-yyyy hh:mm:ss.zzz")

stopTime = scada.timeToString(stop.data, "dd-MM-yyyy hh:mm:ss.zzz")

rep = reports.createReport ("trainl", startTime, stopTime)
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-- rme "trainl" sTO MMa GopMEI OTUeTa B3ATOV M3 KOHbOMIypaTopa
reports.saveToPdf (rep, "C:\\Users\\p.eremenko\\Documents\\trainlreport.pdf")
[nsa pyHKUMIA paboTbl ¢ OTYETAMKM UCNONb3YeTCa Moadyrb "reports”.
Tekywmn Habop OyHKLMIN NO3BONSAET CreHEPMPOBATL U COXPAHUTb OTYET HA MalLMHe.
reports.createReport(<reportName>, <startTime>, <endTime>)

dyHkuMA "reports.createReport(<reportName>, <startTime>, <endTime>)": Bo3BpaLlaeT 0ObEKT OTHETa C NepeAaHHbIM
Ha3BaHWEM U NEPUOLOM.

Tun apryMmeHToB:

- <reportName> — cTpoka, cogepxallas ums otyera (coenagaet ¢ Redkit Configurator);
- <startTime> — cTpoka ¢ HayanbHbIM BpeMeHeM oTyeTa B popmate "dd-MM-yyyy hh:mm:ss.zzz";
- <endTime> — cTpoka € KOHe4YHbIM BpemeHeM oTyeTa B hopmaTte "dd-MM-yyyy hh:mm:ss.zzz".

Tun BO3BpaLLaeMoro 3HayeHus: report.
reports.saveToPdf(<reportObj>, <path>)
reports.saveToExcel(<reportObj>, <path>)
reports.saveToHtmI(<reportObj>, <path>)
reports.saveTolmage(<reportObj>, <path>)

OyHKLMM "reports.saveToPdf(<reportObj>, <path>)", "reports.saveToExcel(<reportObj>, <path>)",
"reports.saveToHtml(<reportObj>, <path>)", "reports.saveTolmage(<reportObj>, <path>)": coxpaHsalT oT4eT B
cootBeTcTByoWmn dopmat (PDF, CSV, HTML, JPG).

Tun apryMmeHToB:

- <reportObj> — 06beKT 0THETA;

- <path> — cTpoka (MoNHbIN NyTb ANA COXpPaHEeHUs C IKPaHMPOBaHHLIMU OBpaTHLIMKU cnawamu, Hanpumep, "C:\\Users
\\p.eremenko\\Documents\\train1report.pdf").

saveToPdfSendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)

saveToExcelSendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)

saveToHtmISendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)

OyHKLMM "saveToPdfSendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)",
"saveToExcelSendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)",
"saveToHtmISendMail(<reportObj>,<path>,<addresses>,<subject>,<body>)": coxpaHsilOT OTYET B COOTBETCTBYIOLLMI
dopmart (PDF, CSV, HTML) u oTcbinaeT Ha nouTy.

Tvn aprymMeHToB:

- <reportObj> — 06bekT oTHeTS;

- <path> - cTpoka (NonHbIN NyTb AN COXPAHEHWSI C SKPaHMPOBaHHbIMU 0OpaTHLIMK crnawamm, Hanpumep, "C:\\Users
\\p.eremenko\\Documents\\train1report.pdf");

- <addresses> — agpeca Ansi OTnpaBku 3rIEKTPOHHOMO NUCbMa;
- <subject> - Tema nucbma;
- <body> — Teno nucbma.

OOBwWwwuin NnpuMep NPUMEHEHWS:

start = scada.getCurrentTag ("AR1S14.AR1S14Controller.EPS45GGIOl.MX.AnInl.instMag.f")
stop = scada.getCurrentTag ("AR1S14.AR1S14Controller.EPS45GGIOl.MX.AnIn2.instMag.f")
startTime = scada.timeToString(start.data, "dd-MM-yyyy hh:mm:ss.zzz")

stopTime = scada.timeToString(stop.data, "dd-MM-yyyy hh:mm:ss.zzz")

rep = reports.createReport ("trainl", startTime, stopTime)

reports.saveToPdf (rep, "C:\\Users\\p.eremenko\\Documents\\trainlreport.pdf")

reports.saveToExcel (rep, "C:\\Users\\p.eremenko\\Documents\\trainlreport.csv")
reports.saveToHtml (rep, "C:\\Users\\p.eremenko\\Documents\\trainlreport.html")

reports.saveToImage (rep, "C:\\Users\\p.eremenko\\Documents\\trainlreport.jpg")
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reports.saveToPdfSendMail (rep, "C:\\Users\\p.eremenko\\Documents\\train2report.pdf",
{"addressl@mail.ru", "address2@rambler.ru"},"Report","Hi! This is report.")

14.5 PaboTa ¢ nnakatamu

14.5.1 Tun nnakara

Twun nnakata - "Poster". B Tune "Poster" oocTynHbl cnegyrowme nons:

Ta6bnuua 80 - Monsa Tuna "poster”

Mone OnucaHue MpuHUMaemMble 3Ha4YeHus
name HasBaHue yCcTaHOBNEHHOrO Niiakata | CTpoka
comment KommeHTapuii npu yctaHoBKe CTpoKa
nnakara
t Bpewmsi ycTaHOBKM nnakaTa MUIIIMCEKYHAbI C Ha4Yana unix-anoxu
id YHuKanbHbIA ngeHTudmkaTop int
nnakata
objectindex Id ynpaBnsiemoro oobekTa, quint64
CBS13aHHOIO C MrakaTtom

14.5.2 ®yHKUMM Ana paboTbl ¢ Nnakatamum

posters.setPoster(<tagName>, <templateName>, <comment>)

®yHkuma «posters.setPoster(<tagName>, <templateName>, <comment>)»: yctaHaBnvuBaeT nnakar.

Tun aApryMmeHToB:

<tagName> — cTpoka (HenonHoe 1 NoriHoe MMs Tera 00opyAoBaHWs, Ha KOTOPOE YCTaHaBNMBaETCA Mrakar);
<templateName> — cTpoka (Mms nnakaTa, KoTopbli TpebyeTcs BbICTaBUTL (AOMMKHO ObITb TOYHO Kak B Redkit
Configurator));

<comment> — cTpoka (KOMMeHTapuin 4ns yCTaHOBKU Nnakara).

MpuMep NpUMeHeHus:

posters.setPoster ('CSWI1.ST.Pos.stVal', 'DOWN', 'comment')
posters.setPoster ('CSWI1.ST.Pos.stVal', "TpaH3uT pa33oMKHyT", 'comment')

posters.unsetPoster(<tagName>, <templateName>, <comment>)

dyHkuma «posters.unsetPoster(<tagName>, <templateName>, <comment>)»: cHumaet nnakar.

Twvn apryMeHTOB:

<tagName> — cTpoka (HenonHoe 1nm NoriHoe MMs Tera 06opyAoBaHWs, Ha KOTOPOE YCTaHaBNMBaETCA Mrakar);
<templateName> — cTpoka (Mms nnakaTa, KoTopbln TPeByeTCA CHATb (JOIMKHO ObITb TOYHO Kak B Redkit
Configurator));

<comment> — cTpoka (KOMMeHTapuin AN CHATUS nrakara).

MpuMep NpUMeHeHus:

posters.unsetPoster ('CSWI1.ST.Pos.stVal', 'DOWN', 'comment')
posters.unsetPoster ('CSWI1.ST.Pos.stVal', "Tpau3uT pa3oMkHYT", 'comment')

posters.getCurrentPosters(<tagName>)

dyHkuma «posters.getCurrentPosters(<tagName>)»: nony4yaet Bce nnakaTbl, ycTaHOBMNEHHbIe Ha o6opyaoBaHue.

Tun aprymeHToB: <tagName> — cTpoka (HeNosiHoe unu NofHoe nMsi Tera 060pyaoBaHNst, HA KOTOPOE YCTaHaBMMBAETCS
nnakar).
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Tvn Bo3BpaLLLaemMoro 3Ha4yeHus: Tabnuua obbekToB Poster.
Mpumep npumeHeHus:

for p,v in pairs(posters.getCurrentPosters ("CSWI1.ST.Pos.stVal"))
do print (ps[p].name .. " -—— " .. ps[pl.t .. " -— " .. pslp].comment)
end

posters.isPosterSet(<tagName>, <templateName>)

dyHkuma «posters.isPosterSet(<tagName>, <templateName>)»: BosBpawaeTt true, ecnv nnakaT yCTaHOBMEH Ha
obopynoBaHue.

Tun apryMmeHToB:

- <tagName> — cTpoka (HenonHoe nnu nonHoe nms Tera 060pyaoBaHNs, Ha KOTOPOe yCTaHaBNMBAaETCA Mrakar);
- <templateName> — cTpoka (Mms nnakaTa, KoTopbin TpebyeTcsa CHATb (GOMKHO BbITb TOYHO Kak B Redkit
Configurator)).

Twun Bo3BpaLwlaemMoro 3HadeHus: bool.
Mpumep npMMeHeHus:

if posters.isPosterSet ('CSWI1.ST.Pos.stVal', 'DOWN')
then return "VYcranomjen"
else return "He ycrTaHOBJeH"

end

posters.isPosterTemplateExists(<posterName>)

dyHkuma «posters.isPosterTemplateExists(<posterName>)»: npoBepsieT Hanuune B cucTteme wwabnoHa nnakata ¢
OaHHbIM MEHEM.

Tvn apryMeHTOB:
- <posterName> — cTpoka (Mms WwabnoHa nnakaTta Ans novcka).
Twun Bo3BpaLlaemMoro 3HadeHus: bool.

Mpumep npumeHeHus:

posterName2= "3A3EMJIEHO2"

if posters.isPosterTemplateExists (posterName?2)
then scada.debug ("llaBmou2 cymecTryeT")
else scada.debug ("llabsoH2 He cymecTByeT")

end

posters.getObjectindex(<templateName>)

dyHkuma «posters.getObjectindex(<templateName>)»: nonyyaeTt nHgekc obbekTa nnakara no MMeHu wabnoxa.
Tvn aprymMeHToB:

- <templateName> — cTpoka (ums wabnoHa nnakarta gns noucka).

Tvn Bo3BpaLLLaemMoro 3HadyeHus: qinté4.

MpuMep NpUMeHeHus:

local posterId = posters.getObjectIndex ("3A3EMIEHO")
scada.debug (posterId)

posters.isPosterExists(<tagName>, <templateName>)

dyHkuma  «posters.isPosterExists(<tagName>, <templateName>)»: npoBepsieT cyllecTBOBaHME nrakata B
obopynoBaHuM (B OOBbEKTHON MogEenn).

Tvn aprymMeHToB:

- <tagName> — cTpoka (nonHoe nms Tera ansa onpeaeneHus obopygoBaHus);
- <templateName> — cTpoka (Ha3BaHue nnakarta).

Twvn Bo3BpaLLaemMoro 3HadeHus: bool.
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MNpumep npumeHeHus:

if posters.isPosterExists ("sl1.VL1Q3.VL1Q3Controller.Q8CSWI1.ST.Pos",
"TpaH3UT Pas3OMKHYT")
then scada.debug ("IlnakaT cymecTByeT")
else scada.debug ("IlnakaTa He cymecTByeT")
end

posters.isPosterExistsBylndex(<tagName>, <posterObjectindex>)

dyHkuma «posters.isPosterExistsBylndex(<tagName>, <posterObjectindex>)»: npoBepsieT, onpegeneH nu nnakart ¢
yKa3aHHbIM naeHT1umnkaTopom anst obopygoBaHuS.

Twvn apryMeHTOB:

- <tagName> — cTpoka (nonHoe nms Tera ansa onpeaeneHus obopygoBaHns);
- <posterObjectindex> — qint64 (MHOekc obbekTa nnakara).

Tvn Bo3BpaLLaemoro 3HavyeHus: bool.

Mpumep npumMeHeHus:

if posters.isPosterExistsByIndex ("sl.VL1Q3.VL1Q3Controller.Q8CSWI1.ST.Pos", 2)
then scada.debug ("llmakaT2 cymecTByeT")
else scada.debug ("IlnakaT2 He cymecTByeT")

end

posters.setPosterBylndex(<tagName>, <posterObjectindex>, <comment>)

®yHkuma «posters.setPosterBylndex(<tagName>, <posterObjectindex>, <comment>)»: ycTaHaBnuMBaeT nnakat Ha
obopygoBaHMe nepeaaHHoro Tera.

Tun apryMmeHToB:

- <tagName> — cTpoka (nonHoe nums Tera ns onpeaeneHns obopynoBaHus);
- <posterObjectindex> — qint64 (MHOekc obbekTa nnakaTa);
- <comment> — cTpoka (KOMMeHTapun).

Mpumep npumMeHeHus:

if posters.isPosterSetByIndex ("sl.VL1Q03.VL1Q3Controller.Q8CSWI1.ST.Pos", 2)

then

scada.debug ("IlnmakaT ycTaHOBJIeH")

posters.unsetPosterByIndex ("sl1.VL1Q3.VL1Q3Controller.Q8CSWI1.ST.Pos", 2, 'comment to
unset poster')

else

scada.debug ("IlimakaT He ycTaHOBJIeH")

posters.setPosterByIndex ("sl.VL1Q03.VL1Q03Controller.Q8CSWI1.ST.Pos", 2, "comment")

end

posters.unsetPosterBylndex(<tagName>, <posterObjectindex>, <comment>)

®yHkuma  «posters.unsetPosterBylndex(<tagName>, <posterObjectindex>, <comment>)»: cHumMaeT nnakat c
obopyaoBaHua nepegaHHoro Tera.

Tun aApryMmeHToB:

- <tagName> — cTpoka (nonHoe ums Tera ans onpeaeneHns obopyaoBaHus);
- <posterObjectindex> — qint64 (MHaekc obbekTa nnakaTa);
- <comment> — cTpoka (KOMMeHTapun).

MpuMep NpUMeHeHus:

if posters.isPosterSetByIndex ("sl.VL1Q03.VL1Q3Controller.Q8CSWI1.ST.Pos", 2)

then

scada.debug ("IlnmakaT ycTaHOBJIeH")

posters.unsetPosterByIndex ("sl1.VL1Q3.VL1Q3Controller.Q8CSWI1.ST.Pos", 2, 'comment to
unset poster')

else

scada.debug ("IlmakaT He yCTaHOBJIeH")

posters.setPosterByIndex ("sl.VL1Q3.VL1Q3Controller.Q8CSWI1.ST.Pos", 2, "comment")
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end

posters.isPosterSetBylndex(<tagName>, <posterObjectindex>)

®yHkumsa «posters.isPosterSetBylndex(<tagName>, <posterObjectindex>)»: npoBepsieT, yCTaHOBMEH NN KOHKPETHbLIV
nnakaT C yka3aHHbIM naeHTudmKaTopom Anst obopyaoBaHums.

Tun aApryMmeHToB:

- <tagName> — cTpoka (nonHoe umsi Tera Ans onpeaeneHvs obopynosaHus);
- <posterObjectindex> — qint64 (MHaekc obbekTa nnakara).

Twun Bo3BpaLlaemMoro 3HadeHus: bool.

MpyMep NpUMeHeHus:

if posters.isPosterSetByIndex ("sl1.VL1Q3.VL1Q3Controller.Q8CSWI1.ST.Pos", 2)

then

scada.debug ("IlnakaT ycTaHOBJEeH")

posters.unsetPosterByIndex ("sl.VL1Q3.VL1Q3Controller.Q8CSWI1.ST.Pos", 2, 'comment to
unset poster')

else

scada.debug ("IlmakaT He ycTaHOBJEeH")

posters.setPosterByIndex ("sl.VL1Q3.VL1Q03Controller.Q8CSWI1.ST.Pos", 2,
end

"comment")

14.6 Pabota c y3namu n nnarmHamm

14.6.1 Tun y3na

Tun y3na — "node". B Tune "node" ecTb nons:

Tabnuua 81 - Nona Tuna "node"

Mone OnucaHue MpuHMMaemble 3Ha4YeHUA
name Wm4a yana CTpoKa
nodePlugins MaccuB nnarnHoB MaccuB anemMeHToB ¢ Tunom "plugin”

14.6.2 Tun nnarvHa

Tun nnaruHa — "plugin”. B Tune "plugin" ectb nong:

Ta6bnuua 82 - NMons Tuna "plugin”

Mone OnucaHue MpuHUMaeMble 3HaYeHUsA

name Mmsa nnarnHa

CTpoKa

Ta6bnuua 83 - KoHcTaHTbI cTaTycoB NiarMHoB

NMs KOHCTaHTBI OnucaHue

scada.STUNKNOWN CraTyc nnarvHa: Heu3BeCTHbIN
scada.STSTARTED CraTyc nnarvHa: 3anyLueH
scada.STINTERMEDIATE CraTyc nnarvHa: B npouecce 3anycka
scada.STSTOPPED CTtaryc nnarnHa: oCTaHOBMEH

14.6.3 ®yHKUMM ANA paboTbl C y3namMmum U nnarMHamm

scada.nodes|()
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dyHkuMA «scada.nodes()»: PyHKUMS, KOTopasi NpegoCTaBNSAeT AOCTYN K 3fIeMEeHTaM MacCuBa, Coaep Kallero CTpyKTypbl
C UMEeHaMM Y3MoB N COOTBETCTBYOLLMMU UM MaccmMBaM C MUMEHaMu NinarnHoB.

scada.plugins()

®yHKuMa «scada.plugins()»: dpyHKUMs, KOTOpas NpefocTaBnsaeT AOCTYN K aNeMeHTaM MaccuBa ¢ UMeHaMu NnarvHoB.

O6wmi npumep NPUMEHEHMS:

for node in scada.nodes () do
print ("\nNode " .. node.name)
for plugin in scada.plugins (node.nodePlugins) do
print ("\nplugin:\t" .. plugin.name)
end
print ("\n")
end

scada.pluginctl(<name>, <action>, <arg>)

dyHkuma «scada.pluginctl(<name>, <action>, <arg>)»: oTnpaBnseT nnarvHy nnaTtopmMbl Name KomaHgy Tuna
COMMAND_TYPE_EXECUTE c nmeHem obbekTa action n atpubyTtom arg.

Tvn aprymeHTOB:

- <name> — cTpoKa (UM nnarnHa);
- <action> — cTpoka (MM 06bekTa KomaHabl nnaTgopmbl);
- <arg>— cTpoka (aTpmnbyTbl KOMaHAbl).

scada.pluginStatus(<name>)

®yHKkumsa «scada.pluginStatus(<name>)»: Bo3BpallaeT cTaTyc nnarvHa — ofHy U3 KOHCTaHT BblLUe.
Tun apryMmeHToB:

- <name> — cTpoKa (UM nnaruHa).

MpyMep NpUMeHeHus:

if scada.pluginStatus ("TagGenerator") == scada.STSTARTED
then scada.debug ("T'eHepaTop Teror 3amnymeH")
else scada.debug ("I'eHepaTop TeroB He 3amnymeH")

end

14.7 Moaynu

14.7.1 lobaBneHne moaynen B CKPUNTbI

localNameOfModule = require "nameOfModule", rTme:
localNameOfModule — mmMsa MonyJisg, IO KOTOpOMy ofOpallaeMcsa K 3TOMYy MOOYJIO B CKPUIITE;
nameOfModule — mMsa 3arpyxaemMoro MOIOYJid.

14.8 YcTaBKU

[insi ycTaHOBKW YCTaBOK Yepes anropuTMbl HEOOXOAMMO U3MEHUTL psg aTpuMbyTOB AaHHBIX OObEKTHOM MOAENW. YCTaBKM
OTHOCATCA K PyHKUMOHanNbHomMmy 6rioky CF, 06bekTy aaHHbIx rangeC v cnegytowmm atpubytam AaHHbIX:

- min — MUHUMYM

- max — MakCMMyMm

- hhLim — BepxHas aBapuiiHas rpaHmua

- lILim — HWKHASA aBapuHas rpaHuLa

- hLim — BepxHsas npegynpeguTensHas rpaHmua
- ILim — HWKHAA NpegynpeanTenbHas rpaHmua
- limDb — gpeb6esr
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- maxRateC — ckopocTb
Mpumep:

local newTag = scada.newTag ("VL1Q1.VL1QlController.QlGGIOl.CF.AnIn2.rangeC.hLim.f")
newTag.data = -4

14.8.1 ®DyHKUMM ANA paboTbl C ycTaBKaMu

scada.setLimit(name, value)
dyHkuma "scada.setLimit(name, value)": 3anncb ycTtaBoK 13 NacnopToB 1 anropuTMoB.

lMpoBepka HanMuns curHana, K KOTopomy OTHOCUTCS AaHHas yCTaBKa, M NpoOBepKa Npasa Ha 3anucb OCYLLECTBAATCS
CUMHXPOHHO. 3anuck 3HaveHns B B ocylecTBnseTca aCMHXPOHHO.

Tun apryMmeHToB:

- name — Ha3BaHue yctaBku B chopmate 61850 (CF.PPNV.rangeC.hhlim);
- value — HOBO€ 3Ha4yeHue yCTaBKu.

Mpumep ckpunTta B nacrnopTe:
scada.setLimit ("GGIOl.CF.AnInl.rangeC.hhLim.f", window.Input 33.text)

Mpumep ckpunTa B anroputMax:
scada.setLimit ("s1.AR1S1.ARISIController.EPS1IGGIOl.CF.AnInl.rangeC.min.f", param 1)

14.9 Nonb3oBaTenbCcKoe AnarioroBoe oOKHo

Knacc ConfirmDialog Bxogut B Mogynb window U npefocTaBnseT Mnofb3oBaTentd BO3MOXHOCTb CO3[4aBaTbh
cobCTBEHHbIE AnanoroBble OKHA. [ns BbINONHEHUA AENCTBMI NpU BbIBOpe UCMOMNb3YTCA 3aMblkaHUS (COXpaHeHHble

dyHKUMN).

ATTPUbYTHI:

- header - cTpoka - TEKCT 3aronoBka AManoroBoro OkHa;

- message - CTpoKa - TEKCT OUanoroBoro OkHa;

- acceptText - cTpoka - TEKCT KHOMKa NOATBEPXKAEHUS;

- rejectText - cTpoka - TEKCT KHOMKN OTMEHbI;

- acceptAction - 3amblkaHue - 4eNCTBUE NPU NOATBEPXKOAEHUN;
- rejectAction - 3ambikaHuve - gencTeme nNpu oTkase.

MeToabl: show() - oToBpasnTL Ananorosoe OKHO.
Mpumep npuMeHeHus:

dialog = window.ConfirmDialog ()

dialog.header = "BemiTy M3 MaTPUUH"

scada.debug (dialog.header)

dialog.message = "I'OTOBBEI JIM BBl y3HATb HACKOJIBKO IUIyDoKa Kpoauubs Hopa?"
scada.debug (dialog.message)

dialog.acceptText = "Corsacue"
scada.debug(dialog.acceptText)

dialog.rejectText = "Orkaz"

scada.debug (dialog.rejectText)

dialog.acceptAction = function ()

scada.debug ("Bel corylacMIMCh M B34JM CUHUIO TadbieTky")
end

dialog.rejectAction = function ()

scada.debug ("Bel O0Tka3aaMCh M B34JIM KpacCHYyKW TabjeTky")
end

dialog:show ()
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14.10 NMpoune PpyHKUUM

window.ConfirmationDialog(header, message, acceptButtonText, rejectButtonText)

®yHkuma  "window.ConfirmationDialog(header, message, acceptButtonText, rejectButtonText)": cosgatb guanor
NOATBEPXAEHUS.

' BHumaHue: Yctapesuwee APIl. OcTtaBneHo Ans noggepXku yxe CyLecTBYHOLWMX NpoekToB. BmecTto Hero
/=y pekomeHnAyeTcs ucnonb3osaTtb 06bekT window.ConfirmDialog

Twvn apryMeHTOB:

- header — cTpoka 3aronoeka;

- message — CTpoKa coobLLeHus;

- acceptButtonText — TekCT Ha KHOMKe NOATBEPXAEHUS (MOXET ObITb NYCTON CTPOKOWN);
- rejectButtonText — TeKCT Ha KHOMKEe OTMEHbI (MOXET ObITb MYCTON CTPOKON).

Tun Bo3BpaLlaemoro aHadeHus: tag.
MpyMep NpUMeHeHus:

if window.ConfirmationDialog ("nonreepxnenue",

"Bel OEMCTBUTEJIBHO XOTUTE B3TUX MATKUX OpaHLUy3CKux Oyjox?","IOa!","He!")==window.accepted
then print ("aam")
else print ("6ys") end

window.openScheme(scheme)

dyHkLMA "window.openScheme(scheme)": oTKpbITb BUPTYanbHy cxemMy 13 nacnopra.
Tun aprymeHToB: scheme — nms BMpTYyanbHOW cxembl 6e3 KaBblYex.

Twun Bo3BpaLlaemMoro 3HadeHus: bool.

Mpyumep npumeHeHus:

window.openScheme (VSchemal)

scada.timeToString(time,format)
®yHkums "scada.timeToString(time,format)": nepesog unixtime B cTpokoBoe npeacTaeneHune.
Tun aprymMeHToB:

- time — unixtime (ms);
- format — dpopmat npegcraenenus (cornacHo QString QDateTime::toString(const QString &format) const).

Tun Bo3BpaLLaemMoro 3Ha4eHus: CTpoKa.
MpyMep NpUMeHeHus:

scada.timeToString (tag.updateTime, "dd-MM-yyyy hh:mm:ss.zzz")

scada.debug(message)

dyHkuma "scada.debug(message)": BbIBOS, OTNag04HOMO COOBLLEHUS.
Tvn apryMeHTOB: CTpoKa.

Mpumep NpuMeHeHus:

scada.debug ("BuouMo, dYTO-TO NOUJIO He Tak")

scada.stringToTime(time,format)
dyHkuma "scada.stringToTime(time,format)": nepeBog BpemMeHn, 3agaHHOIO B BUAe CTPOKM B unixtime.
Twvn apryMeHTOB:

- time — cTpoka co BpemeHeMm;
- format — dpopmat npegcrtaenenus (cornacHo QString QDateTime::toString(const QString &format) const).

Tun BO3BpaLlaemMoro 3Ha4yeHuna: 4Mcno MnnnncekyHa ¢ Hadana unix-anoxu.
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MNpumep npumeHeHus:
scada.stringToTime ("17-04-2018 13:47:30.245","dd-MM-yyyy hh:mm:ss.zzz")

time

dyHKkLMA "time": Bpems BbI3oBa CKpUNTa.

Tvn apryMeHTOB: YMCITO MUIIIIMCEKYHZ C Havarna unix-anoxu, ecTb BHYTpU Nntoboro anropntma.
Mpumep NpuMeHeHus:

scada.debug (scada.timeToString (time, "dd-MM-yyyy hh:mm:ss.zzz"))

14.11 Pabota ¢ chopmamu

O6palleHune Kk anemMeHTaMm yrnpasneHnsa nacnopta o6bekTa OCyLLECTBNAETCS N0 UMEHN.
MNone BBoga: nmsa "text"

Yekbokc: cBoncTio "isChecked"

Mpumep:

local var = text.isChecked

14.12 3anyck 3aga4 no tanmepy

3anyck 3agay no Tanmepy MCNosnb3yeTcs TONbKO B CKPUMTaxX NacnopToB M WwabnoHoB obopynoeaHusa B Redkit Builder.
OpHopa3oBbIv 3anyck Tanmepa

dyHkuma "scada.singleShot(interval, callback)": ogHopa3oBbI 3anyck Tamepa.

Twun aprymeHTa:

- interval — nepuopg Tanmepa B MUNNNCEKYHAAX;
- callback — pyHkumMa Lua, koTopasi OyaeT BbinonHeHa npu cpabaTtbiBaHUKM Tanvepa.

Mpumep npumeHeHus:

local func = function() window.buttonl.enabled = false end
scada.singleShot (5000, func)
nn:

scada.singleShot (5000, function () window.buttonl.enabled = false end)

MosicHeHuWe: Yepes NsaATb CekyHA KHomka button1 craHeT HeakTUBHOMN.
MHoropa3oBbIf 3anyck Tanmepa

Tanmep mogenupyeTcs 06bEeKTOM, Y KOTOPOro eCTb CBOMCTBA U METOAbI:
- timer = scada.Timer() — co3gatb 06bLEKT TariMepa;

Mpum.: BaxHo, yToGbl 06BHEKT TaliMepa Gbln NoMeLLeH B rnoGanbHylo NepeMeHHyto, MHadYe OH BbIMAET U3 obrnacTu
BMOVMOCTU U YHUYTOXUTCS.

- timer.interval = 5000 — 3agaTb nepuo Tarimepa 5 cekyHA;
- timer.action = function () ... end — 3agaTb gencTeMe, BbINONHAEMOE Npu cpabaTbiBaHUN TaluMepa;
- timer:start() — 3anyctutb Taimep;

Mpwum.: lpu BbI30BE MeTOAa 06beKTa cTaBUTCA ABoeToune!
- timer:stop() — ocTaHOBUTL TaMep;

Mpwum.: lpu BbI30BE MeTOAa 06bEKTa cTaBUTCA ABoeToune!
- if(timer.isActive) then ... end — npoBepuTb, paboTaeT Nn cenyac Tanmep.
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Ecnu mbl Bbi3biBaeM MeTog 00bekTa (MCNoNb3YTCs Kpyrible CKOOO4KM), TO Ucnonb3yem asoetoune: object:method(),
ecnn e Mbl obpallaemcsa K cBoncTBy (6e3 Kpyrnbix ckoboyek), To ncnonbdyem Touky: local prop = object.property;
object.property = "this is a property".

Mpumep (KHOMNKa No Tanmepy HECKOMNbKO pa3 MEHSIET COCTOSHME aKTUBHOCTH):

function initTimer ()

if (wtimer == nil) then
wtimer = scada.Timer ()
wtimer.interval = 1000
end
end

function initAction ()

local count = 0;

wtimer.action = function|()

if (count == 5) then wtimer:stop() window.Button 7.enabled=true

else window.Button 7.enabled = not window.Button 7.enabled count=count+l end
end —-- BOT »Ta QYHKUMS M €CTb 3aMBHKAaHUE.

3aMBIK@HME MOXET KONMPOBATHL B Ccebs JIOKAJIbHEIE I[IE€PEMEHHEIE M3 OKPYXaolero KOHTeKCTa,
B IOAaHHOM cJiydae count (6OoJsiee nompoBbHO B kHuUI'e Lua)
end

initTimer ()

if (wtimer.isActive) then

scada.debug ("Timer is active, returning")
return

end

window.Button 7.enabled=false
initAction ()

wtimer:start ()

14.13 O rnoGarnbHbIX U NOKarbHbIX NepeMeHHbIX Lua u
MCNofib30BaHUMN UX B anroputmax

Anroputm npeactaensiet codbon Nepuoanyeckn BeINOMHAEMbIA CKPUNT.
lMNepemeHHble B Lua MoryT ObITb:

- mobanbHbIMU. [MobarnbHas nepemMeHHast He ByaeT YHUUTOXEHAa Mo 3aBEPLUEHMIO BbIMOMHEHNS CKpUnTa —
3HayveHue rnobanbHON NepeMeHHOM MOXET BbiTb MCMOMb30BaHO Ha crieaytoLlei ntTepauum BouINONHEeHWs CKpunTa.

- noKanbHbIMW. JlokanbHas nepemMmeHHas 6yﬂ,6T YHUYTOXEHa No 3aBepLUEHUIO BbINMOJTHEHNA CKpUnTa Unm Bbixoaa
13 obnactn BugmMmMocTu. JlokanbHas nepemMeHHada MMeeET Krto4eBoe CJ10BO local. icnonb3oBaHWe fokanbHbIX
nepemMeHHbIX Npeano4vYTUTEribHO.

BaxHo: obrnacte BMAMMOCTU MobanbHOW MEpPEeMEHHOW OrpaHMdeHa anropMTMOM, B KOTOPOM OHa onpegerneHa.
Hanpumep, nycTb ecTb 2 ckpunTa: script1 u script2, B script1 3agana rnobanbHas nepemeHHas tmp, gaHHasa rmobanbHas
nepemMeHHasi He MOXeT ObITb MCMONb30BaHa B script2.

[mobanbHble NepemMeHHble MOXHO He 06bABNATL, Torda rnobanbHas nepemeHHas 6yaet nmertb Tvn nil.
JlokanbHble nepeMeHHble TpebytoT 06bABNeHNS.

PaccmoTpum npumep:

--scriptl

if tmp ~= tmp then -- npoeepka Tera Ha nil, npm 2TOoM Ter He OB OOBABIIEH
print ("tmp is nil")

end

--script2

local tmp = 2 -- 49BHO OOBABUIIM JIOKAJILHYI II€PEeMeHHYyl, o06JlacTb BUIMMOCTM SCript2

if tmp == 2 then
print ("tmp is 2")

end
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--script3
if 1==1 then
local tmp = 3

end
print (tmp) --tmp == nil, nockojybky oBJjacTbi BuAMMOCTM local tmp sABjisgeTcsa OJIOK
if(...) then ... end

PaccmoTtpum npumep ncnonb3oBaHus rnobansHON NeEpEMEHHON — COXpaHeHMEe NpeablgyLLEero 3HadeHns Tera:

--scriptl
local current tag =
scada.getCurrentTag ("VL2Q1.VL2Q01Controller.Ql1XCBR1.ST.Pos.stval")

if last tag data ~= last tag data then --initialize global value (1)

last tag data = current tag.data

end

if current tag.data ~= last tag data and current tag.data ==

then -- (2)

scada.writeSystemEvent ("number is two!",scada.SystemInfo,current tag, "Bkyouenue", 2)
elseif current tag.data ~= last tag data and current tag.data == 1

then -- (3)

scada.writeSystemEvent ("number is one!", scada.SystemInfo,current tag, "BuxmoueHue", 1)
end

last tag data = current tag.data -- (4)

Pa3bop gaHHoro npumepa:
MycTb script1 BoinonHaeTca no nameHeHuio Tera VL2Q1.VL2Q1Controller.Q1XCBR1.ST.Pos.stVal.
- [MepBas ntepaums paboTbl anroputma, NycTb 3Ha4YeHue Tera == 1:

1. B nokanbHyto nepemeHHyto current_tag 3anucbiBaem TEKyLLUNA Ter.
2. last_tag_data == nil — nonagaem B NepBbIN YCNOBHLIN onepatop if — npucBavBaem last_tag_data 3HayeHue
current_tag.data
3. Mponyckaem 6rokm (2) n (3), nockonbky current_tag.data == last_tag_data
4. MNpuceanBaeM last_tag data sHaueHue current_tag.data. bnok (4)
- Brtopasd utepauus umkna, nyCcTb 3HaYeHue Tera == 2:

1. [aHHbIV NYHKT aHanormdeH nyHkTy 1, npedbligyen utepaummn anroputma.
2. lMponyckaem 6ok (1), NOCKOMNbKY 3Ha4YeHue rrnodanbHoM nepemMeHHomn last_tag data ==
3. Monagaem B 6riok (2), no ycnosuio 6roka if — nuwem cuctemHoe cobbiTue
4. [laHHbIN NYHKT aHanorMyeH nyHKTy 4, npeabiaylien ntepauum anroputma.
- Cnepyowme ntepaumm no aHanormm co BTOPON utepaumen, ¢ ToM N1ib pasHULEN, YTO 3Ha4YEHME Tera MOXET ObITb
OpYrvM.

14.14 3ape3epBUpoBaHHbIe NepeMeHHbIe anropMTMoB

- time - Bpems 3anycka anroputma (CTpoka, coaepaiias unix-time).
- triggerTagName - nms Tera, No M3MEHEHWO KOTOPOTro 3anycTuncs anroputM. EcTb Tonbko Toraa, korga
BbIMOSIHEHME CKpUMTA 3anyckaeTcsi N0 U3MEHEHUIO Tera.

=, BHumanwme: Jlydiwe He NCMONb3oBaTh MMEHa 3TUX TETOB NPU CO3AaHUM CBOMX anropuTMoB. Mepeonpeaenexmne
/& % 9TWX TEroB HW4YEro He MOBPEAWT, HO UCNOMb30BaTb 3TY MHAOPMAaLMIO Mocne nepeonpeaeneHns He BbIRaET.
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15 CO0Op ANarHoCTU4YeCKUX AaHHbIX

15.1 Tunbl gMarHoCTNYeCKNX AaHHbIX

15.1.1 ®ann npoekrta PPF

dann npoekta B popmate PPF — pesynbrat pabotel B Redkit Builder (pasgen Paboma e lNpoepamme OOKyMeHTa
«Redkit SCADA 2.0. Redkit Builder. Pykosoactso agmuHuctpatopa. 2.0.2110. RU.76499597.62.01.29-01 32 05». No
ymonyaHuto pacnonoxeHo B C:\Program Files\Prosoft-Systems\Redkit\documentation).

Mecto XpaHeHusA: 3aBUCUT OT Bbl60pa nonb3oBaTens.

15.1.2 LOG-c¢annbl Redkit Builder

LOG-dannsl Redkit Builder:

- Perf;
- Shell;
- wnHorga Shell.log.1 (B 3aBUCMMOCTHM OT BEPCUM).

MecTto xpaHeHus: C:\%appdata%\ProSoft\Logs.

15.1.3 LOG-channel Redkit

LOG-dannbl Redkit:

- DbCtl — dhann ytunutel dbctl;

- Deployer — cbann ytunutel Deployer;

- diagnosticclient — dainn ytunutel diagnosticclient;

- DiagnosticKeeper — dpaiin guarHoctukm cnyx6sl Redkit Keeper Service;
- Keeper — cann cnyx6bl Redkit Keeper Service;

- OscConverter — panin cryx6bl KOHBEPTUPOBAHMSA OCLMITIIOrPaMMm;
- Redkit — dpann Redkit Workstation;

- Redkit-Conf — ¢pann Redkit Configurator;

- Redkit-Service — cbann cnyx6bl Redkit System Service.

- RedkitUninstallationLog.txt — cbann yganenna Redkit.

MecTto xpaHeHus:

C:\%temp%\ProSoft-Systems\Redkit.

HacTtpowika LOG-gannos: pasgen JlorrmposaHue.

15.1.4 LOG-c¢annbil Redkit Web

LOG-dannbl Redkit Web MoxxHO nocMOTpeTb B KOHCONKM pa3paboTynka ncnonb3yemoro web-6paysepa.
Anpekc Bpaysep

1. Haxmute Hactpomnku AlHgekc Bpaysepa — dononHutenbHo — KoHconb JavaScript (PucyHok 378).
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o _ ] x
B Redkit Workstation X +
18080 Redkit Workstation » o P L
i 1
04.06.2024 1508:44254000 Buigara kom: Ko & Pexum MHkoruTto @ =0 e ow

04.06.2024 14:52:09.085000 YcnewHwi B: Ha T¥ 3AXBAYEHO

WcTopua

|
) 1)

®

[ 3aknagkm

Mapoaw, KapTel, A3HHEIE

[« @

i

3arpyakq
8 PacwwupeHus
Tekywwe gaHHee Kypranb
NonoaxuTtensHo ® Hoeas sknagka
HaHHER Tabnuua Teryuymx Tpynnk coBemui
IHAHEHMA CHIHANOE npeg @ HOBOE OKHO
L @ MNomows
B Awcnetuep zagau
¥  Hacrpoiikn
B <> Koa cTpaHMubl
FraBin ) WncTpymenThl pazpaboTumka

- Cirl + Shift +
VBHELX [ Koncone JavaScript Ctrl + Shift + J I

A Koavpoeka

G [oBaswTse cTpaHWLY Ha pabounii cTon
[® TpaxcamposaTs skpaH

) 3akpeits Bpaysep

PucyHok 378 - OTKpbITb KOHCONb pa3paboTtumnka B AHaekc Bpaysepe
2. Tepengute Ha Bknagky Console (PucyHok 379).

B = - o X
HER — [ Redkit Workstation X +
~ s @ ¢ 127.0.0.1:8080 Redkit Warkstation N Frmepeseern P @ B L
4mionn 2024 151142 - E " o nporpamue |
VIIOHS Cynepnons3oearess ” TATYC KOMIMOHEHTOR nMme () Devloss s now svailsble in Russian!
- X
Cobbrmita )) . .. .. Always match Yandex Browser's language ] Switch DevTools to Russian JESGTRENEREI]
He keutuposano: 0O FAXBAYEHO
Beero! 35 0 0 o Elements Sources  Metwork > a1 8 3 X
= I @ top~y @ |Filer Default levels ¥ No Issues @
= ncrpymen | T — —_—
[DEBUG 84.85.2024 14:52:88.318]: 16 plugins  (caches) VM18:1315
r - I:I [DEBUG ©4.86.2024 14:52:88.381]: 73 posterObjects (caches) VM18:1315
—-l_ é T .é [DEBUG 24.86.20824 14:52:88.3%4]: 12 statelnterpreter VM18:1315
= (caches)
L il B
[DEBUG B4.86.2024 14:52:85.4356]: 41 tagHeaderNamesDictionary VM18:1315
(caches)
MHuemokaaps! Apxue Tekywme JaHHbe
[DEBUG ©4.86.2024 14:52:85.861]: 542 xmlCache (caches) VM18:1315
Mpaduueckoe Wetopuueckne JaHHse Tafiuua Tekyle [WARNING @4,26,2824 wasmlauncher.html?no.dkit Workstation:96
orofipaxenne npoekta IHa4EHUA CHIHanos 14:52:89.223]: QMetaType::registerTypedef: -- Type name 'TableModel*'

previously registered as typedef of 'ps::TableModel®' [2242], now
registering as typedef of 'gns::TableModel*' [2486].

[DEBUG ©4.86.2024 14:52:09.92@8]: "Cnucox 3axsaTos oSopygcsaduAa VM18:1315
CHHXPOHWSHPOBEH . " (tccapture)

Pthread @x857=9b@ completed its wasmlsuncher.html?no.dkit Workstation:96

[ ad
main entry point with an “unwind’, keeping the worker alive for

HKypHans Tpadmrm Bnankw nepexntoveHnii asynchronous operation.

Pthread @x834f938 completed its wasmlauncher.html?no.dkit Workststion:96
main entry point with an “unwind®, keeping the worker alive for
asynchronous operation.

Tpynnel coBeTUiA Ipaguueckoe PenakTtop GaaHkos
NpesCTasfeH e CHrHanos HCPCK.WIOJC-HAI&

[DEBUG 24.85.2024 15:88:43.348]: "Crucox SaxsaTob oSopyacsaHuA VM18:1315
CHHXPOHWSHpOBEH . " (tccapture)

BN
N

[WARNING @4.@6.2824 wasmlauncher.html?no..dkit Workstation:96
15:@8:44,255]: gro:/gns/prosoft/dialegs/DialogButtonBox.gml:61:
ReferenceError: closeDizlogOnClicked is not defined

Ycraskn AKTUBHbIE YCTABKM [DEBUG 84.06.2024 15:@8:44.657]: "Cnucox 3axsaTos oSopygosarus VH1B:1315
CHHXPOHWSHPOBEH . " (tccapture)
Pegaxtep ycrapok TpoCMOTp aKTHBHEX . .
ycTaox [WARNING @4.086.2024 wasmlauncher.html 2no.dkit Workstation:96

15:11:42.515]: Key not recognized "PrintScreen”

PucyHok 379 - KoHconb pa3pa6oTtuuka B flHaekc Bpaysepe
Google Chrome

1. Haxmute Hactpownka n ynpaBneHue Google Chrome — [JononHuTenbHbie UHCTPYMEHTbI — UHCTPYMEHTbI
pa3pabotuumka (PucyHok 380).
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" [ rec x L ar = O x >
Er.ntmi?nodeName=Redkit Workstation B W 3 R
pur.. @& Dashboard-C [ nogan BKA3AKA ctrl +
[¥ Hoeoe okHo ctrl +
024 15:30:06.361000 Ycnew % HoBoOe OKHO B pexuMe MHKOTHWUTO Ctrl = shift 4N
024 15:08:44.254000 BeigaH
. Bxog suinoaxeH >
@0 Maponu 1 aBTo3anonHeHne o
D Wcropua >
|| & 3arpyzkwn o+
W 3aKNagKu v CIMcKK »
HKypHans o PacluMpeHnAa >
Tpynnbl cofemuii B  YnaneHwe AaHHLIX O MPOCMOTPEHHBIX CTPaHMLax... Ctrl + SRift + Del
@ Macwrab - 100 % E3
& Meuats... ctrl + P
G Haiity 31y cTpanuuy B Google
& MepeBectu
B Haitti n namennTs ¥
X CoxpanuTs v nogenuteca ¥
B [1oNoNHWTENEHBIE MHCTPYMEHTHI ¥ O [o6aBuTts HazBaHKe OkHa
(B Pexmm utenns
@ Cnpaeka b
b Hactpoiikn @ Tpou3BOAMTENEHOCTE
2 Beixoa @ Awcnetuep zagau shift + Esc
B3  VYnpaensetca Baweii opraHuzaumeit <> WHcTpyMeHTel pazpabotumka  Ctrl + Shift + 1

PucyHok 380 - OTKpbITb KOHCOMNb pa3pabotyuka B Google Chrome
2. MNepengute Ha Bknagky Console (PucyHok 381).
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v . x| . - . . Bre x (B + - o x

@ He saupiwmeno  hitps//127.0.0.1:3080/wasmlauncher.himl|?nodeMame=Redkit_Workstation B D AR

€« 2> C m
. . -

CTatyc KOMNOHEHTOB ¥

- » [ Bce zaxnagen

4 wiona 2024 15:33:15  Cynepnonbzoeatens H O nporpamme ‘s L@ Elements Sources Metwork  »» o1

x
Mo Issues @!

= Cobtimun . . . . . 1] Q e S foa““‘ {6)15|ff’
= AR I‘)) .2624 15:30:85.611]: 12 rompHeaderCache  (caches) VM23:1315
Bceroi &6 2624 15:30:85.621]: § logEventClasses  (caches) WM23:1315
MHCTRYMEHTBI ‘ [DEBUG 84.86.2824 15:38:085.625]: 4 importancelevels (caches) VM23:1315
/ [DEBUG ©@4.85.2024 15:30:85.631]: 5 mnemoDiagram  (caches) VM23:1315
[DEBUG @4.85.2824 15:30:85.641]: 9 VM23:1315
r -1 rg-l operationalScheduleTemplates  {caches)
@:-.'_. BlBE [DEBUG 84.85.2024 15:30:085.644]: 3 operatorbarkTemplates VM23:1315
L | B (caches)
[DEBUG 84.85.2624 15:30:05.646]: 61 eguipmentTypes (caches) WM23:1315
Mhenmokaaps! Apxve Tekyluue AaHHbIE [DEBUG B4.05.2824 15:38:085.649]: 2 tagEvents [caches) VM23:1315
Ipadmueckoe VicTopuseckie faHHbie TaBinuua Tekyuc [DEBUG ©4.85.20824 15:38:85.661]: 16 plugins  {caches) VM23:1315
otobpasceHie NpoekTa IHAHEHUIA CHTHANOR [DEBUG ©4.05.2024 15:30:85.723]1: 73 posterObjects  (caches)  VM23:1315
[DEBUG @4.85.2824 15:30:85.736]: 13 statelnterpreter VM23:1315
/‘f (caches)
.,-_.r‘ [DEBUG ©4.85.2024 15:30:05.747]: 10 tagHeaderNamesDictionary VM23:1315
(caches)
[DEBUG 84.85.2824 15:38:86.169]: 583 xmlCache (caches) VM23:1315

HKyprane

Tpynnel coBemaii

padmkm

Mpadmueckoe
NpeACTasneHue curHance

Bnanku nepexatoveHmii

Penaxrop Gaankos
nepeinioueHHin

[WARMING 24.86.2024 wasmlauncher .html 2no.dkit Workstation:96
15:30:05.544]: QMetaType::registerTypedef: -- Type name "Tablelodel#"
previously registered as typedef of 'ps::TableModel*' [2242], now
registering as typedef of "gns::TableModel*"' [2486].

[DEEUG 24.86.20824 15:38:@7.192]: "Cnucox 3axsaToB ofopyaceaHMA VM23:1315
CHHXDOHMIMPOEEH ., " (tccapture)

Pthread 8x878051@ completed its wasmlauncher.html2no.dkit Workstation:96
main entry point with an “unwind®, keeping the worker alive for
asynchronous operation.

Pthread 8x8551538 completed its wasmlauncher.html?no.dkit Workstation:96

main entry point with an “unwind®, keeping the worker alive for
asynchronocus operation.

YeTaBkw AKTMBHBIE YCTABKW

PegakTop ycTaBok TIPOCMOTY BKTHBHED
sl @ Uncaught (in promise) wasmlauncher. hitml:1
Error: A listener indicated an asynchronous response by returning true,
but the message channel closed before a response was received

PucyHok 381 - KoHconb pa3pa6otuuka B Google Chrome
Mozilla Firefox

HaxmuTe knasuwy F12 — Console (PucyHok 382).
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e » x [ Redkit Workstation x4 v
&« © O & 172.23.100.76 bad =
REDKIT 2.0
/| Web Workstation
| Norun
| Napone
Mporpessameis somrnexe
3] repkiT 202110
¥ O Wucnexrop D Otnagunk T Cete  {} Cruam () Npogaiinep {F Namats [ Xpanunuwe r Moagsepkka goctynHocra 588 Mpunoxerne 0] e X
W Owmbku Mpegynpesgenna  Jlor Wkgo Omnsgka  CSS XHR  3anpoce  H
WARNING: QApplication was not created in the main() thread. wasmlauncher.html:96:19
Pthread 0x26846a8 completed its main entry point with an “unwind', keeping the worker alive for asynchronous operation. wasmlauncher.html:
Pthread Dx256a568 completed its main entry point with an “unwind’, keeping the worker alive for asynchronous operation. mlauncher.html:
Pthread 0x3cdb508 completed its main entry peint with an “unwind®, keeping the worker alive for asynchronous operatien. auncher.html:
QNativeSocketEngine::initialize unable to inline out-of-band data [ 2] mlauncher.html:
[IMFO 15.05.2024 14:51:15.919]: --- LOG OPEN --- wasmlauncher.html: 131
<empty string> wasmlauncher.html:1315:8
[IMFO 15.05.2024 14:51:15.919]: 3anyck nnaTopms 2.0.2110.4082 rev. ba32d49... (ivk.core) wasmlauncher.html:131
[INFO 15.05.2024 14:51:15.919]: Wma y3na: Redkit_Workstation (ivk.core) mlauncher.html:131
Pthread Ox3edc7b0 completed its main entry point with an “unwind’, keeping the worker alive for asynchronous operation. auncher .html:
Pthread 0x40dda68 completed its main entry point with an “unwind’, keeping the worker alive for asynchronous operation. auncher.html:
[IMFD 15.05.2024 14:51:15.984]: 5 static modules about to be added (ivk.core) wasmlauncher.html:1315:8
[IMFO 15.05.2024 14:51:15.986]: Static module "WasmAuthPlugin™ added (ivk.core) wasmlauncher.html:1315:8

PucyHok 382 - KoHconb pa3pa6oTtuuka B Mozilla Firefox

15.1.5 LOG-c¢pannbl ytunut b

LOG-dbannel ytunut BA:

- redkit_backup_<data>_<time> — chann c komaHgamu co3ganusi 6akana b (npu BbIMOMHEHUN COXPaHEHWST KOMUK
B Ha guck) (HaunHas c Bepcuu 1.3.2011.N);

- redkit_replication_<data>_<time> — cpainn ¢ komaHgamu pennukauum (Npu cosgaHny Unu nepekniovyeHnun pesepsa)
(HaunHas c Bepcuun 1.3.2011.N);

- redkit_db_server_control_<data>_<time> — chavin ¢ komaHgamu BknodYeHus/oTknodeHns cepeepa bl (HaunHas c
Bepcun 1.3.2011.N);

- redkit_rewind_<data>_<time> — dpanin ¢ kKomaHgamu yTunuTbl rewind, KOTopasi NbITAETCS BOCCTAHOBUTL ObIBLUMIA
MacTep [0 pe3epea, He konupys BoobLue Bcé (HadumHas ¢ Bepcun 1.3.2011.N);

- redkit_db_server_status<data>_<time> — cpaiin ¢ komaHgamm 3anpoca cratyca b[] (Mcnonb3yeTcs NOCTOSIHHO)
(HaumHas c Bepcum 1.3.2011.N).

MecTto xpaHeHus:
C:\%temp%\ProSoft-Systems\Redkit\PgU'tils

15.1.6 LOG-chaunnbl CYB[

HaseaHwue dannoe: postgresql-<gata> (Hanpumep, postgresql-2021-01-27 _052205).
MecTto xpaHeHus:

OC Windows: D:\BASE\data\log (pacnonoxexuve gupektopuun D:\BASE\data 3aBucut ot Beibopa nonb3oBaTerns B Liare
7 pasgena YcraHoBka CYB[ Postgres).

15.1.7 CONF-channel CYB

CONF-thainel CYB[ PostgreSQL:
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- postgresql — ocHoBHOM hann KoHpurypaumm napametpos bB[;
- pg_hba — dainn koHpuUrypaumm, oTeevaroLwmnin 3a ayteHTudnkaumo knueHtos Postgres. ®ann cogepxuT IP-agpeca
OCHOBHOTO cepBepa, pe3epBHOro cepsepa n scex APM onepatopos.

MecTo xpaHeHus:

D:\BASE\data (pacnonoxenue aupektopun D:\BASE\data 3aBucuT oOT Bblbopa nonb3oBaTtens B Lware 7 pasgena
YctaHoska CYB[, Postgres).

15.1.8 DMP-dpannbi

DMP-pannbl  cospgatotca npu cboe  Redkit.  MmMewT  npou3BonbHOE — HasBaHWME C  MOCT(MKCOM
Bepcun Redkit: <HasBaHme>_ <HOomMep BepcuM>_rev.<HOMep peBu3un> (Hanpumep, 52758a85-2e7f-4479-9bfa-
ffod7377506d_1.3.2011.47 rev. b5461c5). [Mpn noncke opueHTUPYNTECH Ha AaTy U BpeMs co3faHus danna u Ha Homep
BEPCUU B HA3BaHWM.

MecTo xpaHeHus:
C:\%temp%.

15.1.9 LUA-cpannbl ckpuntoB

Mpo co3aaHve 1 3KCMopT CKPUMNTOB CMOTPUTE B pasaene AnropuTMbl.

MecTo xpaHeHusi: 3aBUCUT OT BbIOOpa Nnonb3oBaTens.

15.1.10 XML-chann koHdurypaumm

XML-pann koHdpurypauumn Redkit cogepxunt HacTponkn n3 Redkit Configurator (kypHanbl, mogynu u npouue). po
co3fgaHue 1 3KenopT danna KoHdUurypaumm cMoTpuTe B pasgene OKCnoprT.

MecTo xpaHeHusi: 3aBUCUT OT BblIOOpa Nnonb3oBaTens.

15.1.11 KoHdurypaumoHHbie INI-cpannbl Redkit

KoHdurypaumoHHbie INI-dbannbl Redkit senstotcs pesynstatom cosganus cuctembl Redkit B ytunute Deployer (pasgen
IMpoBepka koppekTHOCTU co3aaHusa cuctemMbl Redkit):

- DbCitl;

- gnclient;

- DiagnosticKeeper;
- Keeper;

- OscConverter;

- Redkit;

- Redkit-Conf;

- Redkit-Logging;

- Redkit-Service.
MecTo xpaHeHus:

C:\%appdata%\ProSoft-Systems\Redkit.

15.2 CO60p AnarHoCTUYECKNX AaHHbIX

C60p AnMarHoCTUYEeCKNX AaHHbIX BbINOMHAETCS C MOMOLLBIO CneunansHon yTunutel diagnosticclient.
Ycnosus cbopa AMarHoCTUYECKUX AaHHbIX:

- Ha cepBepax u APM npu yctaHoBke Redkit 6bin ycTaHOBNEH KOMNOHEHT Crnyx6a gnarHocTMku komnoHeHToB MK
Redkit.

- Ha cepBepax n APM 3anyuieHa cnyx6a Redkit Diagnostic Service (redkitdiag).

C6op onarHoCTUYeCKUX AaHHbIX:
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1. Ha cepeepax wnn APM 3anyctute yTtunuty diagnosticclient (N0 ymMoOmnyYaHutO pacrnosiokeHa B OUPEKTOPUK
nHctannauum Redkit: C:\Program Files\Prosoft-Systems\Redkit).

2. Haxwmunte 3anyctutb nouck (PucyHok 383).

mi Cpeacteo guarHoctien MK Redkit. - O *

BrBpath Bcé

Daiinp cobMTHIA CUCTEMBI *log
Daiinm HacTpoek *ini
3anpocw k 6ase jAHHBIX
Cratuctura B/l
Norw 6asws JaHHBIX
KypHan cobeTiia

17/04/2024 00:00 - 17/04/2024 23:59
Mpoekt
HacTpoikw Mmogynei
JaHHeie nnatgopme cepeuca Redkit

JanHeie naathopme cepenca Keeper

EEENEEEBEEREE®
*
)
=}

Janupe Bf] or cepenca Keeper

em—

PucyHok 383 - 3anycTuTb nouck
3. BbibepuTe u3 BbinagaroLLero cnucka NoaceTb Ansi ckaHnpoBaHus n Haxmute OK (PucyHok 384).

BrGop NOgCeT ANA CKaHWPOBAHWA %

169.254.230.6\16 v

| 1169.254.250.16\16 i
172.23.11.748.21
172.23.100.199\24
172.20.10.4\28
168.254.128.150\16
127.0.0.1\8

PucyHok 384 - BbiGop noaceTu Ans cCkaHMpoBaHUA
4. TosBnTCS CNMCOK HanaeHHbIX y3nos Redkit ¢ BkNoYeHHbIMY cepBMCaMmn AMarHOCTUKU B 3TOM noacetu (PUcyHOK
385). Nocne oTobpaxeHust Bcex y3rnoB HaxmuTe OCTaHOBUTbL NMOUCK.
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m Cpeactee guarnectnkn MK Redkit. - O X

172.23.100.199
BuaGipams acé Cepeuc Redkit Brawouen

Cepeuc Keeper Bramouen
Daiinp cobBMTHA CUCTEMBI *log P pe

Oaifns wacTpoex i Cepeep B/] OcHoBHOIA
3anpocw k Base jaHHBIX
Cratwctvea Bl
Norw 6asw AaHHBIX
KypHan cobmTui
17/04/2024 D000 - 17/04/2024 23:59
Mpoekt
HacTpoikn Mogynei
JarHee nnatgopum cepenca Redkit

JaHHbee naatpopMe cepenca Keeper

EEEEREEBEEEEE
L+
o
=}

Janupe B oT cepevca Keeper

PucyHok 385 - [laHHble 0 noaceTu
5. OTmeTbTe YekbOoKehl Y AaHHbIX Ans coopa n Haxkmnte Coop AaHHbIX (PrucyHok 386).
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Brabpate BCE

Daine coBHTHNA CHCTEMBI *log
Daiinw HacTpoek * ini
3anpocw k Base gaHHwX
Cratnctuea B
Nork Basel gaHHBIX
KypHan cobuTHi

17/04/2024 00:00 - 17/04,/2024 23:59
Mpoexr
HacTpoiikn mogynei
JanHwe nnathopme cepenca Redkit

JaHHwie naathopmMel cepenca Keeper

EEEEHEEEE
E S
=
=

JavHwe Bf] ot cepewnca Keeper

PucyHok 386 - C6op AaHHbIX
6. BbiGepute AnpekTopmto coxpaHeHnst AaHHbIX U HaxxmuTe OK (PucyHok 387).

CBop AMArHOCTUYECKNX A3HHBIX IE
YKamuITE MENFEMBIR MyTe 4NA pa3MELLIEHMA coBpaHHBX A3HHBIX,

JanHele BygyT pasmMeLLEHEE

| MyTe AnA pasmellEHns coBpaHHbE JaHHBX | H

PucyHok 387 - inpeKkTopsi coXpaHeHWs1 AaHHbIX
7. lMopTBepanTe Unn OTKIOHUTE OTKPbITME OANPEKTOPUN C apXMBOM AaHHbIX B AnanoroBom okHe (PucyHok 388).

CBOP AWarHOCTHYSCKWK JaHHBIX 3aBepil eH x|

AuarHocTHyeckme JaHHbIe COXpaHeHtl B apXue
diagnostic_all_17_04_2024 _15_51_50__14291665821480645
623.7ip. OTKPLITE AMPEKTOPUIO € apXUBOMT

BT EETT

PucyHok 388 - Coop AMarHoCcTU4eCKUX AaHHbIX 3aBepLUeH

Bbynet cchopmuposaH ZIP-apxmB ¢ gaHHbIMW. [Nepegante ZIP-apxvB B TEXHUYECKYIO NOAOEPXKKY MW NpoaHanm3npynTe
€ro CoaepXnmMoe CaMOCTOATENBHO.

OnuncaHune coctaBa ZIP-apxuBa ¢ AMarHOCTUYECKMMU SAHHBIMW NpeacTasneHo B Tabnuue 84.
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Tabnuua 84 - CoctaB ZIP-apxuBa ¢ AMarHoCTUYECKUMU AAHHbIMU

OupekTtopusi

CocTtaB gupeKkTopum

OnucaHue

db

logs

Oupektopusa ¢ LOG-avnamu CYB[

pg_stat_activity

XML-dhann, onuceiBawwmin npoueccol B CYB[ Ha momeHT cbopa
CTaTUCTUKN

pg_statistics

Cratnctuka CYB[ B oopmare TXT:

- OTkaT TpaH3akuun.

- Paswep B[.

- Pa3mep obbekTa.

- Pa3mep obbekTa 6e3 curHanos.

- Haubonee HarpyxeHHble Tabnuubl.

- OTcyTCTBYIOLUMIA MHAOEKC.

- Mcnonb3yemMocTb MHAEKCA.

- OTcnexviBaHue ycTapeBLUMX MHOEKCOB.

- Bloat index.

- Bloat table.

- YT0 cnamuT.

- O6opynoBaHue, NpuUcbinarLlee ctTapble AaHHbIE.

- MwuHMManbHoOe 1 MakcMMarnbHOe KONMYeCTBO CUrHasoB B
MUHYTY. BbiGopka 3a cyTku.

events

events

KypHan cobbiTuii B hopmate XLSX

events_info.json

MHdopmaums o cobbiTnsix B popmate JSON

keeper

keeper_db_info.json

WHdopmaLmsa o Bzaumogencteum cepemca Keeper ¢ CYB/[] B
dopmarte JSON

keeper_platform_info.json

MHdopmaLnmsa o B3aumogenctaum cepsmca Keeper ¢ nnatcpopmon
B bopmate JSON

project

project.ppf

dann npoekTta B hopmarte PPF

project_info.json

MHdopmaumsa o npoekTe B popmate JSON

redkit

configs

Ounpektopusa ¢ koHdurypaunoHHeiMu INI-cparinamn Redkit

logs

OupexTopus ¢ LOG-dannammn Redkit

service

HvpekTopus, cogepxallas nHpopmMauuo 0 B3aumMogencTBum
cepsuca Redkit ¢ nnarcopmon B popmate JSSON

settings.json

Mudopmauusa o cepepHbix y3nax B oopmate JSON

15.3 OGpalleHme B TeXHUYECKYHO NOAOEPXKKY

1.
. Mponigute npouecc peructpaunn. Ecnu Bbl yxxe 3aperncTprpoBaHbl, TO BBEAUTE CBOM YYETHbIE AaHHbIE.

4.

MepenanTte Ha nopTan TexHUYeckon noaaepxku https://support.prosoftsystems.ru

Cospgarite 3asBKY, B KOTOPOW YKaXUTE:

a.

b. Homep Bepcum npunoxeHus.

c
d

>KouTe oTBETa cneLmnanncToB.

HassaHwne npunoxenuns MK Redkit, B koTopom y Bac npobnemei.

. NogpobHoe onucaHue Ballen NpodnemMbl CO CKPUHLLIOTaMM.
. MNpunoxuTe apxmB aMarHocTM4ecknx AaHHbIX (pasgen Co6op AMarHOCTUYECKUX AaHHbIX).

OcTtanucb Bonpockl unu npobnema He BXOAUT B NpeacTaBeHHbIN nepedeHb? CBSXKUTECH C TEXHUYECKON NOAAEPIKKON
no tenedoHy: +7 (343) 310-11-10

372



https://support.prosoftsystems.ru/

Redkit SCADA 2.0. PykoBoacteo agmuHuctpatopa OC Windows

16 OCHOBHbIe HEMCNPABHOCTU CUCTEMBI

16.1 NMoTepsa kKnoya NUUEH3NpPOBaHUA

Tabnuua 85 - NMpuumnHbI 1 peleHnsa Npu noTepe Krova NnMueH3npoBaHus

MpuuuHa PelwieHue
dusmyeckas MpoBepnTb paboTOCNOCOOHOCTL KNtoYa Ha cepBepe ktoden (war 1 pasgena Npoeepka
HencnpaBHOCTb Kntoya nuueHsmpoBaHus). Ecnu kntov Ha cepBepe OTCYTCTBYET, TO CriedyeT oopaTuTbes

B CNy>x0y TEXHUYECKON NoaaepKKu

M3meHeHune ceTeBbIX
HaCTpoeK

1.

WcnpaButb B KOH(purypaumoHHom danne grdsrv.ini IP-agpec B ctpoke 'ADDRESS=
%ip_addres%' (no ymonyaHuto KOH(UrypauuoHHbli cbanmn pacnonoxeH B C:
\ProgramData\Guardant\GLDS)).

Ha ocHOBHOM ¥ pe3epBHOM cepBepax N3MEHUTb B KOHUIYPaLMOHHBIX darnax
Redkit ctapein IP-agpec Ha HoBbIVi (pa3gen KoHdurypaumoHHbie INI-cbannbl
Redkit).

B anpektopun knactepa b, oTkpbITb dhann pg_hba.conf v ykasaTb BepHbivi IP-agpec
onsa nonen all u replication (warn 4-7 pasgena JoHacTtponka Postgres).
MepesanycTntb cnyx6bl Redkit System Service, Redkit Keeper Service, postgresq|,
GLDS.

OtkntoyeHmne cnyx6bl GLDS
(Guardant Dongle License
Service)

MpoBepute B Aaucnetdepe 3agad Windows,
«BbInonHsetca». 3anyctute cnyx0y, ecnu oHa OCTaHOBMEHA.

yto cnyxba GLDS B coctosdHum

16.2 NoTeps ogHoro ns cepeepoB b

Tabnuua 86 - MpuyMHbI U pelleHNA Npu NoTepe ogHoro U3 cepsepos B

MpuunHa

PelueHune

dusnyeckas HEencnpaBHOCTb

npOBepI/ITb cepBep Ha Hann4vune d)M3MHeCKOﬁ HEencrnpaBHOCTU UITN 06prBa CBA3N

M3meHeHune ceTeBbIX
HaCTpoOeK

1.

Ncnpaeutb B koHMrypaumoHHom cparine grdsrv.ini IP-agpec B ctpoke 'ADDRESS=

%ip_addres%' (no ymomn4aHuio KoHWrypauuoHHbli dann pacnonoxeH B C:

\ProgramData\Guardant\GLDS)).

Ha ocHOBHOM 1 pe3epBHOM cepBepax N3MEHUTb B KOHUIYpaLUMOHHBIX darnax

Redkit ctapein IP-agpec Ha HoBbIV (pa3gen KoHdurypaumoHHbie INI-cbannbl

Redkit).

B pgupektopuu knactepa B[ oTkpbiTb ¢hanin pg hba.conf n ykasaTb BepHbIf

IP-agpec ansa nonen all u replication (waru 4-7 pasgena JoHacTpoiika Postgres).

a. 3anyctutb npunoxenune Redkit Configurator.

b. Bo Bknagke HacTpomnku y3na 3ameHuTb y Bcex Moaynewn ctapbin IP-agpec Ha
HOBbIN (pa3gen Hactporika mogynen).

MepesanycTutb cnyx0bl Redkit System Service, Redkit Keeper Service, postgresq|,

GLDS.
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MpuuuHa

PelueHune

OcrtaHoBka cepsuca B[]

1. 3anyctutb cepsep B[, ¢ nomowsto ytunutel dbcetl (pasgen Ytunura dbctl).

2. HPOBepI/ITb Hanuune cBobogHOro MecTa Ha aucke. B Cly4ae HexBaTKu

cBoboOHOro MecTa:

a. Cospavite pesepsHyto konuto B (pasgen CosnaHne pesepsHon konuu B).

b. JobaBbTe Moayny apxuBMpoOBaHNs OaHHbIX (pa3aen Hactpowika
apPXUBMPOBAHNS OAHHbIX).

c. B mogyne Ucnonb3oBaHue gncka BbINOMHUTE HACTPOMKY poTaLmm Ancka
(pasgen Vicnonb3oBaHne gucka).

3. TlMposeputb cogepxmmoe LOG-channos CYB[ Ha Hannune owmbok (pasgen
LOG-dhannbl CYB[). Ecnn owmnbka He peluaeTcs, To criegyet obpatuTtbca B
Cny0y TEXHNYECKOW NOAAEPHKKN.

16.3 MNoTeps obounx cepsepoB bl

Tabnuua 87 - MpuunHbl K peeHUsA Npu notepe oboux cepsepos B

MpuuunHa

PelweHne

BA

ABapuiiHasi OCTaHOBKa cepBepoB 1. MNpoBepuTb cepBepa Ha Hanuume manyeckoro obpbiBa CBA3N.
2. ocmoTpeTb cocTtosiHue cepBepoB bl ¢ nomouwlbto ytunutel dbctl (pasaen

YTtunuta dbctl). Ecnv o6a cepBepa OTKMNOYEHbI, TO NOMbITANTECH WX
BKITHOYMTb, HAYMHAs C OCHOBHOIO.

3. npOBepVITb Hanu4ne cBoboaHOro MecTa Ha aucke. B Clny4yae HexBaTKu1
cBOOOOHOro MecTa:

B).
b. JobaBkTe Mogynv apxmBMpoBaHusa AaHHbIX (pa3gen HacTporika
apXUBMPOBAHNS LAHHbIX).

c. B mogyne Ucnonb3oBaHue gMUcKa BbINOMHUTE HACTPOWKY poTauun
ancka (pasgen Vicnonb3oBaHue gucka).

Cny>0y TEXHNYECKOW NOOOEPXKKN.

a. Cospawnite pesepsHyto konuto B[ (pasgen Co3gaHve pe3epBHON KOnuu

4. NpoeepuTb cogepxumoe LOG-darnos CYB/[ Ha Hannune ownbok (pasaen
LOG-davnel CYB[). Ecrnn owmnbka He peluaeTcs, TO cnegyer oopatuTecs B

16.4 MNoTteps oaHoro us cepsucoB Redkit

Tabnuua 88 - MpuuMHbI K pelieHNUA Npu noTepe oagHoro n3 cepsucos Redkit

Ipuyuna

Pemenue

dusnyeckas HencnpaBHOCTb

MpoBepuTb COCTOSIHNE YCTPOMCTBA, Ha KOTopoM 3anyLueH cepuc Redkit
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Ipuyuna

Pemenune

M3meHeHne ceTeBbIX HAaCTPOEK

1.

Wcnpasutb B KOHGwUrypaumoHHoMm danne grdsrv.ini IP-agpec B CTpoke

'ADDRESS=%ip_addres%' (no ymonyaHuio KOH(UIypaLuMOHHbIN ann

pacnonoxeH B C:\ProgramData\Guardant\GLDS)).

Ha ocHOBHOM ¥ pe3epBHOM cepBepax U3MeHUTb B KOHPUIrypaLMOHHbIX

dannax Redkit ctapbiv IP-agpec Ha HoBbIl (pa3aen KoHdurypaumoHHble

INI-cpannel Redkit).

B ompekTtopun knactepa B[ oTkpbITh hanin pg _hba.conf n ykasatb BepHbIN

IP-agpec ansa nonen all n replication (warn 4-7 pasgena [JoHacTponka

Postgres).

a. 3anyctutb npunoxeHune Redkit Configurator.

b. Bo Bknagke HacTpoMku yana 3ameHnTb y BCex MOoAynen cTapbii
IP-agpec Ha HoBbIl (pa3gen Hactporika mogynen).

Mepesanyctutb cnyx6bl Redkit System Service, Redkit Keeper Service,

postgresql, GLDS.

OctaHoBka cnyx6bl Redkit

Mpoeeputb cogepxmmoe LOG-dannos Redkit (pasgen LOG-dannsl Redkit).
1.

Ecnu ownbka «llonb3oeamernb \"system Redkit \" He npowen nposepky
nodnuHHocmu (o napon)» nnn «Hedonycmumble napamempsi rpu
8bi308e ¢yHKUuu» (quardant) « Owubka 3anycka cepsuca. Owubka
pacwugbposku naporns. Hedonycmumble napamempsl rpu 8b13068e
yHKUUUY:

a. MNpoeepuTb Hanuuue IP-agpeca cepsepa B thaine pg _hba.conf (warn 4-7
pasgena [JoHacTporka Postgres).

b. OBHOBUTE KOH(pUrypaumoHHble dannel keeper.ini u redkit-service.ini
(warn 14-20 paspena HacTpoiika pe3epBHOro cepsepa).

Ecnun ownbka «He ydanocb coddame KOHGhu2ypauUoHHbIU ghalsi

knueHmay (guardant) «He ydanock M0O8coeduUHUMbCS K KITHOHY

JNIUUEH3UpPOoBaHUs C KOHGgu2ypaUyUuoHHbIM ¢haliriom ‘gnclient.ini': He

ydasnocb co30amb KOHhuaypayUoHHbIU ¢haln knueHma.» (guardant)

«Knrou nuueH3upoeaHusi HedocmyrneH» (quardant) « Owubka Kriroya

JnuyeH3uposaHusi. Koy nuyeH3uposaHusi HeOocmyrneHy»: AaTb Npasa Ha

3anucb KOHGUrypaunoHHbIX oarnoB Nonb30BaTento.

16.5 Notepsa ob6ounx cepsmcon Redkit

Tabnuua 89 - MpuunHbl K peweHns Nnpu notepe o6oux cepsmucos Redkit

MpuuunHa

PelweHne

ABapuinHasa 0CTaHOBKa CEpBUCOB
Redkit

1. lMpoBepuTtb cepBepa Ha Hanu4une uran4eckoro obpbisa CBSA3M.

2. MNocmoTpeTb cocTosiHue cepsuco Redkit ¢ NOMOLLBIO yTURUTBI
dbctl (pasgen Ytunuta dbctl). Ecnu oba cepepa oTkno4eHbIl, TO
MoNbITANTECH NX BKIOYUTL, HAYMHAA C OCHOBHOTO.

3. MNpoeeputb cogepxumoe LOG-darnos Redkit (pazaen LOG-gainnsl
Redkit). Ecnu owmnbka He peluaeTcs, To crniegyeT 06paTnTbest B Cryxoy
TEXHUYECKOWM NOAAEPKKN.
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16.6 B cucreme npucytcreyeT 6onee ogqHOro OCHOBHOro cepsepa b/

Ta6bnuua 90 - MprYnHbI U pelieHns

MpuunHa PeweHue

Mpn noTepe ceTeBOro COeANHEHUS C B ytunute dbctl (pasgen Ytunuta dbctl) HaxmuTte KM no ctpoke
OCHOBHbIM CEPBEPOM — PE3EPBHbIV CTAHOBUTCS | MOOKITIOYEHNST C CEPBEPOM, KOTOPbIA HEOOXOAMMO MOHM3UTbL A0
OCHOBHbIM. [locrie BOCCTaHOBNEHMS OCHOBHOIO | pe3epBHOro, U Bbibepute komaHay OctaHoBUTL cepBep B[.
CEpBEpPa HE NPOVICXOANT CMEHa ponen HoxagnTtechb Hayana npouecca aBTOMaTUYECKON pennmKaumm.
(mogpobHee o pesepsrpoBaHun cepeepoB b
B pasgerne PesepBupoBaHue cepsepos B[).
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17 YpaneHue lNporpammbl

YnaneHue npOFpaMMbI BbINOJTHAETCA Yepe3 CUCTEMHOE MEHIO:

1. Ha Windows 10: Myck — MpunoxeHusa n sBoamoxHoctn — Redkit — Yaanuts.
2. Ha Windows 11: lNMyck — MapameTpbl — MNMpunoxeHus — Redkit — Yoanuts.

B oTkpbiBLLEMCs okHe yaaneHust Redkit HaxxmuTe Yaanutb (PucyHok 389).

Yaanenue Redkit

BcE roToso K yAaNeHWo
MporpaMMa yCTEHOBKM rOTOBS Ha4aTe yaaneHue Redkit c Bawero KoMnbtoTEPE.

3Tol AMpEKTopMM!

¥aanuTe

PucyHok 389 - Yaanenue Redkit

Mocne yoanerus Redkit Haxmnte 3aBepwntb (PrcyHok 390).

AuvpexTopua ¢ nporpatMoi C:\Program Files\Prosoft-Systems \Redkit ByneT nonHocTED yaaneHa, BKNOYSA COOEPHMMOE

377



Redkit SCADA 2.0. PykosoacTso agMmuHuctpatopa OC Windows

Yaanenuwe Redkit

3asepwenwve yaanenws Redkit

HammiuTe «3aBeplumTes ANA Beixoaa ks macTepa Redkit,

s

3aBEPWMTD

PucyHok 390 - 3aBeplieHue yaaneHus Redkit
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